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AUDIT AND GOVERNANCE COMMITTEE

MINUTES OF MEETING HELD ON WEDNESDAY, 10 APRIL 2019

Present: Mr Michael Bonner, in the Chair; Councillors Martin Barbour, Gwynneth Everett, 
Joan Hully, Graham Sunderland and Gillian Troughton.

Officers: Sarah Pemberton (Head of Governance and Commercial (Monitoring Officer)) for 
Items 1-5, 12  and 13 only, Claire Felters (Strategic Finance Accountant), Gillian Butterworth 
(Performance and Risk Management Officer) for Items 1-5 only, Ian Smith (Internal Audit 
Manager) and Clive Willoughby (Democratic Services Officer).

Also Present: Mr Jamie Wright, Grant Thornton UK LLP and Mike Starkie, Mayor of Copeland.

AU53 Apologies for Absence 

Apologies for absence received from Councillors Dave Riley and Alistair Norwood.

AU54 Declarations of Interests in Agenda Items: 

Councillor Joan Hully declared an interest on issues relating to benefits.

AU55 Arrangement of Agenda 

RESOLVED: that Item 12 (External Audit Plan) and Item 13 (Local Government Ethical 
Standards) be taken after Item 5 (Report on the implementation of Audit Recommendations 
for Quarter 4). 

AU56 Minutes of the meeting held on 30 January 2019 

RESOLVED – That the minutes of the meeting held on 30 January 2019 be signed by the Chair 
as a correct record.

AU57 Quarterly Risk Monitoring Report for Quarter 4 of 2018/19 

Consideration was given to the Risk Monitoring report for Quarter four of 2018/19, 
introduced by the Performance and Risk Management Officer.

Committee were advised that all of the Leader and Management Group (LMG) had undergone 
Risk Management training.
The Corporate Leadership Team (CLT) were closely monitoring the uncertainty around the 
Government’s strategy and policy for the UK’s departure from the European Union, including 
the impact on funding to rural communities.
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CLT were also monitoring the local impact of Welfare Reform, including the roll out of 
Universal Credit in Copeland.
 
Committee asked that a specific risk be entered for the next quarter regarding Brexit. They 
also requested a more detailed risk around Universal Credit.

Committee reviewed the register in detail and made additional suggestions which the 
Performance and Risk Management Officer may wish to look at for future reports.

The Performance and Risk Management Officer was thanked for her attendance and report. 
Members expressed their reassurance at the way the risks were being monitored.

RESOLVED – That 
a) the updated Strategic Risk Register attached at Appendix A to the report be noted; 
b) the changes made to the Strategic Risk Register during Quarter four attached at 

Appendix B to the reports be noted; 
c) the ‘Red’ Operational Risks Report for Quarter three attached at Appendix C to the 

report be noted; and 
d)  no further recommendation be made for consideration by the Executive.

AU58 Report on the implementation of Audit Recommendations for Quarter 4 of 2018/19 

Consideration was given to the progress of the implementation of Audit recommendations for 
Quarter four of 2018/19.

The Performance and Risk Management Officer highlighted that at the end of Quarter three, 
there were a total of 32 audit recommendations outstanding, with a target date for 
completion up to 31 March 2019. Of these 12 were Priority 1 and 20 were Priority 2. 

During the discussion that followed, Committee were encouraged that overall, the numbers 
were reducing. A suggested was put forward that an additional line be added to show those 
items ‘Not Progressed’

RESOLVED – That 
a) the report and progress being made in implementing overdue recommendations be 

noted; 
b) the recommendations made by CLT listed in table 2 of the report (2.4 refers) be 

agreed.

AU59 External Audit Plan 

Consideration was given to the Grant Thornton External Audit Plan for the year ending 31 
March 2018, introduced by Mr Jamie Wright (Grant Thornton).

During the discussion that followed, Councillor Gillian Troughton highlighted a risk regarding 
the tri-annual valuation of the pension fund and was advised that this would be a 
consideration for the 2018/19 accounts.
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An update was then provided on the progress made and the timetable for the 2017/18 
accounts. 

RESOLVED – That the Grant Thornton External Audit Plan for the year ending 31 March 2018 
be received and noted.

AU60 Local Government Ethical Standards 

Consideration was given to the a review on Local Government Ethical Standards which was 
published by the Committee on Standards in Public Life on 
30 January 2019. 

The review concluded that the evidence “supports the view that the vast majority of 
councillors maintain high standards of conduct.  There is however clear evidence nationally of 
misconduct by some councillors, the majority of cases relating to bullying or harassment or 
other disruptive behaviour”. The review was  “also concerned about a risk to standards under 
the current arrangements, as a result of the current rules around declaring interests, gifts and 
hospitality, and the increased complexity of local government decision-making.”

The Committee welcomed the findings in the report and the list of recommendations at 
Appendix 1 of the agenda report.

RESOLVED: that
a) the report be noted, and
b) the Monitoring Officer consider the list of best practice recommendations and discuss 

these with the Cumbrian Monitoring Officers Group and CALC, with any potential 
revisions to the existing code of conduct and/or guidance to take account of these 
recommendations to be reported back to this Committee.

AU61 Fraud Prevention and Anti-Corruption Strategy 

Consideration was given to the draft revision of the Fraud and Anti-Corruption Strategy, 
introduced by the Audit Manager.

Members were advised that most of the revisions referred to changes to Officers and Lead 
Officers. This would be included as part of the Member Induction programme following the 
elections.

Committee liked the format of the Strategy and suggested it be linked to other HR policies.

RESOLVED: that  
a) the draft revision of the Fraud and Anti-Corruption Strategy, with the suggestions 

made be endorsed, and
b) the Fraud and Anti-Corruption Strategy be recommended to Council for approval.
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AU62 Anti-Money Laundering Policy 

Consideration was given to the updated and revised draft Anti-Money Laundering Policy, 
introduced by the Audit Manager.

Committee noted that the Chief Finance Officer was the Council’s Money Laundering 
Reporting Officer.

RESOLVED: that  
a) the draft revision of the Anti-Money Laundering Policy, with the suggestions made be 

endorsed, and
b) the revised Anti-Money Laundering Policy be recommended to Executive.

AU63 Draft Audit Plan and Charter - 2019/20 

Consideration was given to the Internal Audit Plan 2019/20 and Internal Audit Charter, 
introduced by the Audit Manager.

Members were advised that the Internal Audit Manager was required under the mandatory 
Public Sector Internal Audit Standards to prepare an annual risk based audit plan for review 
and approval by the Corporate Leadership Team and the Audit & Governance Committee.
The Internal Audit Charter required approval by CLT and the Audit & Governance Committee 
each year.  
The Corporate Leadership Team had approved both the Audit Plan and the updated Internal 
Audit Charter.

Committee was of the opinion that the approach taken to the Audit Plan was sensible and the 
topics were relevant.

RESOLVED:- that 
a) The audit plan for 2019/20, including details of risk-based reviews (Appendix A of the 

agenda report) and cyclical audit reviews (Appendix B of the agenda report) be 
approved.

b) the proposed timings of risk-based audits set out at Appendix A of the agenda report, 
which will determine when each final report is communicated to the Committee be 
noted.

c) the Internal Audit Charter (Appendix C of the agenda report) be approved.

AU64 Audit Monitoring Report 

Consideration was given to the 2019 Audit Monitoring Report, introduced by the Audit 
Manager.

Members were advised that the report covered the period January to 5th April 2019. 
Internal Audit had issued five Final reports for this quarter and the assurance levels were:
Cash Receipting – Follow Up – Partial
Licensing – Reasonable
Creditors – Reasonable
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Sundry Debtors – Reasonable
Main Accounting System – Reasonable

Committee expressed concern that the Payment Card Industry Data Security Standards was 
not being met.

RESOLVED: that progress on the Audit Plan be noted. 

AU65 Internal Audit Work Plan - Progress to 5 April 2019 

Committee considered the progress made to 5th April 2019 on the Internal Audit Work Plan 
2018/19.

RESOLVED:- that the progress made on the Internal Audit Work Plan 2018/19 be noted.

AU66 Internal Audit Performance Measures to 5 April 2019 

Committee considered the Internal Audit Performance Measures for Quarter four of 2018/19.

RESOLVED:- that the Internal Audit Performance Measures for Quarter four of 2018/19 be 
noted.

The Meeting closed at 5.05 pm 

Chair
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1

QUARTERLY RISK MONITORING REPORT - for Quarter one of 2019-20

EXECUTIVE MEMBER
LEAD OFFICER: 

Councillor David Moore.
Sarah Pemberton, Director of Corporate Services and 
Commercial Strategy.

REPORT AUTHOR:                     Gillian Butterworth, Performance and Risk Management Officer.

WHY HAS THIS REPORT COME TO THE AUDIT COMMITTEE?
Copeland Borough Council has a statutory responsibility to have arrangements in place for managing 
risks, as stated in the Accounts & Audit Regulations 2015.

The Audit Committee is responsible for monitoring the adequacy of the Council’s risk management 
arrangements.

RECOMMENDATIONS: 
Audit Committee is recommended to:
a) Note the 

 Updated Strategic Risk Register - Appendix A. 
 Changes made to the Strategic Risk Register during Quarter one - Appendix B
 Operational Risks Summary for Quarter one - Appendix C

b) Make any recommendations for consideration by the Executive.

1. INTRODUCTION
Copeland Borough Council is required to have in place, ‘effective arrangements for the 
management of risk’ (The Audit and Accounts Regulations 2015)

1.1. At Copeland we use the Performance Management Framework and the Risk Management 
Framework to identify, manage and monitor all risks that may have an impact on the 
achievement of our strategic and operational objectives and the delivery and quality of our 
core services. 

1.2. The Council monitors strategic and operational risk through risk registers, these include a 
description of the risk, an assessment of the likelihood and impact on of the risk on the delivery 
of objectives and controls being used to manage the risk. 

1.3. The Strategic and Operational Risk Registers are an essential part of the Risk Management 
Frameworks and are key to ensuring that the Council is taking the appropriate steps to 
minimise the impact of risks on key services and objectives.

1.4. Strategic and operational risks are reviewed by the Corporate Leadership Team on a monthly 
basis to ensure that the assessments still accurately reflect the scale of the risk and to review 
the effectiveness of the controls being used to manage the risks.  

1.5. Risk Register are shared with the Audit Committee on a quarterly basis, to provide assurance 
around corporate risk management.
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2.0 HORIZON SCANNING

2.1 In addition to monitoring known risks, the Corporate Leadership Team use horizon scanning 
to identify external regional, national or global issues that may have the potential to impact 
upon the achievement of our ambition and objectives.

2.2 Currently CLT are monitoring uncertainty around government strategy and policy for Brexit, 
including the impact on funding to rural communities.

2.3 The Council has reconvened its Brexit working group and continue to monitor the situation 
closely. When more is known on the exact impact of Brexit on the Council, any risks to the 
achievement of our objectives or delivery of our services will be articulated and managed 
through the Risk Management Framework. 

2.4 Uncertainty around the local impact of Welfare reform, including the roll out of Universal 
Credit in Copeland was removed from the horizon scanning list in quarter one.  Universal 
credit has now been rolled out and Council are maintaining a watching brief on the impact of 
welfare reform in Copeland through service monitoring and KPIs and through the welfare 
reform partners group. 

3.0 CONCLUSION

3.1 The Risk Management Framework includes risk management arrangement used by the 
Council.  This report provides a quarterly review of key risks and details of risks being 
monitored through horizon scanning activity. 

4.0 STATUTORY OFFICER COMMENTS 

4.1 The Monitoring Officer’s comments are:  
All risks have been reviewed and governance concerns have been addressed; there are no 
issues to report. 

4.2 The Section 151 Officer’s comments are:  
Any financial considerations are included in the body of the report. 

5.0 LIST OF APPENDICES 

Appendix A – The Strategic Risk Register for Q1 of 2019-20
Appendix B – List of changes made to the Strategic Risks Register during Q1 of 2019-20
Appendix C – Operational Risks Summary for Q1 of 2019-20
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Appendix A

1

Copeland Borough Council
Strategic Risk Register
Quarter One of 2019/20
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Appendix A

2

Risk Assessment Methods 
The risk score is calculated from the likelihood of the risk occurring and the severity of the 
impact on objectives, should the risk occur  
 RED (12 to 24) – Risk Score is Very High - Take Immediate Action to Mitigate Risk and 

monitor/review monthly.
 AMBER (5 to 12) – Risk Score is Significant – Act to mitigate risk and monitor/review 

quarterly.
 GREEN (1 to 6) – Risk Score is Low – No Action Necessary. Continue to monitor risk 

Status Risk Code & Title Impact Likelihood Score Trend last reviewed Target 
Score

Ownership Managed By

SR001 Failure to Maintain Focus on the Councils Core Business 4 4 16 01-Jul-2019 12 Corporate Leadership Team

SR002 Lack of Capacity, Resources and Capability to Deliver the 
Corporate Strategy and Core Services

4 4 16 01-Jul-2019 16 Corporate Leadership Team

SR009 Failure to Ensure Effective and Statutory Information Governance 4 4 16 01-Jul-2019 12 Director of Corporate Services 
and Commercial Strategy

SR003 Failure to Ensure Partnership Working to Deliver Corporate 
Priorities both within and outside the Council

3 3 9 01-Jul-2019 9 Director of Growth and 
Inclusive Communities

SR006a Failure of Copeland economy to fulfil its potential relating to 
delays in key nuclear missions including Moorside, North West Coast 
Connections and Sellafield Transformation

4 3 12 01-Jul-2019 4 Chief Executive

SR007 Uncertainty Around Non-Domestic Rates, Appeals and Business 
Growth

3 4 12 01-Jul-2019 12 Chief Finance (SB) Officer

SR008 Council ICT systems do not demonstrate resilience, redundancy 
and or high availability

3 3 9 01-Jul-2019 9 Chief Executive

SR010 Failure to Realise Income from Commercial and Trading Activity 3 4 12 01-Jul-2019 12 Director of Corporate Services 
and Commercial Strategy

SR012 Failure for the Council to prepare for the possibility of changes in 
Local Government governance arrangements.

3 3 9 01-Jul-2019 12 Chief Executive

SR004 Failure to Prioritise and put attention on Vulnerability and Social 
Inclusion

3 2 6 01-Jul-2019 6 Director of Growth and 
Inclusive Communities

SR005 Failure by the Council to Maintain an Effective Role within the 
Nuclear and Energy Sectors

3 2 6 01-Jul-2019 4 Chief Executive

SR006 Failure to Maintain an Effective and Statutory Role in Nationally 
Significant Infrastructure Projects

3 2 6 01-Jul-2019 6 Chief Executive

6 Very High 6 12 18 24
5 High 5 10 15 20
4 Significant 4 8 12 16
3 Low 3 6 9 12
2 Very Low 2 4 6 8Li

ke
lih

oo
d

1 Almost Impossible 1 2 3 4
Negligible Marginal Critical Catastrophic

1 2 3 4
Impact

Strategic Risk Register – Quarterly Summary (Q1_2019-20)

P
age 10



Appendix A

3

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

MTFS
Annual Budget Setting 
Process
Annual service planning 
process and sign off.
Communications with staff, 
stakeholders and partners 
(ongoing)
Performance Management 
Framework
Communications MD to meet 
regularly with the Labour 
Group Leader
CLT decision making 
processes
OSC challenge and 
monitoring

• PFI arrangements 

• Implications of Brexit  
prioritisation in Whitehall 

• Maintain a balance 
between new discretionary 
priorities and existing and 
new statutory requirements  

• Gaining Member 
consensus over what 
constitutes core business 

• Not giving core business 
priority 

• Ineffective employment of 
resources 

• Continuous Service 
Improvement 

• Elections /  lack of political 
continuity 

• Resource cost change 
through loss of income, grant 
or core increase with static 
budget cost
 
• Redirecting resources 
away from core business
 
• Not acting on decisions 
made 

• Unavoidable delays due to 
external factors 

•  Increased focus on 
Scrutiny  

• Delays or changes to 
services without notice 

• Business Continuity Impact

• Organisational resilience 

• Performance falls 

• Affect the most vulnerable 
in society 

• Inability to achieve 
investment in priority areas 
based on evidence/need 

• Reputational Damage 

• Loss of systems resulting in 
inability to deliver statutory 
requirements. Risk Management 

Framework

• Implementation of ITC 
actions, projects and 
current priorities 

• Pursue PFI Buy-out.  
Mayor and Chief Officers to 
meeting with Ministers and 
Senior Civil Servants to 
make Copelands case 

• Recovery activity and 
implementation of ICT 
strategy, was added to 
required controls. 

• ICT infrastructure 
investment plan agreed 
(2018-20), was added to 
required controls 

• Sign off of ICT Strategy
 

12

SR001 Failure to Maintain Focus on the Councils Core Business Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description 

Failure to focus on the Council’s core business leads to not 
fulfilling Statutory and Regulatory duties nor meeting the 
needs of the people of Copeland 

16
Likelihood: Significant (4)
Impact: Catastrophic (4)

01-Jul-2019 CLT
Corporate 
Leadership 

Team

P
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Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Corporate Strategy 2016-
2020
Recruitment to key roles
Partnership Delivery
Business Continuity and 
Disaster Recovery Plans as 
part of annual Service 
planning process
Lobbying Minister and 
Senior Civil Servants

• Volume of work and lack of 
capacity at all levels 

• Government Strategy/ 
austerity resulting in 
uncertainty about funding 
and policy may influence 
decision making 

• Possibility of further 
elections may impact on 
likelihood to make difficult 
decisions. 

• National political changes 
could influence joint working 
at local levels and/or delay 
meaningful decisions on 
budget and PFI 

• Breakdown of coalition 
arrangements pending 
elections  

• Decision making in a timely 
way 

• Pressure on officer time 
due to increased use of 
scrutiny  

Aim High - Performance and 
Competency framework

• Sign off of 2018/19 
Service Plans Including 
17/18 accounts signed off 
and 18/19 budget 
adjustments 

• Implementation of lessons 
learned from cyber-attack 
and deliver resulting action 
plan in process.  

P
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SR002 Lack of Capacity, Resources and Capability to Deliver the 
Corporate Strategy and Core Services

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

Constraints lead to a failure to resource critical functions 16
Likelihood: Significant (4)
Impact: Catastrophic (4)

01-Jul-2019 CLT
Corporate 
Leadership 

Team

Risk Contributing Factors Risk Triggers Risk 
impacts/Consequences

Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Change Management Policy
Member Development
Staff Flexibility
Budget setting and monitoring
OSC challenge and monitoring
Recruitment to key roles
Performance Monitoring by 
CLT
Apprentice Programme
Monitor and review of new or 
expanded service
Contract Management
Performance Monitoring by the 
Executive

• Inconsistent contract 
management leading to 
poor performance and lack 
of service capacity 

• Uncertainty and limitations 
of operational budgets. 

• Insufficient staff with the 
required skills to deliver 
core services and/or 
changes. 

• Staff have no additional 
capacity to take on 
additional projects. 

• Loss of Key Staff 
and loss of interim staff at 

• Significant changes in recylates 
values impacting on resources 
available
 
• Potential reduction in budgets 

• Loss of key staff and single 
point of failure 

• Service reviews and 
Reorganisation 

• Increased demand on 
expanded statutory services 

• External pressures and reliance 
on good will and flexibility of staff 
and members
 

• Reduction in external 
resources to meet statutory 
service costs e.g. recycling 
requiring risk reserve 
support to maintain service
 
• Pace of delivery slows as 
key staff carry too great a 
workload
 
• Business Continuity and 
organisational resilience 
impacting on corporate 
delivery plan. 

• Key Services not delivered 

• Performance declines 
• Core services don’t get Aim High - Performance and 

• Review and refresh 
of corporate training 
programme 
 
• Oversight of OSC 
 
• Head of 
Development post is 
currently on hold.  

• Timely review of 
contract performance 
and contract register 
management  

• Performance and 
2018/19 Budget 
adjustments agreed
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Competency framework
Staff Training and 
Development
IT Systems
Corporate Training Directory 
2019
Reduced reliance in interim 
staff
Cyber incidents log
Monitoring of prices and 
income

short notice 

• Rate of change is rapid, 
change fatigue and failure 
to recruit. 

• Recommendations for 
change not always 
implemented due to lack of 
resources/capability 

• Recruit and retain elected 
members 

• Ineffective Training 
programme 

• Risk to Capital 
Programme budgets if 
required level of receipts 
are not achieved  

• Failure to define core business 

• Partnership breakdown (over 
reliance on partnerships)
 
• Prioritisation – failure to 
prioritise Leadership and 
management of the change 
programme and commercial 
agenda
 
• Insufficient capacity to deal with 
the scale and pace of change 
required
 
• Loss of existing elected 
members
 
• Increased sickness absence 

• Poor training offer or take up 
resulting in staff not having tools 
to do the job.
 
• Non achievement of receipts 
set against the capital 
programme 

• Cyber-attack 
• Budget Process not finalised on 
Q1  

delivered to those who most 
need them 

• Reputational Damage 

• Increase in Staff Turnover
 
• Increase in Staff 
absenteeism due to 
sickness 

• Reduction in staff morale 
and increased borrowing 
due to non-achievement of 
receipts set against the 
capital projects
 
• Limited or loss of access 
to IT systems 

• Large scale IT recovery 
action plan has resource 
and capacity requirements 

 

Operational Risk reserve

• Budget Strategy 
2019/20
 
• Agreeing and 
implementing lessons 
learnt from cyber-
attack.  

• Embed 
organisational 
Development  
 
• Faster recruitment to 
key post  

P
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SR003 Failure to Ensure Partnership Working to Deliver Corporate 
Priorities both within and outside the Council

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council continues to be involved in partnerships which are 
essential to Strategic Objectives and/or Service Delivery or 
involved in funding arrangements. If these partnerships are not 
developed, fail to operate effectively or fail entirely, then there 
are financial risks, service delivery risks and strategic objectives 
may not be achieved. 

9
Likelihood: Low (3)
Impact: Critical (3)

01-Jul-2019 Director of 
Growth and 

Inclusive 
Communities

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Develop skills for future 
through joint working 
partnerships

Corporate Strategy 2016-2020
Corporate Strategy Delivery 
Plan
Aim High - Performance and 
Competency framework
Strategic Partnerships Review
Strategic Partnerships Review
Outside Bodies annual review
Copeland Partnership
Cumbria Chief Officers Group
Partnership Protocols

• Reduction in available external 
funding 

• Voluntary Sector loss of public 
sector contracts 

• Some partners are in the same 
position (public sector partners 
e.g. austerity measures) 
capacity is therefore reduced 

• Strategic alignment of key 
partnerships as priorities, 
resource and work shift or 
evolve over time. 

• Sellafield activity post 
transition. 

Continued reduction in partner’s 
delivery resources due to 
austerity measures.

Each agency having to make its 
own savings

Lack of joined approach to 
savings programme and impact 
analysis

Retrenchment of partners

Lack of capacity to work 
together on known issues

Taking resources out of 
partnership arrangements (cash 
and people)

• Less partnership activity 
due to partnership resources
 
• Ability to work differently in 
the future to maintain service 
provision 

• Reputational impact 

• Ability to maintain key 
relationships and the benefits 
associated with them 

• Limited resources for joint 
working  

Information Sharing Protocols

• Continue to 
Identify any 
additional 
opportunities for 
partnership 
working and 
delivery to assist 
with treatment 
and transfer of 
strategy and 
operational risks  
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• The impact of Government 
policy on district responsibilities  

The need to re-prioritise 
partnership arrangements 
around agreed priorities.

The need for new partners to 
deliver our Corporate Strategy

P
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SR004 Failure to Prioritise and put attention on Vulnerability and 
Social Inclusion

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council has a moral, as well as a legal, obligation to 
protect the most vulnerable in society. Failure to do so would 
mean not fulfilling our legal obligations and not meeting the 
needs of residents.

6
Likelihood: Very Low (2)

Impact: Critical (3)

01-Jul-2019 Director of 
Growth and 

Inclusive 
Communities

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Stakeholder Engagement 
through social inclusion.  

Social Inclusion Project 
Plans (bespoke)
Senior Management 
restructure 2018
Social Inclusive Service 
Delivery
Partnership Delivery - Social 
and Financial Inclusion
Social Inclusion Policy
Social Investment 
Programme
Cumbria Intelligence 
Observatory

• Residents who are most 
vulnerable will be most 
affected by any reduction in 
service delivery 

• Need to invest in service 
areas which support the 
most vulnerable in the 
community 

• Most vulnerable in society 
experience multiple impacts 

• Most likely to be struggling 
at household level 

• Least likely to have a voice 
in the decision-making 
process  

• Lack of evidence of need 
or impact 

• Taking decisions that have 
multiple impacts on the 
same communities 

• Not identifying 
opportunities to work 
differently to help maintain 
services for those most in 
need 

• Not engaging the hard to 
reach in the decision-
making process 

• Welfare Reform/Universal 
Credit 

• Communities and 
residents suffer 

• Health-related impacts 
worsen 

• Community cohesion 
challenged 

• Demand for public services 
increase 

• Reputational issues for the 
Council 

• Staff morale as unable to 
help those most in need or 
sustain these services most 
needed. 

Review of impact of Social 

• Bi-annual review of Social 
Inclusion Policy and impact 
review report. 

 Maintain customer and 
local evidence and 
strategic needs 
assessments with 
partners

 Incorporate Social 
Inclusion criteria within 
2020 service planning 
process
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Inclusion Policy
External Funding Log
VCS Liaison
Children’s Charter (2019)

• Reduced capability to 
deliver services due Limited 
or loss of access to IT 
systems  

• Not getting access to 
Statutory Services when 
needed.  

Equality Working Group 
(CBC)
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SR005 Failure by the Council to Maintain an Effective Role within 
the Nuclear and Energy Sectors

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

 The Council represents Copeland residents and businesses in 
the nuclear and energy related projects. Failure to do so would 
result in a failure to secure community / business 
considerations / benefits and a failure to ensure appropriate 
regeneration of key areas.

6
Likelihood: Very Low (2)

Impact: Critical (3)

01-Jul-2019 Chief (PG) 
Executive

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Commission of Copeland 
Vision and Nuclear 
Prospectus 

Recruitment to key roles
Planning Performance 
Agreements
Cross departmental 
engagement through the 
nuclear programme
Matching of staffing to 
external funding 
opportunities

Failure to represent the 
community in nuclear and 
energy related projects, 
including issues relating to 
radioactive waste 
management and disposal
 
Failure to stay current, 
relevant and informed
 
Failure to respond to 
emerging Geological 
Disposal Facility process 
and other nuclear and 
energy related 
missions/opportunities
 
Maintaining a robust and 
adequately resourced 

SL transformation and risk 
to economy of Copeland 
/opportunity to broaden 
economic base
 
Failure to retain staff and/or 
skills
 
Inability to secure funding 
for staff resource
 
Nationally Significant 
Infrastructure Projects and 
Geological Disposal Facility 
programme slippage
 
Planning Performance 
Agreement commitments 
not met

Failure to represent the 
community
 
Inability to influence industry 
and government agenda to 
ensure recognition of 
Copeland’s unique role in 
the sector
 
Failure to secure social 
value
 
Failure to achieve the 
necessary economic benefit 
from new development
 
Strength of partnership 
working and ensuring that 
CBC ‘means business’

Engagement with industry 
and government, ensuring 
representation on national 
bodies and representative 
groups

Review and implementation 
of governance structure for 
collaborative / partnership 
working within nuclear and 
energy sector
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Relationship with LEP 
Nuclear Sector Panel and 
Centre of Nuclear 
Excellence established
New Structures endorsed 
Strategic Planning 
Agreement 1 (SPA1) 
implemented and under 
discussion
Engagement with SL around 
Transformation established
Engage with SL and 
successful bidders to 
Programme and Project 
Partners (PPP) procurement 
to achieve specific 
investments in locality
Future Opportunities Group

relationship with Sellafield 
Limited as they ‘transform’, 
NDA, LEP, BECBC and 
others
 
Sellafield transition and 
impact on the economy 
including potential impact of 
PPP procurement outcomes

 
Failure to engage in the 
production of key external 
documents, e.g. NDA 
strategies
 
Failure to engage in OSCAR 
and other exercises
Closure of THORP and 
Magnox

 
Negative impact on 
economy and development 
of a new relationship with 
the
Nuclear industry

Ongoing SL/NDA/CBC 
workshops
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SR006 Failure to Maintain an Effective and Statutory Role in 
Nationally Significant Infrastructure Projects

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

 Failure to meet statutory obligations through the Nationally 
Significant infrastructure Projects (NSIP) process, relating to 
the Nuclear New Build and North-West Coast Connections.

6
Likelihood: Very Low (2)

Impact: Critical (3)

01-Jul-2019 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Political and community 
sensitivity regarding GDF 
(Geological Disposal 
Facility)

Ability to recruit/procure 
appropriately skilled people
 
Pressure on 
accommodation of enlarged 
teams and data storage
 
Impact on statutory planning 
processes
 
LDF allocations peak activity 
approaching
 
Keeping staff and Members 

• A number of NSIPs 
running consecutively

• uncertainty about 
outcomes of Government 
processes to identify 
developers for Moorside 
Project and site for a GDF
 
• Developer commitment to 
CBC legacy and strategy 
approach
 
• Project timetables prone to 
slippage – range of national 
and international factors
 

 

• Failure to represent the 
community securing 
community benefits

• Failure to deliver potential 
growth associated with the 
projects and legacy
 
• Staff become 
overwhelmed
 
• Failure to produce a robust 
Local Impact Reports which 
will withstand examination
 
• Missed opportunities for 
legacy and growth
 

Nuclear Prospectus
Recruitment to Key Roles

Planning Performance 
Agreement monitoring 

Ensure cross-departmental 
engagement through 
nuclear programme 

Ongoing match of staffing to 
external funding 
opportunities 

PPA’s in place and reviewed 
regularly

Engagement with industry 
and government, ensuring 

Maintain strategy objectives 
and support delivery
 
To review NSIP progress 
and impact on key staff and 
other work programmes
 
Planning restructure and 
enlarged teams.
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up to date with progress
 
Timetable and capacity of 
running a number of 
Nationally Significant 
Infrastructure Projects at the 
same time
 
Timely decisions not made
 
Lengthy decision making 
process over many decades

• Loss/retention of key staff 
at CBC and other 
organisations
 
• Failure to retain access to 
required skills
 
• Political and community 
support – here and in 
neighbouring LA’s
 
PPA agreed which reflects 
Council requirements

 
Poor Developments 
implemented due to weak 
evidence base

representation on national 
bodies and representative 
groups

Relationship with LEP 
Nuclear Sector Panel and 
Centre of Nuclear 
Excellence established

New Structures endorsed
Strategic Planning 
Agreement 1 (SPA1) 
implemented and under 
discussion

Engagement with SL around 
Transformation established.

Engage with SL and 
successful bidders to 
Programme and Project 
Partners (PPP) procurement 
to achieve specific 
investments in locality

Future Opportunities Group

Ongoing SL/NDA/CBC 
workshops
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SR006a Failure of Copeland economy to fulfil its potential relating 
to delays in key nuclear missions including Moorside, 
North West Coast Connections and Sellafield 
Transformation

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

Evidence of Oxford Economy Study and SL Transformation 
Programme and the consequential potential negative impact 
on the Copeland economy, future business rates and wellbeing 
of our community.

12
Likelihood: Low (3)

Impact: Catastrophic (4)

01-Jul-2019 Chief  
Executive

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

NDA secure Moorside 
Meetings/lobbying with UK 
Government ref future of 
Moorside
Develop key project 
proposals to offset 
Transformation impacts and 
diversify local economy e.g. 
Solutions Hub

• Loss of key personnel 

• Delays to the development of the 
Moorside Project and the NWCC project 

• Potential loss of Moorside site from the 
revised NPS for new nuclear 
developments 

• Sellafield Transformation loss of job 
roles and implications for the local 
economy and local supply chain 

• Outcome of SL PPP procurement 
process and loss of supply chain jobs 
and opportunities locally to wider UK 
and beyond  

Decisions by UK 
Government and 
developers ref 
future plans for 
Moorside

Publication of 
draft NPS by 
Government

Announcement 
by SL of 
preferred 
bidders PPP

On-going uncertainty 
regarding the development 
of the site 

Loss of major growth 
opportunity and the jobs and 
investment that it brings with 
it loss of job roles at SL and 
knock-on effect within 
supply chain
 
Diminished SL supply chain 
activity in the locality

Commission of Copeland 
Vision and Nuclear 
Prospectus

Collaborate with sector 
leaders to support 
commercialisation of 
Cumbrian skills &capabilities

Commission of Copeland 
vision and nuclear prospectus

Develop and manage a 
programme of lobbying and 
interventions
Engage with NDA as current 
landowners of Moorside site to 
ensure future availability
 
Agree approach to 
Transformation agenda with SL
 
Develop ISH project
Programme of interventions 
funded by socio impact fund 
agreed and implemented

4
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SR007 Uncertainty Around Non-Domestic Rates, Appeals and 
Business Growth

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

Changes in Local Government Finance means that income 
from NNDR is no longer guaranteed and significant appeals 
may result in a financial loss to the Council’s finances.

12
Likelihood: Significant (4)
Impact: Catastrophic (4)

01-Jul-2019 Chief 
Finance 
Officer

Risk Contributing 
Factors

Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Budget setting and monitoring

Corporate Strategy 2016-2020

External Bids and funding

Council Input to SL socio-economic working groups 
and plans

Growth Strategy

Cumbria Business Rates Pool

Business Rates Relief Policy 2019-20

NNDR monthly monitoring

CBC Influence - regular meetings with NDA

CBC Influence - Role of council on LEP

CBC Influence - Regular dialogue with Valuation Office

respond to Government Consultation

• Introduction of new 
Business Rates 
system in April 2020 
including new fair 
funding formula 

• Growth of 
businesses does not 
happen and level of 
appeals means overall 
rateable value drops 

• Performance of LEP 
not reflecting the 
Council’s Growth 
ambitions

• Uncertainty 
regarding income 
from future NNDR 
payments 

• Businesses enter 
the appeals 
procedure. 

• Failed 
/successful bids 
(e.g. Regional 
Growth Fund)  

• Uncertainty and potential loss of income 
due to NNDR resetting and new fairer 
funding formula. 

• Potential permanent reduction in the 
Council’s base position 

• Loss of funded growth projects 
• Stalled development 

• Impact on the Medium Term Financial 
Statement. 

• Overall financial position of Council e.g. 
going concern status 
• Council’s relationship with nuclear sector.

• Budget Strategy and 
MTFS 19/20 to 
21/22 (3yrs) to be 
agreed at Full Council 
Feb 2019
 
• Respond to 
Consultation on new 
Business Rates 
System and new 
fairer funding 
formula by Feb 2019  
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SR008 Council ICT systems do not demonstrate resilience, 
redundancy and or high availability

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council is dependent on its Information and 
Communications Technology Systems to deliver its services. 
Failure of these systems, from any cause, will impact on service 
delivery, the Councils ability to manage its finances and the 
Council’s reputation. 

9
Likelihood: Low (3)
Impact: Critical(3)

01-Jul-2019 Chief 
Executive

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Annual Budget Setting 
Process
Business Continuity and 
Disaster Recovery Plans as 
part of annual Service 
planning process
IT Systems
IT Policies  and Procedures
National Cyber Security 
Standards compliance
Funding allocation for PSN 
Health Check

• Limited capability to deliver 
priority actions 

• Previous under investment 
in ICT infrastructure and 
business systems 

• Inadequate business 
continuity and recovery 
arrangements, 

• Resulting in major internal 
and/or external disruption to 
services in the event of an 
incident. 

• Public Services Network 
Compliance achieved. 

• Age and structure of 

• PSN Health Check 
outcomes. 
• Failure of IT systems due 
to a lack of resilience.
 
•  Loss of site due to fire or 
another severe incident e.g. 
cyber-attack 

• Loss of site due to flooding 
or other severe weather 
event. 

• Industrial Action 

• Major power failure and 
other utilities at Council 
buildings 

• Effects of pandemics 

• Non ICT staff expected to 
have unrealistic levels of 
technical knowledge 

• Inability to deliver core 
business including 
key/critical services e.g. 
benefits, refuse collection, 
homelessness applications, 
and emergency repairs.
 
• Reduction in availability of 
services available to 
residents/customers, for 
example, contact centre, 
customer services, 
telephony.
 
• Business Continuity
 

ICT Restructure

• Cyber-attack business 
continuity exercise planned 
for Sept 2019
 
• SharePoint project to 
enable improved Information 
Management procedures. 

• 2019/20 Budget resource 

• New ITC strategy with 
resources in place and to 
include planned approach to 
Digitalisation of services in 
line with developing ICT 
strategy (on hold pending 
PSN outcome) 

• Emergency Planning and 
business continuity plans 
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existing networks and 
systems  • Major infrastructure 

changes 

• Loss of key personnel 
• Contractor /supplier failure  

• Organisational resilience
 
• Performance declines
 
• Reputation damage
 
• PSN/PCI Standards 
compliance
 
• Inability to correspond 
using PSN  

• Disaster recovery plan 
revised. 

• IT equipment configuration 
to provide resilience & 
redundancy 

• Monitoring of planned 
approach to IT Investment  

P
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SR009 Failure to Ensure Effective and Statutory Information 
Governance

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

The Council has legal and statutory duties to securely store 
and archive confidential and sensitive data. Failure to 
adequately secure confidential and sensitive information 
could result in litigation and financial loss to the Council. 

16
Likelihood: Significant (4)
Impact: Catastrophic (4)

01-Jul-2019 Director of 
Corporate 

Services and 
Commercial 

Strategy

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Staff Flexibility
Review current staffing 
arrangements and capacity 
and capabilities to meet 
service requirements
IT Acceptable User Policy
IAR - Information Asset 
Register
Staff Training on GDPR and 
Data Protection
Policies updated in relation 
to GDPR
IT Policies  and Procedures
Secure archive for paper 
records

• Loss of IT Personnel
 
• Staff need to continually 
manage data – 
organisational behavioural 
changes 

• Changes in information 
governance regulations and 
GDPR regulations changes
 
• Inadequate data sharing 
and data security 
arrangements. 

• Paper records not kept 
securely or appropriately
 
• IT records not kept 

• Ineffective processes for 
sharing of data with 
appropriate agencies 

• Theft or loss of data 

• Theft or loss of equipment
 
• Cyber- attack 

• Improper disclosure of 
confidential information. 

• Disposal of IT equipment  

• Inappropriate sharing of 
confidential / sensitive 
information 

• Litigation for breaking the 
Data Protection Act 

• Inappropriate sharing of 
personal information. 

• Loss of data vital to key 
services through theft, 
damage, viral attack or 
inappropriate handling. 

 

Clear Desk Policy

• Archive Project 

• Clear desk audit 

• Information Governance 
internal audit assurance 

• Share point and training to 
be rolled out to all staff 

• Review and streamlining of 
documents held on the IAR 
by Managers 

• LGA funded programme 
designed to enhance staff 
knowledge around 
protecting confidential and 
sensitive data 
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securely or appropriately 

• Lack of staff knowledge 
around protecting 
confidential/sensitive 
information  

• Recruitment of GDPO due 
to internal promotion 

• Data Protection Policy 
updated and timetable set 
for review of other 
Information Management 
Polices 

• Ongoing GDPR and DP 
training to be offered to new 
employees when required 

• Review and 
implementation of revised 
information Management 
policies and procedures.
 
• Embed good data 
management practices 
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SR010 Failure to Realise Income from Commercial and Trading 
Activity

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

In order to reduce the reliance on Central Government 
funding, the Council is developing commercial activities to 
increase income. Failure in these activities would impact on 
the Council’s finances, its ability to provide services and 
reputation. 

12
Likelihood: Significant (4)

Impact: Critical (3)

01-Jul-2019 Director of 
Corporate 

Services and 
Commercial 

Strategy

Risk Contributing Factors Risk Triggers Risk impacts/Consequences Current Internal Controls Required Internal 
controls/actions

Target 
Risk 
Score

Annual service planning 
process and sign off.
Commercial Strategy
Commercial Framework
Communications Plan
Procurement Strategy and 
Managers Guide to Effective 
Procurement to be rolled 
out.
Staff Training on Effective 
Contract Management
Working with investors to 
identify potential CBC 
investment opportunities
Appointment of Disruptieve

• Lack of potential CBC 
investment due to current 
financial pressures 

• Contract procurement not 
actively managed or highly 
effective was added to 
‘contributing factors’ 

• Market Failure 

• Political support for 
commercial projects 

• Opposition from 
staff/members towards 
commercial way of 
operating 

• Staff find it difficult to adopt 
new approaches and ways 
of working 

• Income generated fails to 
meet targets 

• Local SMEs suffer reduced 
profits 

• Public may not buy into the 
concept of the Council 
acting commercially. 

• Commercial Strategy not 
implemented. 

• Rejection of options to 
secure additional revenues, 

• Council must cover losses 
from reserves 

• Negative impact on local 
economy and bad publicity 
for the Council 

• CBC not financially self-
sufficient by 2021 

• Local Authority Trading 
Company is not profitable  

Market Analysis

• Commercial Strategy 
2019-23 

• Assessment by CLT of 
commercial operations and 
activity within the 
organisational structure
 
• Commercialisation 
programme re-setting in 
process for more horizontal 
integration 

• Clearly communicate the 
Commercialisation strategy, 
delivery plan and framework
  
• Training programme in 
support of the 
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• CBC affected by Local 
Businesses trading in the 
same market 

• Negative public perception 
of council operating 
commercially 

• Making the change to a 
commercial approach takes 
longer than anticipated.
 
• Failure to ensure that our 
assets are maintained, 
invested in and fit for 
purpose.  

was added to the risk 
triggers.  

Commercialisation strategy 
and changes to 
organisational culture to be 
rolled out to staff and 
members 

• Monitor performance 
against projections  
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SR012 Failure for the Council to prepare for the possibility of 
changes in Local Government governance arrangements.

Current Risk Score  Risk Matrix Trend Last 
Reviewed

Risk Owner

Risk 
Description

 Cumbria Council  have undertaken to submit a Cumbrian 
unitary Governance bid to MHCLG, without Districts or 
engagement, and therefore inadequate planning or resources 
dedicated to working up alternative model if Government do 
support changed Governance arrangements in Cumbria.

9
Likelihood: Low (3))
Impact: Critical (3)

01-Jul-2019 Chief 
Executive

 
Risk Contributing Factors Risk Triggers Risk 

impacts/Consequences
Current Internal Controls Required Internal 

controls/actions
Target Risk 
Score

CLT and Executive Briefed
Agreement with six Districts
MP briefed

• Not able to support a 
strong business case for 
best outcomes for residents
 
• Lack of capacity to do 
potentially abortive work 

• Shortage of appropriate 
skills to progress 

• No budget allocation to 
support the work 

• Risks of budgets being 
frozen if change accepted  

• Devolution re launched 
post Brexit 

• CCC different approach to 
the Districts 

• Lack of continuity at 
ministerial level post Brexit.
 
• Bid submitted and 
response received from 
MHCLG 

• Leaders Board decisions  

• Focus on Copeland 
current priorities is 
weakened. 

• Inability to deliver the 
capital programme 

• Senior management time 
diverted from core business 
followed by all management  

Joint districts study

• Engagement with blue 
light and health services.
 
• Continuous monitoring
 
• Mayor and Chief 
Executive monitoring 
Ministerial decisions with 
regard to changes in 
governance arrangements.  
District leaders meeting to 
formulate a plan  
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Record of changes made the Strategic Risk Register during Quarter one of 2019/20

Risk 1 Failure to Maintain Focus on the Councils Core Business

Changes made during Q1 of 2019/20

 In run up to 2019 Election with resulting potential additional challenge to achieve consensus, was 
removed from contributing factors.

 Aim High Process was moved from required to current controls as this is now in place.

Risk 2 Lack of Capacity, Resources and Capability to Deliver the Corporate Strategy and Core Services

Changes made during Q1 of 2019/20

 Refreshed corporate training programme was moved from required to current controls, as this is 
now in place.

 Reinvigoration of appraisal process was moved from required to current controls, as this has now 
taken place as part of the Aim High Process.

Risk 3 Failure to Ensure Partnership Working to Deliver Corporate Priorities both within and outside 
the Council

Changes made during Q1 of 2019/20

 Reduction in available external funding was added contributing factors.

 Develop skills for future through joint working partnerships was moved to current controls, as 
this has been achieved through the Aim High Process

Risk 4 Failure to Prioritise and put attention on Vulnerability and Social Inclusion

Changes made during Q1 of 2019/20

 Stakeholder engagement in social inclusion was moved from required to current controls. This is 
currently done through partnership working liaison with VCS (Voluntary and Community Sector).

 The Equality Working Group was added to internal controls as this group oversees the EIA 
(Equality Impact Assessment) process which includes a social inclusion assessment.

 The Children’s Charter was added to internal controls.  The first year action plan (2019) is 
monitored by the Equality working group and the OSC.

 New required controls were added as follows,
 Maintain customer and local evidence and strategic needs assessments with partners
 Incorporate Social Inclusion criteria within 2020 service planning process
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Risk 5 Failure by the Council to Maintain an Effective Role within the Nuclear and Energy Sectors

Changes made during Q1 of 2019/20

 Nuclear Prospectus was added to internal controls.  This relates to the commissioning of a nuclear 
prospectus to create a nuclear narrative for Cumbria.

Risk 6 Failure to maintain an effective and statutory role in Nationally Significant Infrastructure Projects

Changes made during Q1 of 2019/20

 Political and community sensitivity regarding GDF (Geological Disposal Facility) was added to 
contributing factors as it is recognised as potentially divisive

Risk 6a Failure for Copeland economy to fulfil its potential relating to delays in key nuclear missions 
including Moorside, North West Connections and Sellafield Transformations

Changes made during Q1 of 2019/20

 Loss of key personnel in the sector was added to risk contributing factors.
 Collaborate with sector leaders to support commercialisation of Cumbrian skills and capabilities was 

added to current controls.
 Commissioning of Copeland Vision and Nuclear Prospectus was added to required controls.

Risk 7 Uncertainty around Non-Domestic Rates, Appeals and Business Rates.

CBC are working closely with Valuation Office and Sellafield to understand the risk of appeals / downward 
valuations and building into our long term forecasts if needed. No change to the timetable for reform to the 
funding methodology however, we are expecting an update in the late summer / early Autumn.

Risk 8 Council ICT systems do not demonstrate resilience, redundancy or high availability.

Changes made during Q1 of 2019/20

 Risk owner was changed to Chief Executive.

 PSN health check outcome was added to risk triggers.

 Non ITC staff expected to have unrealistic levels of technical knowledge, was added to potential risk 
consequences.

 PSN compliance was moved from current to required controls.  This is as a result of our recent health 
check and resulting remediation plan that we the Council is now tasked with meeting in order to 
remain commented to government websites.

 Further £1 million allocated to address PSN health check compliance was added to current controls.

 ICT restructure was added to current controls.

 Cyber-attack exercise was added to ‘require controls’ as this exercise is planned for September 2019 
as part of the Councils business continuity planning.
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Risk 9 Failure to ensure effective and statutory information governance.

Changes made during Q1 of 2019/20

 Archive Project was added to the required controls. Encouraging Managers to employ more efficient 
methods of data storage and disposal, this project will include updating the archiving log and a review 
of storage at each site.

 Clear desk audit was added to required controls.

 Implementation of Audit Recommendations following partial assurance given in recent Information 
Governance internal audit was also added to required controls.

Risk 10 Failure to realise income from commercial and trading activity.

Changes made during Q1 of 2019/20

 Commercial Strategy 2019-23 was added to required controls.  The draft strategy will be presented to 
the Executive in August (Q2)

 As part of the Commercial Strategy a Copeland Commercial Engagement Group and Commercial Board, 
with approval, will be established and a list of investment opportunities identified.

Risk 12 Failure for the Council to prepare for the possibility of changes in Local Government governance 
arrangements

Changes made during Q1 of 2019/20

 Not being able to support a strong business case for the best outcomes for residents was added to 
contributing factors.

 Devolution relaunched post Brexit and CCC differing approach to districts were added to risk triggers.

 Joint Districts study under considerations was added to current controls.

 Engagement with blue light partners and health service was added to required controls.
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REPORT ON THE IMPLEMENTATION OF AUDIT RECOMMENDATIONS 
FOR QUARTER ONE OF 2019/20

LEAD OFFICER: Sarah Pemberton, Director of Corporate Resources and Commercial Strategy
REPORT AUTHOR: Gillian Butterworth, Performance and Risk Management Officer

WHY HAS THIS REPORT COME TO AUDIT COMMITTEE?
This report provides an updated position on the implementation of overdue Priority one and 
Priority two audit recommendations as at the end of Quarter one of 2019-20.

AUDIT COMMITTEE IS RECOMMENDED TO: 
a) Note the progress being made in implementing overdue recommendations.

1.          OVERDUE ACTIONS DUE AT THE END OF QUARTER ONE 2019-20 

1.1 At the end of Quarter one there were a total of 29 audit recommendations 
outstanding, with a target date for completion up to 30th June 2019.  

1.2 The 29 overdue recommendations are made up of 7 Priority one and 22 Priority two 
recommendations.  These include recommendations that are made by both internal 
and external audit and from AGS Action Plan (if due).

  
1.3 During the Quarter one 25 overdue audit recommendations were completed, 

however a further 22 recommendations became overdue with a completion date up 
to 30.06.19. Table 1 below provides a summary and net movement.
Table 1

Number of overdue recommendations to be completed in Q1 (April-June 19) Priority 1 Priority 2
Overdue recommendations with due dates up to the end of Q4-18/19        “Prior” 12 20
Recommendations that became overdue in Q1                                                  “New” 3 19
Total overdue recommendations in Q1                                           “Prior + new total” 15 39

Number of Overdue recommendations completed in Q1
Number of overdue recommendations completed during Q1                         “Prior” 5 4
Number of overdue recommendations completed during Q1                          “New” 3 13
Total overdue recommendations completed in Q1                       “Prior + new total” 8 17

Summary
Outstanding from last Audit report 7 16
Overdue added this period 0 6
Total overdue recommendations with due dates up to end of Q1-19/20 7 22

Net movement                                                                                          “Prior” overdue -5 -4 -9

                              “New” Overdue -3 -13 -16

Total -8 -17 -25
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2. CLT RESPONSE

2.1 96% of overdue audit recommendations were reviewed by CLT and Managers in 
Quarter one.  

2.2 Of the recommendations that were not fully implemented in the quarter, the 
amount of progress made to implementation each overdue recommendation was 
recorded.  Table 2 shows the percentage of progress for the last two quarters.
Table 2

Progressed recommendations Q1- 2019/20 Q4 - 2018/19
Reduction in progress 3 0
No Change to progress 12 10

Up to 10% progress 3 8
11%-20% 12 3
21%-30% 4 1
31%-40% 1 1
41%-50% 1 0
51%-60% 0 0
61%-70% 0 0
71%-80% 1 1
81%-90% 0 0
91%-100% 1 0

Total recommendations progressed in the Quarter 23 14

2.3 The progress percentage of two overdue recommendations was reduced by Service 
Managers after in-depth review of progress and to introduce a prudent perspective 
relevant to actual achievement and to contextualise current corporate position.  
These were,

 Review all Human Resources Policies to ensure they are all up to date and 
reflect current practice.  

 Ensure the timely implementation of the ICT Strategy work programme.

2.3 The progress of one recommendation was reduced from 100% to 75% as a result of a 
follow up audit.  This was,

 Standardised assessment criteria should be documented, covering the 
main risks as identified by Managing Risks in Asset Transfer: A Guide 
(DCLG, 2008) and relevant statutory requirements. The assessment 
record should be signed off by a relevant Officer.

2.4 Of the 29 recommendations that remain overdue at the end of Quarter one, 25 were 
more than 50% implemented.

2.5 Table 3 shows Audit Recommendations that are less than 50% implemented.
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Table 3
Audit - Annual Governance Statement 2016-17 – March 2018

Recommendation Code & Title Priority Overall 
Progress

Due 
Date

Last 
Updated Latest Note

AR-C_119 Review all Human 
Resources Policies to ensure 
they are all up to date and 
reflect current practice.

1 45%
30-
Jun-
2018

22-Jul-
2019

This month attendance management and 
the alcohol and drugs policy has been 
reviewed and agreed.  The next policy to 
be reviewed is Agile working.

AR-C_122 Ensure the timely 
implementation of the ICT 
Strategy work programme. 1 0%

30-
Jun-
2018

13-May-
2019

Due to appointment of new ICT Manager, 
CLT have agreed revised dates to allow 
time for a new ICT Strategy to be agreed. 
Creating and agreement of the ICT 
Strategy is a pre-requisite to creating a 
work programme.

Audit - Grant Thornton Audit Findings 2016/17 – March 2018

Recommendation Code & Title Priority Overall 
Progress

Due 
Date

Last 
Updated Latest Note

AR-AC_072 Develop a disaster 
recovery plan and perform a 
test of this plan at the earliest 
possible convenience.

1 20%
30-

Sep-
2018

13-May-
2019

We have been successful in being 
allocated £5,000 of funding from the LGA 
Phase two Cyber Resilience bids. Progress 
is currently awaiting resource availability 
to progress.

Audit - Grant Thornton Information Technology Control Environment Review – April 2018

Recommendation Code & Title Priority Overall 
Progress

Due 
Date

Last 
Updated Latest Note

AR-AC_089 Establish 
documented policies and 
procedures addressing change 
management processes and 
related control requirements. 
These should be formally 
approved and communicated 
to all relevant personnel.

2 40%
30-

Sep-
2018

24-Jun-
2019

We have been setting up a new IT 
helpdesk system replacement and are 
seeking to use this to implement new IT 
change control requests and approvals. 
We are already using the helpdesk for 
approval of all new equipment requests 
and user requests for IT spend.

Audit - Strategic Housing Disabled Facilities Grants 2018/19

Recommendation Code & Title Priority Overall 
Progress

Due 
Date

Last 
Updated Latest Note

AR-C&CS_063 A clear record 
retention policy is put in place 
and the retention of archived 
and electronic documents are 
reviewed to ensure 
compliance with the General 
Data Protection Regulation.

2 10%
30-
Jun-
2019

30-Jun-
2019

Copeland Record Retention Policy was 
posted on the intranet on 10 July 2019 and 
is due to be reviewed once our DPO takes 
up post in September.  Similarly the 
retention schedule is currently forming 
part of the ‘new’ archive project work and 
will require DPO clarification and review in 
due course. The review of electronic 
documents is dependent upon the 
finalisation of a working ICT strategy 
programme 

3 CONSULTEES - Corporate Leadership Team and relevant Managers
4. APPENDICIES – Appendix A – full list of overdue Priority 1 and 2 audit recommendations 

with a due date of (up to) 30.06.2019
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Appendix A

1

Audit Recommendations - Overdue (Sorted as Assigned To)

Report Type: Actions Report
Report Author: 

SUMMARY OF OVERDUE RECOMMENDATIONS
Priority 1 Priority 2

Total Overdue Recommendations with due dates up to 31/03/19 12 20
“New” Recommendations due in the period 3 19
Total recommendations to be implemented 15 39

Implemented from last Audit report 5 4
“New” but implemented by the period end 3 13
Total implemented in the Period 8 17
Cancelled since last Audit report

Outstanding from last Audit report 7 16
Overdue added this period 6
Total Overdue Recommendations with due dates up to 30/06/19 7 22

Pentana Performance holds all recommendations from Internal Audit, External Audit and those included in the AGS Action Plan
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Appendix A

2

Assigned To Billing and Recovery Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

15-Jul-2019 Training has 
commenced and will be 
complete by end of 
July/early Aug. 

12-Apr-2019 A training 
plan for Total users is 
currently being created 
and I hope to have this 
complete for all users by 
the end of Q1. AR-F&MIS_354 Debt Recovery 

Handbook should be reviewed 
and training provided to 
Debtors Clerks on the 
responsibilities of their role.

2
Billing and 
Recovery Team 
Leader

30-Sep-2018 Sundry Debtors 
2017/18  

03-Apr-2019 The 
recommendation was 
recorded as fully 
implemented from 
03/10/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 50% 
because training has not 
been provided to the 
Debtors Clerks on the 
revised policy or the 
responsibilities of their 
role.  
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3

Assigned To Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

22-Jul-2019 The 
recommendation was 
recorded as fully 
implemented from 
03/06/19. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 75%, as 
consideration of relevant 
statutory requirements 
have not been 
incorporated.  

03-Jun-2019 Completed.  

AR-C&CS_028 Standardised 
assessment criteria should be 
documented, covering the 
main risks as identified by 
Managing Risks in Asset 
Transfer: A Guide (DCLG, 
2008) and relevant statutory 
requirements. The assessment 
record should be signed off by 
a relevant Officer.

1 Borough Solicitor 30-Apr-2017 Community Asset 
Transfer 2016/17 

22-Mar-2019 The CAT 
policy was approved by the 
Executive on the 12th 
March and will be 
presented to Council on 
the 9th April. The 
standardised assessment 
criteria forms part of the 
risk evaluation of any CAT 
application submitted and 
will be completed prior to 
the 9th April.  
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4

Assigned To Chief Finance Officer

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

15-Jul-2019 progressing 
the user acceptance 
testing phase of the 
upgrade.

01-Apr-2019 Cash 
receipting contract re-let.

28-Mar-2019 Chief Finance 
Officer is working with 
relevant managers to 
analyse issues and options 
to move this action 
forward.

AR-C&CR_010 A review of 
current cash receipting 
systems and processes is 
undertaken to ensure that the 
Payment Card Industry Data 
Security Standards are met.

1 Chief Finance 
Officer 30-Sep-2017 Cash Receipting 

2016/17  23-Jan-2019 The 
recommendation was 
recorded as fully 
implemented from 
30/07/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 0%. Due 
to the impact of the cyber-
attack it has not been 
possible to carry out the 
PCI DSS review, and, 
although not currently 
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5

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

operational, the issues 
referenced with the 
telephony system remain.  

15-Jul-2019 currently 
updating

03-Apr-2019 The 
recommendation was 
recorded as fully 
implemented from 
15/10/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 0% 
because that the Scheme 
of Delegation has not been 
put in place.  

AR-F&MIS_356 A Scheme of 
Delegation should be put in 
place for Sundry Debtors, 
which clearly defines the lines 
of responsibility for raising 
new debtor accounts, the 
cancellation of invoices and 
the refund of received 
payments.

2 Chief Finance 
Officer 30-Sep-2018 Sundry Debtors 

2017/18  

15-Oct-2018 Completed 
following agreement of the 
Corporate Debt Recovery 
Policy by Council
12-Jul-2018 AR reassigned 
to Chief Finance Officer

AR-F&MIS_358 When 
departmental business 
continuity plans are reviewed 
corporate consideration 
should include the adequacy 

2 Chief Finance 
Officer 31-Jan-2019

Quality Assurance 
of Statutory 
Accounts 2018/19  

22-Mar-2019 The Finance 
Business Continuity plan 
has been updated but 
needs to reflect the lessons 
learned in the cyber attack, 
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Appendix A

6

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

this will be completed by 
March 2019.

of succession planning 
arrangements and the 
mitigation of associated risks. 24-Dec-2018 Considerable 

work and focus has been 
placed on succession 
planning as part of the 
production of the 2017/18 
SoA; with training and 
support from CIPFA, Linked 
Assets and the County 
Council. The reporting 
structure of the team has 
also been reviewed to 
ensure improved 
accountability, knowledge 
transfer and 
communication. The 
Business Continuity plan 
will be updated to reflect 
these changes.  

AR-F&MIS_374 As per the 
request from the external 
auditors Grant Thornton, a 
quarterly review of the Total 
Finance user access rights is 
undertaken and documented 
to ensure that access to the 
system was appropriate.

2 Chief Finance 
Officer 30-Jun-2019 Main Accounting 

System 2018/19  15-Jul-2019 in progress
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Appendix A

7

Assigned To Chief Finance Officer; Customer Services Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

23-Jul-2019 Audit 
Recommendation was 
reassigned to the 
Customer Services Team 
Leader when post was took 
up in May 2019.  Progress 
to date - Mapping of 
process being carried out 
in conjunction with Project 
Officer, it is anticipated 
that this will be completed 
and a corporate approach 
to cheque handling will be 
adopted in Q2 of 2019/20.

AR-C&CR_015 Management 
should ensure: a) the post 
handling process is reviewed; 
b) A corporate approach is 
agreed for the receipt and 
handling of cheque 
remittances; c) Procedures for 
the cash receipting role and 
the operation of the cash 
office are reviewed.

2

Chief Finance 
Officer; Customer 
Services Team 
Leader

31-Aug-2017 Cash Receipting 
2016/17 

23-Jan-2019 The 
recommendation was 
recorded as fully 
implemented from 
11/04/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 0% as 
the milestones have not 
been completed.  
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8

Assigned To Deputy Community Services Manager; Strategic Housing and Social Inclusion Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

16-Jul-2019 Reviewed. 
Note from April and June 
still applies.

01-Jul-2019 Note from 
April remains unchanged 
which is that in agreement 
with Executive Director 
Operations and Internal 
Audit Manager this cannot 
be addressed until the new 
data protection/Info 
management officer comes 
into post in Sept.

20-Jun-2019 See note from 
12.4.19 which remains 
unchanged.

AR-C&CS_063 A clear record 
retention policy is put in place 
and the retention of archived 
and electronic documents are 
reviewed to ensure 
compliance with the General 
Data Protection Regulation.

2

Deputy 
Community 
Services Manager; 
Strategic Housing 
and Social 
Inclusion Manager

30-Jun-2019
Strategic Housing 
Disabled Facilities 
Grants 2018/19  

12-Apr-2019 Agreed with 
Executive Director 
Operations and Internal 
Audit Manager to reflect 
here that this action will 
need to be delayed until 
new DPO in post, new 
timescale for completion 
Oct 19.
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9

Assigned To Environmental Health Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

22-Mar-2019 Total (FMS 
system) fully re-
established.

Process to reconcile land 
charges expenditure and 
income under review - 
process to be linked with 
TLC (Total Land Charges) 
when live.

AR-LES_085 Land Charges 
income recorded on Council 
FMS to be regularly reconciled 
to Licensing and Land Charges 
income records to ensure 
accurately accounted for, 
once the interfaces with 
TOTAL have been fully re-
established

2 Environmental 
Health Manager 28-Feb-2019 Land Charges 

Audit 2017/18 13-Jun-2018 When 
interfaces with TOTAL are 
established monthly 
reconciliations will be 
returned as a standard 
activity.  Alternative 
arrangements for financial 
reconciliations will be 
established and included in 
the procedure review.
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10

Assigned To Executive Director

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

22-Jul-2019 The final draft 
of assets available for CAT 
is being cross referenced 
with the work being 
undertaken on the review 
of the Council's Asset 
Management Strategy.  
Once this is completed the 
final draft will be formally 
published.

22-Jul-2019 The 
recommendation was 
recorded as fully 
implemented from 
17/01/19. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 75%, as 
the list of available assets 
is still currently under 
review and so has not been 
published.  

AR-C&CS_033 The list of 
available assets for 
community transfer should be 
reviewed periodically by 
Property Services in 
conjunction with the Legal 
Services Manager and the 
Director of Customer and 
Community Services to ensure 
that the assets are still 
appropriate.

2 Executive Director 30-Apr-2017 Community Asset 
Transfer 2016/17 

17-Jan-2019 The list of 
available assets for 
Community transfer have 
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11

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

been thoroughly reviewed 
and amended as part of 
the CAT working group 
review work. In line with 
the policy refresh this will 
be undertaken at least 
annually.  

22-Jul-2019 still awaiting 
Carlisle checking of the 
detail.  The operational 
activity remains consistent 
with the detail in the 
agreements.

25-Mar-2019 Reviewed 20 
March 2019. No change. 
Still awaiting final checking 
form Carlisle City Council.

17-Jan-2019 The final draft 
documents are awaiting 
some final checking by 
Carlisle City Council as 
reported previously. 
Expect within Quarter 4.  

AR-C&CS_035 Formal 
agreements are put in place to 
clarify the provision of 
“Systems and Support for 
Localised Revenues and 
Benefits Services” and the 
“I.T. Shared Service” with 
Carlisle City Council.

2 Executive Director 31-Mar-2017
Revenues and 
Benefits Service 
2016/17 

29-Oct-2018 JOB meeting 
held on 02.10.18.  Final SLA 
is with Carlisle City Council 
for review and to include 
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12

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

GDPR changes.  Final 
deadline for circulation 
agreed for Jan 2019.

22-Jul-2019 The review 
activity is underway in 
quarter 2 2019/20.  The 
outcome will be 
considered by CLT in this 
same period.

20-Mar-2019 AR re- 
assigned to Executive 
Director at her request.

AR-C_113 The Remote 
Working Policy should be 
reviewed in light of the 
introduction of agile working.

2 Executive Director 31-Dec-2016
Working 
Differently - Agile 
Working 2015/16 

18-Jan-2019 Feedback 
from LMG now been 
obtained. Draft policy to be 
submitted to key 
stakeholders by end of 
Feb19.
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13

Assigned To Executive Director; ICT Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

24-Jun-2019 IT team have 
already implemented some 
automatic logging in Active 
Directory and some other 
systems. Currently in 
process of installing latest 
logging tool from National 
Cyber Security Centre - 
LME. Expect to complete 
action as far as feasible by 
end-Aug 2019.

13-May-2019 Processes 
will be reviewed and any 
action will form part of 
action plan for recently 
conducted (May-2019) PSN 
annual IT Health Check.

AR-AC_087 Proactively review 
Finance, Sage Payroll and 
Active Directory logs of 
information security events 
for the purpose of detecting 
inappropriate or anomalous 
activity.

2 Executive Director; 
ICT Manager 30-Sep-2018

Grant Thornton 
Information 
Technology 
Control 
Environment 
Review – April 
2018  

28-Mar-2019 AR re-
assigned to the new ITC 
Manager (March 2019) 
who is currently working 
with relevant manages to 
understand and assess 
information security 
events and logs.
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14

Assigned To Head of Corporate Resources; Chief Finance Officer

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

15-Jul-2019 Authorised 
signatures have been 
brought up to date to 
reflect new starters and 
leavers in the organisation. 
A further update is 
currently in progress 
covering a number of 
additional items.AR-C&CR_061 Arrangements 

should be in place to ensure 
that the most update to date 
authorised signatory 
information is made available 
to the payroll department.

2
Head of Corporate 
Resources; Chief 
Finance Officer

30-Jun-2018 Payroll Audit 
2017/18

30-May-2019 The 
recommendation was 
recorded as fully 
implemented from 
17/07/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 50% as 
the Payroll Officer has not 
had sight of the authorised 
signatories list and is 
awaiting the latest version 
due for issue in May 2019.  
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15

Assigned To Human Resources Team Leader

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

22-Jul-2019 This month 
attendance management 
and the alcohol and drugs 
policy has been reviewed 
and agreed.  The next 
policy to be reviewed is 
Agile working.

06-Jun-2019 Still reviewing 
policies to ensure they are 
up to date and have 
incorporated legislation 
changes.

14-Mar-2019 Currently 
working through all 
policies to ensure we keep 
up to date of current 
legislation.  In addition, we 
are aware that Brexit may 
have implications on 
employment legislation. 

AR-C_119 Review all Human 
Resources Policies to ensure 
they are all up to date and 
reflect current practice.

1 Human Resources 
Team Leader 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

18-Jan-2019 Flexi time and 
performance development 
completed.  Drugs and 
Alcohol policy to be revised 
in February 2019.
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16

Assigned To ICT Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

12-Jul-2019 We have been 
successful in being 
allocated £5,000 of funding 
from the LGA Phase two 
Cyber Resilience bids. 
Progress is currently 
awaiting resource 
availability to progress.

24-Jun-2019 Review done 
of existing DR plan but 
needs a complete re-write. 
Needs to be linked to new 
Cyber resilience plan. Work 
still in early stages as it has 
high resource needs.

13-May-2019 Creation of 
DR plans will form part of 
the ICT Strategy 
Programme plan, yet to be 
created and agreed.

AR-AC_072 Develop a disaster 
recovery plan and perform a 
test of this plan at the earliest 
possible convenience.

1 ICT Manager 30-Sep-2018

Grant Thornton 
Audit Findings 
2016/17 – March 
2018  

28-Mar-2019 AR re- 
assigned to new ICT 
Manager (March 2019).  
Reviewed, no progress.
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17

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

24-Jun-2019 We have been 
setting up a new IT 
helpdesk system 
replacement and are 
seeking to use this to 
implement new IT change 
control requests and 
approvals. We are already 
using the helpdesk for 
approval of all new 
equipment requests and 
user requests for IT spend.

AR-AC_089 Establish 
documented policies and 
procedures addressing change 
management processes and 
related control requirements. 
These should be formally 
approved and communicated 
to all relevant personnel.

2 ICT Manager 30-Sep-2018

Grant Thornton 
Information 
Technology 
Control 
Environment 
Review – April 
2018 

28-Mar-2019 AR re-
assigned to new ICT 
Manager. It is anticipated 
that in line with 'AR-C_119 
Review all HR Policies to 
ensure they are the most 
up to date and reflect 
current practice’, that this 
recommendation will be 
implemented by 
September 2019.

AR-C_122 Ensure the timely 
implementation of the ICT 
Strategy work programme.

1 ICT Manager 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

13-May-2019 Due to 
appointment of new ICT 
Manager, CLT have agreed 
revised dates to allow time 
for a new ICT Strategy to 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

be agreed. Creating and 
agreement of the ICT 
Strategy is a pre-requisite 
to creating a work 
programme.

25-Mar-2019 Draft ICT 
Strategy expected to CLT 
by end of April 2019.

20-Mar-2019 AR re- 
assigned to ICT Manager at 
request of Executive 
Director

22-Jul-2019 The new ICT 
structure is currently going 
through formal 
consultation with all staff 
affected and the Union. 

AR-C_123 Devise a new ICT 
team structure and a training 
and development programme.

1 ICT Manager 30-Jun-2018

Annual 
Governance 
Statement 2016-
17 – March 2018  

12-Jul-2019 The revised ICT 
Structure has been agreed 
by CLT and affected 
existing staff have been 
informed. Currently in 
process of formal 
consultation with staff. 
New revised jobs have 
been advertised on the 
Intranet.
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Assigned To Procurement and Contracts Management Officer; Borough Solicitor

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

19-Jul-2019 Revised 
contract standing orders 
have been drafted and due 
to be consulted on. They 
will be considered by the 
Executive on the 19th 
August and Council on the 
9th September.  

22-Mar-2019 It is intended 
that draft contract 
procedure rules will be 
submitted to the Executive 
on the 16th April. The 
framework setting out the 
tendering bands at which 
different procurement 
rules will apply was 
recently approved by CLT. 
Once completed the 
amended rules will feed 
into the ongoing review of 
the entire constitution and 
be presented to Council in 
the new term.  

AR-F&MIS_348 Management 
should put in place 
arrangements to ensure that 
the Contract Procedure Rules 
are regularly reviewed and 
updated to accurately reflect 
current legislation/regulations

2

Procurement and 
Contracts 
Management  
Officer; Borough 
Solicitor

31-Dec-2016
Procurement 
Framework Audit 
2015/16 

16-Jan-2019 A number of 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

meetings have been held 
over recent weeks to 
revised contract procedure 
rules. It is anticipated that 
a final draft will be 
available by the end of 
January for consultation 
with officers and then the 
Overview and Scrutiny 
Committee which can 
make recommendations to 
the Executive and Council.  

26-Oct-2018 Progress is 
being made on revisions to 
contract procedure rules 
with two meetings having 
been held over the last 2 
weeks with the solicitor, 
procurement officer and 
commercialisation officer. 
A number of revisions are 
being made both in respect 
of procuring a contractor 
and managing a 
contractor. The review is 
taking longer than 
expected due to the 
number of issues which 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

need to be considered. It is 
expected that the new 
rules will enter member 
consideration over the 
next 3 weeks with the final 
version being presented to 
Council on the 4th 
December 2018.  

09-Oct-2018 An audit 
review has highlighted that 
the Contract Procedure 
Rules and Procurement 
Strategy are still under 
review, therefore, this 
recommendation is not 
complete and progress 
moved back to 40% with 
agreement from 
Procurement and 
Contracts Management 
Officer. Procurement 
Strategy expected 
December 2018.  
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Assigned To Property and Estates Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

15-Jul-2019 no change

03-Jun-2019 no change

16-Apr-2019 CE reviewed. 
Property and Estates 
Manager to feed in new 
vision being formulated 
with a view to finalising in 
June 19

20-Mar-2019 AMP now 
drafted and with Chief 
Executive for review. 
Expected completion date 
is June 2019  

AR-C&CR_005 The Strategic 
Asset Management Strategy 
needs review to ensure it 
supports the Corporate 
Strategy and Medium Term 
Financial Strategy.

2 30-Sep-2017
Land and 
Property 
Disposals 2016/17 

18-Jan-2019 07.11.18 - 
A&G Ctte approved an 
extension to due date for 
this recommendation until 
31.03.19

15-Jul-2019 no change  

03-Jun-2019 no change

AR-C&CR_008 A monitoring 
process should be put in place 
to allow the effective 
recording and monitoring of 
the status of those assets 
proposed for sale.

2 Property and 
Estates Manager 30-Apr-2017

Land and 
Property 
Disposals 2016/17 20-Mar-2019 Spreadsheet 

in place and surplus 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

property monitored - will 
ultimately form part of 
disposals policy/procedure 
when adopted  

18-Jan-2019 07.11.18 - 
A&G Ctte approved an 
extension to due date for 
this recommendation until 
31.03.19

15-Jul-2019 no change  

03-Jun-2019 no change

16-Apr-2019 Crematorium 
handbook finalised, 
Moresby drafted - ongoing

AR-C&CR_027 Property 
Services should formally set 
out the full scope of statutory, 
regulatory and best practice 
testing and maintenance, and 
may wish to include this as 
part of the asset management 
strategy.

2 Property and 
Estates Manager 31-Jul-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

20-Mar-2019 Premises 
handbooks in place for 
Crematorium, Moresby 
drafted and due to be 
finalised in the next month 
- working on drafting 
Market Hall with tenanted 
properties to follow  

15-Jul-2019 no change  

03-Jun-2019 no change
AR-C&CR_029 Departmental 
procedures should be formally 
documented so there is a 
clear record of assigned 

1 Property and 
Estates Manager 31-Jul-2017

Contract 
Management of 
Building 
Maintenance 

16-Apr-2019 progress on 
premises handbooks
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

responsibilities along with 
methodologies for carrying 
out those responsibilities. The 
documented procedures 
should be subject to regular 
management review.

2016/17 
20-Mar-2019 Progress on 
premises handbooks, some 
drafting still to do for other 
processes  

15-Jul-2019 in process - 
now end August  

03-Jun-2019 redrafting 
progressing - to be 
finalised end of June

20-Mar-2019 drafting of 
Legionella policy 
progressed but not yet 
ready for consultation.  

AR-C&CR_030 The policies for 
legionella and asbestos 
management should be 
subject to periodic review and 
are circulated to relevant 
staff. For the Legionella policy, 
the record of nominated 
responsible and authorised 
persons should be completed.

2 Property and 
Estates Manager 31-Aug-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 21-Sep-2018 Asbestos 

policy now agreed by CLT 
and sent for publication to 
H&S for intranet page.  
Legionella draft currently 
being reviewed for reissue

15-Jul-2019 no change  

03-Jun-2019 no change
AR-C&CR_031 All work 
requested from contractors 
should be made via an 
approved purchase order.

2 Property and 
Estates Manager 31-May-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 20-Mar-2019 process 

followed and documented 
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Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

- still in draft, needs to be 
finalised  

18-Jan-2019 process 
followed but still needs to 
be documented

29-Nov-2018 The 
recommendation was 
recorded as fully 
implemented from 
10/04/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 50%. It 
was found that the process 
needs to be supported by 
procedures that confirm 
the circumstances that 
verbal orders are 
permitted, timescales for 
raising the formal purchase 
order and how these will 
be monitored.  

15-Jul-2019 no change  

03-Jun-2019 no change

AR-C&CR_036 Management 
should document quality 
control arrangements for 
inspection of maintenance 
work and maintain a record of 
these.

2 Property and 
Estates Manager 30-Sep-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

24-Aug-2018 quality 
control arrangements in 
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Appendix A

26

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

place for 10% of general 
work.  Process yet to be 
documented confirming 
how checks are selected 
and prioritised.

15-Jul-2019 Term contract 
tender on Chest 12/7/19. 
Contract start date mid-
September 19  

03-Jun-2019 PQQs for term 
contracts out on chest with 
contract tenders to be 
issued 5th July

16-Apr-2019 no change

18-Jan-2019 awaiting new 
term contract to be in 
place before 100% 
actioned

30-Nov-2018 Relationships 
are building with all 
contractors and suppliers.  
Term contracts not yet 
awarded

AR-C&CR_038 The Property 
Services Manager should hold 
regular meetings with the 
contractors and the outcomes 
should be formally recorded.

2 Property and 
Estates Manager 30-Sep-2017

Contract 
Management of 
Building 
Maintenance 
2016/17 

29-Nov-2018 The 
recommendation was 
recorded as fully 
implemented from 
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Appendix A

27

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

21/09/18. As a result of 
the Follow Up audit the 
implemented status has 
been amended to 75%. All 
future meetings with the 
contractors need to be 
regular and formally 
documented as per 
contract requirements.  
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28

Assigned To Strategic Housing and Social Inclusion Manager

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

16-Jul-2019 Reviewed. 
Note from June still 
applies, no further updates 
available at this time.

20-Jun-2019 19.6.19 - 
Assistant Solicitor 
confirmed Home Group 
legal team have raised a 
query that needs now to 
be considered. Action still 
ongoing.

04-Jun-2019 4.6.19 Spoke 
to Assistant Solicitor, 
Home Group still not 
replied. She will chase up 
and request deadline date.

23-Jan-2019 Remains 
same, Legal Officer has 
chased Home Group again.

AR-C&CS_017 A formal 
agreement/contract which 
clearly sets out the landlord’s 
liabilities should be put in 
place with Home Group for 
the provision of temporary 
accommodation.

2
Strategic Housing 
and Social 
Inclusion Manager

31-Oct-2016

Homelessness / 
Temporary 
Accommodation 
2015/16 

26-Oct-2018 The 
recommendation was 
recorded as fully 
implemented from 
11/04/18. However, the 
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29

Status Icon Action Code & Title Priority Assigned To Progress Bar Due Date Description All Notes

follow up review has found 
that this is not the case, as 
the agreement is still 
under review with Home 
Group. The current 
progress has been adjusted 
to 75% accordingly. 
Management have given a 
revised target date of mid 
January 2019.  
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AUDIT COMMITTEE 8th August 2019

INTERNAL AUDIT ANNUAL REPORT 2018/19

LEAD OFFICERS: Sarah Pemberton – Head of Governance and Commercial (M.O.
Steven Brown – Chief Finance Officer (S.151)

AUTHOR: Ian Smith, Internal Audit Manager

1. EXECUTIVE SUMMARY

1.1. This report provides a summary of the outcomes of the work of Internal Audit for 
2018/19.  In accordance with the requirements of the Public Sector Internal Audit 
Standards, it includes the Internal Audit Managers opinion on the effectiveness of 
the Council’s arrangements for:

 Risk Management;
 Governance; and
 Internal Control.

1.2. Key points from internal audit’s annual report are:

• The annual opinion of the Internal Audit Manager. Based on the work undertaken by 
internal audit during the year, provides reasonable assurance over the adequacy and 
effectiveness of the council’s overall arrangements for governance, risk management 
and internal control.

• To form an opinion, Internal Audit carry out Risk Based, Follow Up along with cyclical 
Governance and Financial systems audits.  Advice and guidance related to risk and 
control issues has been provided for the implementation of the General Data 
Protection Regulations, Home Renewal Assistance Grants, Petty Cash, Local Council 
Tax Reduction Scheme, and the final claim for the Whitehaven Townscape Heritage 
scheme.

• Overall, 76% of internal audit reviews completed in the year have resulted in at least 
reasonable levels of assurance.

• The work of internal audit provided an appropriate level of coverage to provide the 
opinion and there have been no threats or compromise to internal audit’s 
independence in the year to which this opinion relates.

• Internal audit has operated in conformance with the mandatory Public Sector 
Internal Audit Standards (PSIAS).
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• Summaries of the outcomes of all completed audits during the year are included at 
Appendix 1
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2. RECOMMENDATION

2.1. Members are asked to note:

• The progress achieved in 2018/19 in delivering the audit plan and the outcomes of 
completed audit reviews set out in Appendix 1.

• The Internal Audit Managers opinion of reasonable assurance on the Council’s 
overall systems of governance, risk management and internal control for the year 
ended 31st March 2019.

• The Internal Audit Managers declaration of conformance with the mandatory Public 
Sector Internal Audit Standards (PSIAS).

• The Internal Audit Managers declaration of Internal Audit independence as required 
by the PSIAS.

• Internal Audit performance measures are included at Appendix 2.

• The outcomes of the Quality Assurance and Improvement Programme at Appendix 3.

3. BACKGROUND

3.1. All local authorities must make proper provision for internal audit in line with the 
1972 Local Government Act. The Accounts and Audit Regulations 2015 require that 
the Council undertake an effective internal audit to evaluate the effectiveness of its 
risk management, control, governance processes and taking into account public 
sector internal auditing standards or guidance.

3.2. Internal Audit is responsible for providing independent assurance to the Council’s 
senior management and to the Audit and Governance Committee on the systems of 
governance, risk management and internal control.

3.3. It is management’s responsibility to establish and maintain internal control systems 
and to ensure that resources are properly applied, risks appropriately managed and 
that outcomes are achieved.  Management is responsible for the system of internal 
control and set in place policies and procedures to ensure that controls are 
operating effectively. 

Internal Audit Opinion

3.4. The purpose of this report is to give my opinion as the Internal Audit Manager for 
Copeland Borough Council.  This is based on the adequacy and effectiveness of the 
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Council’s systems of risk management, governance and internal control.  From the 
work undertaken by internal audit for the year ended 31st March 2019.  This annual 
opinion from the designated Internal Audit Manager (lead officer of the internal 
audit function) is a requirement of the Public Sector Internal Auditing Standards.

3.5. This report is a key contributor to the Council’s Annual Governance Statement. 

3.6. In giving this opinion, it should be noted that assurance can never be absolute and it 
is not possible to give complete assurance that there are no major control 
weaknesses. My opinion is based on the work undertaken by internal audit during 
the year.

3.7. I am satisfied that sufficient internal audit work has been undertaken to allow me to 
give a reasonable conclusion on the adequacy and effectiveness of risk 
management, governance and internal control. I can also report that there has been 
no threat to the independence of internal audit that would impact on the provision 
of my annual opinion statement.

3.8. In my opinion, Copeland Borough Council’s overall framework of governance, risk 
and internal control provides Reasonable Assurance and audit testing has 
confirmed that controls are generally working effectively in practice. 

Internal audit coverage and outcomes 

3.9. Audit and Governance Committee approved the audit plan at its meeting in June 
2018.  The cyberattack in August 2017 continued to affect the timing of assurance 
work carried out at the start of the year.  Changes to the original plan were 
required, which the Corporate Leadership Team and the Audit and Governance 
Committee noted.  

3.10.During 2018/19, 17 audits have been completed and issued as final reports.  All of 
the audits formed the audit opinion. 

Reports – 17;

Reasonable assurance – 13;

Partial assurance – 3;

Limited / No assurance - 1;

3.11.Main Financial and Governance systems are only subject to audit review every 
three years.  For those systems not subject to review in 2018/19, Internal Audit 
collected and reported control environment information for the S.151 Officer. 
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3.12.The majority of audits have received a reasonable assurance level and this is the 
overall opinion reflected in our annual report.

3.13.Internal Audit effectiveness is reliant on management implementing agreed actions 
from audit reports on a timely basis and senior management/Audit & Governance 
Committee monitoring this is happening.  Internal Audit confirmed considerable 
action is taken to respond to recommendations and to reduce those reported as 
overdue.

3.14.Measures of internal audit performance are included at Appendix 2 to this report.

3.15.Overall, the level of assurance is considered reasonable, with 76% of reports 
concluding at least a reasonable level of assurance.  Management have been made 
aware of outstanding issues, none of which would impact on my opinion of 
reasonable assurance.

3.16.Where audit reports conclude that existing controls only provide partial assurance 
these are followed up.  Timing of the follow up is dependent on the expected date 
of implementation of recommendations, with the aim of being within six months of 
the issue of the final report.  Four of the six follow up reviews undertaken in 
2018/19 were carried over from 2017/18, due to the impact of the cyberattack.

3.17.Appendix 1 provides a summary of audit work undertaken during the year against 
the Audit Plan. Details of these reviews have been reported to Audit and 
Governance Committee through regular internal audit progress reports during the 
year.

Statement of Conformance with Public Sector Internal Audit Standards (PSIAS)

3.18.The risk based approach has been designed to ensure all internal audit work is 
conducted in accordance with the PSIAS. All audit work has been conducted in line 
with the agreed audit methodology and has been subject to Quality Assurance 
checks by internal audit management.

4. CONCLUSION

4.1. Internal audit work has been carried out in accordance with the mandatory 
standards for internal audit. 

4.2. The work of internal audit is considered to be sufficient to provide an overall 
opinion on the systems of governance, risk management and internal control. 
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4.3. There have been no threats to internal audit independence that would affect the 
provision of an annual opinion statement.

4.4. The annual opinion has concluded Reasonable assurance over the systems of 
governance, risk management and internal control. 
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APPENDICES  

Appendix 1: Summary of internal audit work undertaken in support of the overall opinion. 

Appendix 2: Internal Audit performance measures.

Appendix 3: Summary of outcomes of the Quality Assurance and Improvement Programme
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APPENDIX 1

Directorate Audit Assurance opinion Recommendations by grade

Risk Based Audits

1 Executive Director – Operations;
Head of Corporate Resources

Performance Management 
Framework.

Reasonable High priority – 0

Medium priority –  3

Advisory issue – 2

2 Chief Executive;
Chief Finance Officer

Quality Assurance of Statutory 
Accounts.

Reasonable High priority – 0

Medium priority –  4
 

3 Chief Executive;
Public Protection Manager

Licensing. Reasonable High priority – 0

Medium priority –  2

Advisory issue – 4

4 Executive Director;
Head of Corporate Resources

Absence Management. Limited High priority – 2

Medium priority –  1
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Directorate Audit Assurance opinion Recommendations by grade

6 Executive Director – Operations;
Strategic Housing and Inclusion 
Manager

Strategic Housing Disabled Facilities 
Grant (DFG).

Reasonable High priority – 0

Medium priority –  10

Advisory issue – 1

7 Executive Director – Operations;
Strategic Housing and Inclusion 
Manager

Social Inclusion Policy. Reasonable High priority – 0

Medium priority –  4

Advisory issue – 2

8 Chief Executive;
Head of Governance & Commercial 
(M.O)

Information Governance. Partial High priority –4

Medium priority –  6

Advisory issue – 2

Risk Based Cyclical Audits of Main Financial Systems (MFS)

9 Chief Executive;
Chief Finance Officer

Creditors. Reasonable High priority – 0

Medium priority –  5

10 Chief Executive;
Chief Finance Officer

Main Accounting. Reasonable High priority – 0

Medium priority – 8

Advisory issue – 1
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Directorate Audit Assurance opinion Recommendations by grade

11 Executive Director – Operations; National Non-Domestic Rates (NNDR). Reasonable High priority – 0

Medium priority –  1

Risk Based Cyclical Governance Audits

12 Chief Executive;
Head of Governance & Commercial 
(M.O)

Corporate Governance. Reasonable High priority – 0

Medium priority –  4

Risk Based - Follow Up Audits

Executive Director – Operations
Strategic Housing and Inclusion 
Manager

Welfare Reform. Reasonable Action outstanding resulting 
from Follow Up Audit:

High priority – 0

Medium priority –  3

Chief Executive;
Property and Estates Manager

Contract Management of Building 
Maintenance.

Reasonable Action outstanding resulting 
from Follow Up Audit:

High priority – 0

Medium priority –  8
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Cyclical Governance / Main Financial Systems - Follow Up Audits

Executive Director – Operations;
Head of Corporate Resources

Operational Risk Management Reasonable Action outstanding resulting 
from Follow Up Audit:

High priority – 0

Medium priority –  1

Advisory issue – 1

Chief Executive;
Chief Finance Officer

Cash Receipting. Partial Action outstanding resulting 
from Follow Up Audit:

High priority – 2

Medium priority – 7

Chief Executive;
Chief Finance Officer

Sundry Debtors, Debt Recover and 
Write off. 

Partial Action outstanding resulting 
from Follow Up Audit:

High priority – 2

Medium priority – 2

Executive Director – Operations
Head of Corporate Resources

Payroll. Reasonable Action outstanding resulting 
from Follow Up Audit:

High priority – 0

Medium priority –  3
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Planned work in 2018/19 plan that could not be undertaken:

Directorate Audit Assurance opinion Deferral Reason

Executive Director – Operations;
Copeland Community Fund Manager

Accountable Body / Copeland 
Community Fund.

N/A Following scoping review – 
Executive Director / Audit 
Manager agreed that 
Accountable Body (CCC) 
work embraces risk.
Agreed at A&GC – 
08/08/2018
Removed from current 
plan.

Executive Director – Operations;
Head of Corporate Resources

ICT Strategy implementation – Follow 
up.

N/A The IT Manager requested 
the deferral to 2019/2020.  
Currently in the process of 
rewriting the ICT Strategy.

Referred to CLT to decide if 
this should be a full audit of 
the ICT Strategy or a follow 
up.
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5 Executive Director Community Asset Transfer – Follow up N/A Due to departmental 
restructure, cyber-attack 
and inability to fill the 
manager’s post follow up 
deferred to 2018/19.

A&GC agreed to postpone 
this audit review, postponed 
to 2019/20 – to allow 
completion of audit 
recommendations.

SUMMARY OF ASSURANCE LEVELS

SUBSTANTIAL REASONABLE PARTIAL Limited TOTAL

0 13 3 1 17

0 13/17 3/17 1/17 17

0% 76% 18% 6% 100%

Percentage of revised plan complete 100%
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Appendix 2 – Internal audit measures of performance

KPI Measure of Assessment Target Actual performance data

Output Measures

Planned audits completed.

To enable an annual opinion to be 
provided on the overall systems of 
risk management, governance and 
internal control.

% of planned audit reviews (or 
approved amendments to the plan) 
completed in respect of the financial 
year.

95% (target reflects need for audit 
plans to be dynamic and respond to 
emerging risks).

Quarterly reports ensure delivery 
against the plan is on track.

A&GC agreed 20 reviews for 
inclusion in the 2018/19 plan.  The 
total includes one carried forward 
from 2017/18 and eight follow up 
reviews.

To date 17 audits have been 
completed and reported.  A further 
two audits were postponed to 
2019/20 (due to outstanding issues 
related to the 2017 cyberattack) and 
one other audit was cancelled (as 
noted in Appendix 1).

Internal Audit issued final reports 
for all 17 reviews.

Audit scopes agreed % of audit scopes agreed with 
management and issued before 
commencement of the audit 
fieldwork.

100%
Reported quarterly

Actual – 100%

P
age 87



KPI Measure of Assessment Target Actual performance data

Draft reports issued by agreed 
deadline

% of draft internal audit reports 
issued by the agreed deadline or 
formally approved revised deadline 
agreed by Audit Manager and client.

80% (target is a reflection that this 
is a new way of working and 
deadlines may be impacted by 
several factors including client 
availability).
Reported quarterly

All reports issued within agreed 
deadlines – possible delays 
discussed with clients and revised 
dates agreed. 

Timeliness of final reports % of final internal audit reports 
issued for senior manager 
comments within 5 working days of 
management response or closeout.

90% (target recognises that there 
may on occasion be delays in 
finalising reports, eg. - where 
further work is required to resolve 
matters identified at closeout 
meeting)
Reported quarterly.

16 reports issued within 5 days of 
the closure meeting.  The remaining 
report was subject to delay to allow 
the responsible officer to supply 
further comment on the report (12 
days).

Recommendations agreed % of recommendations accepted by 
management

95% quarterly (target reflects that it 
is management’s responsibility to 
assess their risks and take final 
decision on whether risk may be 
accepted)

Final reports contained 95 
recommendations, all of which 
accepted by management.

Follow up % of high priority audit 
recommendations implemented by 
target date

100% Quarterly Overdue actions are now included in 
a separate report from Head of 
Governance and Commercial (M.O.).

Assignment completion % individual reviews completed to 
required standard within target days 
or prior approved extension by 
Audit Manager

75% (target reflects that this is a 
new way of working for the audit 
service and systems for monitoring 
time spent on assignments may 
need to be further developed)

To date 17 final reports issued from 
the 2018/19 plan.  Two needed 
more than one extra day to 
complete the work.  Extra days and 
an extension to the original targets 
agreed by management.
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KPI Measure of Assessment Target Actual performance data

Quality Assurance

Quality Assurance checks completed % QA checks completed 100%.

Reported quarterly

Actual – 100%.

Customer Measures

Post audit customer satisfaction 
survey feedback.

% of customer satisfaction surveys 
scoring the service as ‘good’

80% (target reflects the need for 
internal audit to strive to deliver a 
customer focused service, but that 
due to the nature of internal audit 
roles and responsibilities, may not 
always elicit positive feedback).

Reported annually

Two surveys received.

 One noted as satisfactory; and
 One Good.

People Measures

Efficiency. % chargeable time. 80% (target takes account of non-
chargeable activities such as staff 
holidays, service development 
projects and team meetings).

Reported quarterly.

Actual to end of Q4 (2018/19) – 80%
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Appendix 3

Outcomes of the Quality Assurance and Improvement Programme INTERNAL ASSESSMENTS (PSIAS 
ref: 1311)

On-going reviews conducted 
through

Elements Confirmation of conformance

Supervision of engagements  Work is allocated from the 
annual risk based plan by 
the internal audit manager 

 Staff are involved in 
developing audit scope in 
conjunction with audit 
clients prior to 
commencement 

 Work is supervised to 
ensure that it complies with 
the approved methodology 
for carrying out an audit 

 Audit Manager attends 
close out meetings to 
support the auditor and 
ensure that key messages 
are relayed appropriately 

 All Internal Audit reports 
signed off by Audit 
Manager 

√

√

√

√

√

Regular, documented review 
of working papers during 
engagements

 Audit Manager reviews 
each audit file to ensure: 

 The scope and objectives of 
the audit have been agreed 
with clients and adequately 
documented and 
communicated 

 Key risks have been 
identified 

 The audit testing strategy 
has been designed to meet 
the objectives of the audit 
and testing undertaken to 

√

√

√

√
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On-going reviews conducted 
through

Elements Confirmation of conformance

the extent necessary to 
provide an audit opinion for 
each piece of work Audit 
has been completed in a 
thorough, accurate and 
timely manner 

 The standard of working 
papers and evidence 
collected during the audit 
are in accordance with 
audit processes and 
procedures 

 The draft audit report fully 
reflects all findings from 
the audit and these are 
properly explained and 
practical recommendations 
made 

 The assurance rating is fully 
supported by the working 
papers and can be justified 
by the auditor 

 The audit has been 
completed within the time 
allocation 

 The audit report has been 
produced to a good 
standard in an accurate and 
timely manner 

 Training and development 
needs identified through 
the review process. 

√

√

√

√

√

√

Audit manual containing all 
key policies and procedures to 
be used for each engagement 
to ensure compliance with 
applicable planning, fieldwork 
and reporting standards

 Audit manual is in place for 
all key elements of the 
audit process together with 
templates for all audit 
working papers.

√

Feedback from customer 
survey on individual 
assignments.

 Customer feedback form 
reviewed in May 2018 and 

√

Page 91



On-going reviews conducted 
through

Elements Confirmation of conformance

linked to performance 
measures for internal audit. 

 Feedback form issued for 
all internal audit 
assignments 

 Feedback from client 
satisfaction forms passed 
on to individual auditors. 
Any areas identified for 
learning and development 
are taken forward 

 Any common issues are 
identified and action taken 
where necessary

√

√

√

Analysis of performance 
measures established to 
improve internal audit 
effectiveness and efficiency

 Regular monitoring of 
performance measures by 
the audit manager. 

 Feedback to individuals as 
appropriate 

 Reporting to audit 
committees on a quarterly 
basis.

√

√

√

All final reports and 
recommendations are 
reviewed and approved by the 
Audit Manager

 Formal sign off and issue of 
all final reports and 
recommendations by Audit 
Manager.

 New audit report template 
includes comments from 
Corporate Director or 
equivalent.

√

√
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Periodic reviews conducted 
through

Elements Confirmation of conformance

Annual risk assessments for 
the purposes of annual audit 
planning

 Annual risk assessment of 
each organisation’s audit 
universe as part of the 
planning process

√

Annual assessment of Internal 
Audit’s conformance with its 
Charter, PSIAS with an 
improvement plan produced 
to address any areas of non-
conformance identified

 Review of Charter for 
conformance 

 Annual completion of CIPFA 
checklist for assessing 
conformance with the 
PSIAS 

 Improvement plan 
produced to address areas 
of non-conformance. 

 Service development plan 
identifying actions for 
service improvement.

√

√

√

√

Quarterly reports to audit 
committees on progress with 
delivery of the audit plan

 Preparation of progress 
report for Audit and 
Governance Committee 
and Audit Manager attends 
committee meetings.

√

Adherence to Code of Ethics 
by all internal audit staff.

 Staff reminded of the Code 
of Ethics.

√

Annual completion of 
declaration of business 
interests by all internal audit 
staff

 Interests declared as 
appropriate and considered 
by Audit Manager 
allocating work.

√

EXTERNAL ASSESSMENTS (PSIAS ref:1310)

External Assessments will be carried out in accordance with the requirements of the PSIAS and 
reported to Audit and Governance Committees as appropriate. 

REPORTING ON THE QUALITY ASSURANCE AND IMPROVEMENT PROGRAMME (PSIAS ref: 1320)

The results of the quality assurance programme and progress against any improvement plans must 
be reported in the annual report.
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Internal Assessments – reports of internal assessments will be reported to the Audit Committee on 
an annual basis; 

External Assessments – results of external assessments will be reported to the Audit Committee and 
S151 officer at the earliest opportunity following receipt of the external assessors report. The 
external assessment report will be accompanied by a written plan in response to significant findings 
and recommendations contained in the report.
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AUDIT & GOVERNANCE COMMITTEE

2019 AUDIT MONITORING REPORT

LEAD OFFICERS: Pat Graham
Sarah Pemberton

Chief Executive 
Head of Governance, Commercial and Monitoring Officer

Steven Brown S.151 Officer

AUTHOR: Ian Smith Internal Audit Manager

INTERNAL AUDIT WORK COMPLETED IN PERIOD (January 2019 – 26th July 2019).

This report summarises internal audit work in Period 4 (2018/2019) and Period 1 (2019/20).

Internal Audit has issued eight Final Reports during this period, this includes five from Q4 (2018/19) 
and three from Q1 (2019/20):

All Final Reports have been agreed for the following and summaries are attached at Appendix A.

Full copies of these reports are available to Members of the Committee.

Assurance levels were as follows:

2018/2019:

 Payroll – Follow Up – Reasonable (see Appendix A – 1);

 National Non-Domestic Rates – Reasonable (see Appendix A – 2);

 Corporate Governance – Reasonable - (see Appendix A – 3);

 Information Governance – Partial (see Appendix A – 4);

 Social Inclusion – Reasonable (see Appendix A – 5); and

2019/2020:

 Community Asset Transfer – Follow Up – Reasonable (see Appendix A – 6);

 Absence Management – Follow Up – Substantial (see Appendix A – 7)

 HR Recruitment and Retention – Reasonable (see Appendix A – 8).
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AUDIT & GOVERNANCE COMMITTEE

2019 AUDIT MONITORING REPORT

Progress on the plans for each year are included as separate Internal Audit Work Plan reports.  For 
2018/19, there were some issues related to completing the plan due to the knock-on effects of the 
cyber-attack from last year and the late completion of final accounts for 17/18.

National Fraud Initiative

Internal Audit uploaded data for the National Fraud Initiative to the NFI 2018 website between 
October 2018 and January 2019.  The data was required by the end of October, but due to loss of data 
following the cyberattack, Cabinet Office agreed an extension for uploading the data.  Matches were 
available for investigation at the end of January 2019 and progress on investigating these commenced 
January 2019.  Trade Creditor matches were not received until 1st July 2019 and Internal Audit and 
finance are currently working through the reports.

CONCLUSION AND RECOMMENDATION

The Committee is asked to note progress on the audit plan.

Consultees:  Corporate Leadership Team     
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Follow up Audit of Payroll

Copeland Borough Council Internal Audit Service Page 1
1

Appendix A-1

Background

1.1. Internal Audit issued a report of Payroll on the 5th June 2018.  The scope of the audit was to provide assurance over management’s arrangements 
for governance, risk management and internal control for:

 Business Continuity -  there are up to date, documented procedures which include current internal regulations and legislation and are 
accessible to all relevant staff; adequate resilience, separation of duties and contingency arrangements are in place;

 Training – payroll staff are appropriately qualified and receive sufficient development support including access to appropriate 
information/training for updates to local practices, legislation or government policies;

 Payments and Deductions – all payments and deductions are bona fide, accurate and complete, with the appropriate authorisation; 
payments to staff and third parties are done so within an agreed timetable;

 Data – adequate reconciliation to the Council’s accounting system enabling effective budget monitoring; identification of errors/exceptions 
and validity of data; compliance with data protection act; monitoring of performance;

 Security – access to the payroll records and system is appropriately controlled; adequate security arrangements are in place.

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided Limited assurance.

1.3. Improvements were sought in the following areas:
 Staff appraisals to enable clear personal objectives and development plans to be set;

 Payroll Officer training to ensure understanding of the payroll function and associated statutory requirements;

 Regular review of payroll procedures to ensure compliance with current guidance and legislation;

 Processes that ensure amendments to payroll are appropriate, authorised, accurately calculated and timely;

 Verification of the procedures ensuring the accuracy of third party deductions and payment of overdue liabilities;

 Processes ensure tax and National Insurance (NI) are correctly calculated where employees have more than one job role with the Council;

 The Payroll Officer only makes amendments following receipt of documents from an authorised signatory;

 Review of procedures for implementing variations to payroll data;
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Follow up Audit of Payroll

Copeland Borough Council Internal Audit Service Page 2
2

 Revision of the arrangements for recording and monitoring absence information to ensure accuracy of payments;

 Verification of the accuracy and completeness of the payroll, including monthly payroll reconciliation;

 Each month payroll information be reconciled to the Council’s FMS;

 Permissions and levels of access to the payroll system are appropriate, ensuring adequate separation of duties to manage payroll data; and

 Contingency arrangement to ensure adequate, trained staff to provide an accurate and complete payroll.
 
1.4. Internal Audit has recently undertaken a follow up review to provide an update on assurance to senior management and the Audit & Governance 

Committee on the full implementation of previously agreed actions to address each recommendation.  The review checked whether controls are 
working effectively to mitigate the risks previously identified.

2. Audit Approach

2.1. Follow up Methodology

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 
confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.

2.3 Audit testing is restricted to a sample basis and audit assurance is not absolute.  It is the responsibility of management to continue to monitor the 
effectiveness of internal controls to ensure they continue to operate effectively.

3. Assurance Opinion

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion, which may be applied. Appendix A 
explains and defines each assurance level for this report.

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 
Internal Audit assurance opinion may be revised from that provided by the original audit.

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Payroll provides 
Reasonable assurance.  The revised audit opinion assumes that the controls assessed as operating effectively in the original report have not 
changed and these have not been revisited as part of the follow up.
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Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations and Audit Findings 

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B.  Internal Audit followed up eight high 
and five medium priority audit recommendations from the previous review.  From the testing undertaken, there is evidence of sufficient 
development, which allows audit to provide an improved assurance rating.   Section 5 of this report summarises matters, including those areas, 
which still require further action.

In summary:
 Ten recommendations have been fully implemented; and
 Three recommendations are partially completed requiring further action to address the risk exposure.

4.2. Recommendations which have been fully implemented:

 Staff appraisals and associated development plans completed for all Council employees;
 The Council employed a qualified Payroll Officer during the year, who has undertaken appropriate payroll specific training and qualifications;
 Procedures are now up to date, incorporating new and emerging legislation and cover all relevant processes;
 Deadlines for payroll update and amendments communicated, set and applied;
 Revised procedures should ensure adequate arrangements for the accurate, timely and complete payment of liabilities to third parties.  

Action is taken to check liabilities prior to payment and investigations are underway to recover any overpayments;
 All staff with more than one role are now paid through a single payroll record, to ensure the correct calculation of Tax and NI;
 Checks confirm any variation to payroll data is accurate and supported by appropriate written authorisation;
 Managers have been reminded of their responsibility to report sickness absence and records are retained by HR to enable monitoring and 

ensuring the accurate salary calculations;
 Variations to payroll are validated each month, including changes to headcount and is subject to independent monthly checks; and
 Access rights and permissions to Sage have been subject to a full review and appropriate access restrictions imposed.

4.3. Recommendations which have been partially implemented: 
 The Council has completed a review of the Authorised Signatory list.  However, this is currently subject to a further review and the results 

communicated to the Payroll Officer;
 Internal Audit is aware that work is in hand to undertake monthly reconciliation of payroll information to the Financial Management System, 
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but at this stage they are not up to date; and
 Staffing, procedures and access arrangements have been subject to a full review; however, a full review of business continuity arrangements 

to ensure there is sufficient resilience in the payroll department is outstanding.

Comment from the Chief Executive:
I am pleased with the progress made to date in completing the majority of recommendations, and look forward to the completion and sign off 
of those, which are outstanding.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.

Audit Finding

(a) Personal Objectives and Development Plans
To enable delivery of the departmental service plans employees should be subject to an annual appraisal allowing discussion and agreement of personal 
objectives and development plans.  These are subject to review in the year between the Manager and employee.  There is no evidence of any appraisals 
for staff undertaking the Payroll function during 2017/18.

● Medium priority 
AR-C&CR_055
Staff appraisals and associated development plans should be completed for each member of staff throughout the Council annually and reviewed 
periodically.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
1. The new appraisal process has been rolled out to all staff and each member of staff is expected to receive an appraisal by the end of February 2019.
2. The Payroll Officer is no longer in role.  A new officer was appointed in July 2018.  Their appraisal will be completed by end of February 2019.

At the time of this review testing confirmed the following:
Testing confirmed the application of the “Aim High” staff appraisal processes across the Council, from January 2019.  The process records agreed 
personal objectives, career development plans and review procedures.

Recommendation:
No further action required.

5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
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Audit Finding

(a) Staff Training
The “essential requirements” listed in the Payroll Officer job description does not require the jobholder to have undertaken comprehensive, specific 
payroll specific training.  This training would provide a basis for understanding payroll functions, statutory requirements and processes

●  High priority
AR-C&CR_056
Payroll personnel should undertake appropriate payroll specific training/qualification to ensure they have a full understanding of the payroll function 
and its statutory requirements and processes.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
An appointment made to the role of Payroll Officer.  The incumbent is fully qualified as outlined in the role profile.

At the time of this review testing confirmed the following:
The Council recruited an appropriately qualified, experienced, dedicated payroll officer.  References and copies of qualifications, held within Human 
Resources, support the recruitment.

Recommendation:
No further action required.

Audit Finding

(b) Payroll Procedures
Testing identified that payroll policies and procedures are out of date, and the HR Officer was the only person with the knowledge of all payroll 
processes.  As procedures are out of date, there is no mitigation to ensure the accurate and timely completion of payroll processes in their absence.

●  High priority
AR-C&CR_057
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a) Procedures should be regularly reviewed and updated to ensure that they are up to date, incorporate new and emerging legislation and cover all 
relevant processes to enable the payroll to be accurately completed; enhancing resilience and strengthening business continuity arrangements;

b) Arrangements should be in place for the deadlines of each process to be adequately documented to enable other staff members to ensure these 
are met in the absence of the HR Officer (Payroll and Projects).

Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
1. Procedures to be placed on internal shared drive when complete.
2. Checklist to be reviewed.
3. Nine procedures have been reviewed.  14 procedures outstanding;

- Three require rebranding only
- Seven require rebranding and minor amendments
- Four require rebranding and rewriting.

At the time of this review testing confirmed the following:
Testing found current, comprehensive and revised procedural documents are now available to all HR staff.  The Payroll Officer is responsible for updating 
both electronic and hard copy documents.

The software supplier automatically updates changes in legislation, taxation and National Insurance (NI) rules to the payroll system (Sage).  Timetables 
are set, with only exceptional changes allowed to data affecting payroll after the 2nd of each month.  The timetable includes dates for submission for 
BACS payments and data required by HMRC.

Testing confirmed procedures are up to date, give clear instructions on completing payroll documentation, include timetables, deadlines and 
incorporate new or emerging legislation.

Recommendation:
No further action required.

P
age 103



Follow up Audit of Payroll

Copeland Borough Council Internal Audit Service Page 8
8

Audit Finding

(c) Payroll Deadlines and Instructions to Make Amendments
Procedure notes include a “Monthly Payroll Timetable”.  This details deadlines for the receipt of payroll information to enable timely and accurate salary 
payments and testing confirmed the procedural document was out of date.  Despite the communication of a submission timetable, payroll adjustments 
were received late and in some cases, required an additional payment after processing the BACS run.

●  Medium priority
AR-C&CR_058
Management should ensure that instructions to payroll for actions to be processed are communicated in accordance with the deadlines set out in the 
agreed guidance.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:

1. The second of the month deadline communicated and enforced.
2. Employee Action Form (EAF) implemented by end of February 2019.

At the time of this review testing confirmed the following:
Testing confirmed that with support of management, the Payroll Officer imposes, manages, monitors and adheres to a deadline of the second of each 
month for the receipt of changes to payroll.  There are exceptions, including HMRC tax code changes and the identification of incorrect pay calculations.  

Recommendation:
No further action required.

Audit Finding

(d) Payment of Deductions from Salaries to Third Parties
The Council is responsible for making accurate deductions and payment of tax and NI.  Failure to remit payments within HMRC deadlines incur financial 
penalties.  

P
age 104



Follow up Audit of Payroll

Copeland Borough Council Internal Audit Service Page 9
9

Internal Audit found payment of liabilities and late payment penalties made to HMRC prior to verifying the accuracy of the invoice.  Testing identified at 
least two payments had already been paid.  Following the audit finance and payroll contacted HMRC to question whether the Council owed these 
amounts.

The main HMRC tax account showed a credit balance but the Council could not verify whether this was an accurate reflection and if this was owing to 
overpayment of liabilities or if there were no further liabilities due and the transactions needed to be allocated by HMRC.

●  High priority
AR-C&CR_059

a) Management should ensure that adequate arrangements are in place for the accurate and complete payment of liabilities to third parties within 
agreed deadlines;

b) Requests for payment of liabilities should be investigated prior to payments being authorised to ensure that the liability is accurate and valid, 
reducing the possibility of incorrect payments being made;

c) Investigations between the payroll, the Elections and the main payroll HMRC tax account and the Council's FMS to establish the current position 
and determine whether any further payments are owed, or the possibility of overpayments having been made.

Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
HMRC Credit claimed.
Investigation complete.  Refund of contributions from HMRC requested 15.10.2018.

At the time of this review testing confirmed the following:
Revised procedures confirm the accuracy of third party deductions, with the exception of compulsory deductions.  Testing confirmed there is a 
secondary check prior to paying third party invoices.

The Council sends payroll data to HMRC on payday to ensure the final amount includes any possible changes.  Employer Payment Summary and data 
transfer reports each employee’s Tax and NI liabilities and determines the amount owed to HMRC at the end of each reporting period.

Payroll calculate tax and NI, for payments made to internal staff for elections, which is then added to the total paid through on each individual’s payroll 
records.  
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There is evidence that Finance are working with HMRC to manage current under and overpayments.  The Strategic Accountant requested a refund in 
October 2018, but this is still under investigation and the Payroll Officer has issued a further reminder in April 2019.

Recommendation:
No further action required.

Audit Finding

(e) Calculation of Statutory Deductions for Employees with Multiple Job Roles
A small number of employees had more than one job role in the Council, which were set up separately on payroll.  The Council calculated each job 
separately for tax and NI deductions.  In the cases above, Payroll took appropriate taxation action, however all pay for the same employer should be 
used to correctly calculate NI.  Testing confirmed that where an employee has more than one role with the Council, they have a separate payroll record 
and Payroll do not perform an aggregated NI contribution calculation.

●  Medium priority
AR-C&CR_060
Management should review the process of using separate payroll records where employees have more than one role with the Council, for the 
calculation and deduction of income tax and NI to ensure the correct amounts are deducted and paid to HMRC.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
Payroll records combined.

At the time of this review testing confirmed the following:
Testing confirmed that there is only one member of staff with more than one job role.  In this instance Payroll, record both jobs under a single pay 
reference and budget holder, but pay salaries in to separate accounts.  Therefore, all payments are subject to a single calculation for tax and NI.
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Internal Audit confirmed plans for a Payroll Officer and Democratic Services Manager review of payment processes for canvassers prior to any future 
payments.

Recommendation:
No further action required.
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Information - reliability and integrity of financial and operational information.

Audit Finding

(a) Authorised Signatories
The Council’s Financial Regulations states the Chief Finance Officer is to “ensure that the payroll provider is provided with signatures of personnel 
officers and officers authorised to sign timesheets and claims.”  There was evidence that the records were maintained in 2017 and 2018, however, the 
Payroll Officer is not been provided with this updated information.

 ●  Medium priority
AR-C&CR_061
Arrangements should be in place to ensure that the most update to date authorised signatory information is made available to the payroll department.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
Completed but needs updating again.

At the time of this review testing confirmed the following:
Finance are revising the signatory list completed in 2018 and testing confirmed this will provide:

 A hard copy of the official signatures;
 A spreadsheet confirming individuals spending limits; and
 The expenditure codes individuals can authorise.

Once finalised, the list will be copied to the Payroll Officer to ensure request for payment are properly authorised 

Recommendation:
Response on Pentana shown as 100% implemented on 17/07/2018 with the note “Arrangements put in place to share updates with Payroll”.   However, 
testing confirmed that the Payroll Officer has not had sight of the authorised signatories list and is awaiting the latest version due for issue in May 2019.

Internal Audit will adjust the recommendation to show as 50% implemented with a note to explain that this is the result of this review. 
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Audit Finding

(b) Variations to Payroll Data
A number of variations to payroll records made following verbal instructions not supported by written authorisation.  Testing found checks and 
reconciliations were ineffective leading to late implementation of Employers Pension rate changes, overpayments to leavers processed in the wrong 
period, errors in the calculation of childcare vouchers including reporting into the FMS, underpayment following salary changes, incorrect calculation of 
sickness absence and maternity payments.

Information relating to adjustments was not always readily available as records were not up to date, with a considerable amount of filing outstanding.

●  High priority
AR-C&CR_062

a) Arrangement should be in place to confirm the correct pension rates and charges applicable and that these are communicated accordingly within 
the appropriate timescales;

b) Amendments to payroll information must be made on an agreed format and appropriately authorised.  Instructions must not be actioned 
without the appropriate written authorisation by the relevant Manager or staff member;

c) Instructions received to make amendments to employee payments and deductions should be retained on the employee's payroll record for 
completeness and confirmation of receipt;

d) Arrangements should ensure that employees are made leavers in the correct periods and therefore cannot receive tax refunds or benefits after 
this time;

e) Arrangement should be made to ensure that the childcare voucher schedules have been accurately reconciled for each month to confirm 
whether the correct amounts have been deducted from employees and subsequently paid; and that this is within appropriate deadlines going 
forward

f) The childcare voucher provider should be contacted with any queries which arise from the reconciliation of the schedules where it is found that 
an under or overpayment has been made;

g) The details in the FMS should be checked and amended to ensure that the correct employees are reflected against deductions made.
h) Arrangements for the communication of changes to employee personal details should be reviewed to ensure that payroll receive the same 

information as HR without the employee needing to notify both sections;
i) Potential under /overpayments to employees which are identified during this review should be investigated and corrected where necessary ;
j) A review of the checks undertaken as verification of the accuracy of the calculations and information should be performed to ensure they are 

more robust to avoid errors and regular additional adjustments being performed.
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Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
1. Pension contribution information due in March 2019 and an annual basis thereafter.
2. Employee Action Form (EAF) implemented by end of February 2019.
3. Audit of pay rates complete.
4. Sample of calculations undertaken by HR Officer and Strategic Finance Account, selected randomly.
5. All other actions complete.
Noted as being 50% complete – outstanding action:

At the time of this review testing confirmed the following:
The Employers Pension Contribution taken from the Cumbria Local Government Pension Scheme documents and is recorded on Sage, which calculates 
the amount due for payment for Pensions on each pay run.

Testing confirmed files include documentation for changes and these were subject to email or written confirmation.  These included starters, leavers, 
childcare vouchers, agreement of deductions for overpayments.  Managers are required to report starters and leavers promptly to reduce the risk of 
incorrect payment.

The Payroll Officer completes monthly checklist that includes those deductions recorded on the accounts.    Audit review of the checklist and deduction 
files confirm they were accurate for January and February 2019.  The monthly checklist also identifies starters and leavers provided by HR.  Testing 
confirmed that, provided the Payroll Officer receives notice before the second of each month starters and leavers correctly amended on payroll.

Recommendation:
No further action required.

Audit Finding

(c) Recording of Sickness Information
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HR developed a spreadsheet to record and monitor employee absences, following the loss of the HR system through the cyberattack in August 2017.  HR 
use the spreadsheet to review employees who hit absence triggers for example referral to Occupational Health, but does not identify payment triggers.

The HR Officer (Payroll and Projects) confirmed that there is currently no other system to monitor sickness absence for payroll purposes.

●  Medium priority
AR-C&CR_063
Adequate arrangements should be in place to record and monitor sickness absence information ensuring the accurate payment of sick pay.
Fully Implemented 

Outcome from follow up:
The Management response and update statement states that:
1. The HR Officer updates sickness spreadsheet with Line Managers are a regular basis.  This is a manual workaround pending the introduction of a new 

computerised system.
2. Supplier selection for a replacement currently underway.  Replacement system due to be selected by end of March and ETA for deployment is June 

2019.

At the time of this review testing confirmed the following:
Testing confirmed the HR spreadsheet records all reported staff sickness and trigger dates for both HR and Payroll.    HR pass information related to 
absences to Payroll when staff approach trigger dates, to ensure correct calculation of payroll.
The Payroll Officer confirmed Sage does not allow trigger points to be set, so until the introduction of a new HRIS package, the Council is reliant on this 
process.  Testing confirmed the accuracy of the information on the spreadsheet and that HR reports sickness information to the Payroll Officer for 
action.

Recommendation:
No further action required.

Audit Finding

(d) Monthly Payroll Reconciliations
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Monthly payroll reports produced once all information entered onto the payroll system.  The information used to reconcile and authorise the third-party 
payments.  Testing confirmed there were outstanding queries on the accuracy of the reports and payments meant reconciliations were not completed.

It was not possible to confirm when and who checked the month-end reconciliation reports, as they were unsigned.  Finance are required to undertake a 
monthly, sample based payroll check.  Testing confirmed the payroll selected the sample, not Finance.

●  High priority 
AR-C&CR_064
a) Accurate monthly reconciliation documentation should be easily accessible to enable validation of payroll information;
b) A review of the processes to check and verify the accuracy of the payroll including employee headcount should be undertaken to ensure they are 

adequate, complete, and robust to reduce the margin for errors as well as any required sample selection being independent
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
1. One Master record now in place;
2. Checklist processes reviewed and amended.

At the time of this review testing confirmed the following:
The Payroll Officer uses a spreadsheet to reconcile Pay As You Earn (PAYE), used as part of the monthly reconciliation process.  Testing identified minor 
errors with the original spreadsheet, which were quickly rectified.  Evidence on file confirms updated Finance Officer checks now applied with the 
Strategic Finance Accountant selecting a random sample of payroll entries, checked back to HR documents.  The Payroll Officer retains a monthly file of 
changes agreed and supporting documents. Payroll supported by HR, which send copies of all starter and leaver information.  Original documents 
retained by HR, on personal files.

Audit reviewed a sample of the Payroll checklists and found they were correctly authorised. There is a check of the number of staff paid, compared to 
previous months, taking account of reported starters and leavers.  Testing reviewed signed checklists for the three months up to March 2019.
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Recommendation:
No further action required.

Audit Finding

(e) Reconciliation of Payroll Information to the FMS
The Payroll Officer creates a monthly file, which includes all payroll information.  This is loaded onto the Council's FMS to allow the Finance department 
to undertake monthly reconciliations.

However, the Finance department have not been able to complete these reconciliations since April 2017, as there are outstanding queries, which relate 
back to 2016.

●  High priority 
AR-C&CR_065
Arrangements should be made to enable the reconciliations of the payroll information to FMS to be brought up to date ensuring all queries are 
responded to in an appropriate timescale.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
2017/18 up to date and working on 2018/19;
Outstanding queries and reconciliations resolved.

At the time of this review testing confirmed the following:
The Payroll Officer and Strategic Finance Accountant provided evidence that the 2017/2018 reconciliations are fully complete and this information is in 
the Annual Statement of Accounts, however, reconciliation from April 2018 is incomplete.
There is evidence that the Payroll Officer is working to balance payroll data for 2018/ 2019, but full reconciliation is still outstanding.  Payroll has 
supplied the net balances, currently being prepared for reconciliation.

Testing confirmed that checks are in progress, with any Journals and accounting action referred to Finance.
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Recommendation:
The timetable for payroll reconciliation should ensure completion to reduce the risk of possible delays to the completion of the 2018/2019 statement of 
accounts.

Internal Audit will adjust the recommendation to show as 50% implemented with a note to explain that this is the result of this review.
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5.4 Security - safeguarding of assets.

Audit Finding

(a) Access to the Payroll System
Access to the Payroll system is authorised by the HR Officer (Payroll and Projects).  The system has the facility to give different levels of access rights 
including administrator, general user access and read only.

Audit was unable to gain read only access and was granted full system access.  This would have allowed audit to make changes to changes live data.  
Testing confirmed all users had the same administrator rights.

●  High priority 
AR-C&CR_066
a) Access rights and permissions should be reviewed to ensure they are appropriate and give adequate separation of duties;
b) Arrangements should be made to ensure that appropriate levels of access can be set up on the payroll system to prevent unauthorised amendments;
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
No comment received.

At the time of this review testing confirmed the following:
Access to Sage is subject to two-way verification.  This involves the IT Team adding users to the Remote Desktop Service Profile (RDP) then the Payroll 
Officer (system administrator) allocates user access to the individual on the Sage software package.  The software supplier confirmed all users required 
access Level 9.  This provides a list of functions and the system administrator is required to deselect inappropriate tasks.  Testing confirmed that the 
System Administrator has set up a specific read only Audit Profile.

Provided IT give RDP access, unexpected loss of the Payroll Officer should not affect payroll operations.

Recommendation:
No further action required.
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Audit Finding

(b) Inadequate Contingency Arrangements
The payroll department's business continuity plan dated August 2016, with a review date of August 2017.  There was one full time member of staff, with 
no one else able to process the payroll in their absence.  Discussions confirmed that HR intended to train the Apprentice to enable them to be able to 
assist.  Mitigating actions will be required to ensure there is no conflict of duties and there is proper separation of duties.

●  High priority
AR-C&CR_067
a) The staffing arrangements should be reviewed to ensure that they are adequate to enable the payroll to be accurately and completely delivered, 

ensuring appropriate separation of duties is maintained;
b) The business continuity arrangements for the payroll department should be reviewed, documented and monitored to ensure the arrangements are 

adequate to provide sufficient resilience.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:

1. The HR Officer provides resilience in the absence of the payroll officer in addition to basic processing activities being available via the Apprentice.
2. The transfer of transactional payroll to the Finance Team expected by March 2020.

At the time of this review testing confirmed the following:
The HR Manager confirmed that despite the recruitment of a qualified Payroll Officer, updating guidance and identifying alternative cover for the role, 
the business continuity plan has not been updated.  The Payroll Officer confirmed there are three officer profiles; with appropriate access-rights are 
available on Sage.  Guidance notes have been produced and checked during the audit and should provide sufficient information to allow a second officer 
to follow the procedures.

However, the Business Continuity Plan requires review, revision and communication, especially as the current plan is for Payroll to come under the remit 
of the Chief Finance Officer.

Recommendation:
Changes to the payroll process, by introducing a trained officer and updating the guidance goes a long way to responding to the recommendation.  
However, the business continuity arrangements need updating and to be documented.
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Internal Audit will adjust the recommendation to show as 50% implemented with a note to explain that this is the result of this review.
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the system 
objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses were 
identified.

Recommendations, if any, are of an advisory nature in context of the systems 
and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should ensure 
that system objectives are generally achieved, but some issues have been 
raised which may result in a degree of risk exposure beyond that which is 
considered acceptable.

Generally good systems of internal control are found to be in place but there 
are some areas where controls are not effectively applied and/or not 
sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system objectives is 
not sufficient. Some areas are satisfactory but there are an unacceptable 
number of weaknesses which have been identified and the level of non-
compliance and / or weaknesses in the system of internal control puts the 
system objectives at risk.

There is an unsatisfactory level of internal control in place as controls are not 
being operated effectively and consistently; this is likely to be evidenced by a 
significant level of error being identified. 

Recommendations may include high and medium priority matters for address.

Limited / None Fundamental weaknesses have been identified in the system of internal 
control resulting in the control environment being unacceptably weak and 
this exposes the system objectives to an unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system open 
to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include high 
priority matters for address. Some medium priority matters may also be 
present.
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Grading of Audit Recommendations
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 
of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control
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Internal Audit – National Non-Domestic Rates

Appendix A-2

1. Background

1.1. This report summarises the findings from the audit of National Non-Domestic Rates (NNDR). This was a planned audit assignment undertaken in 
accordance with the 2018/19 Audit Plan. 

1.2. The NNDR system is one of the key systems covered in the Audit Plan on a cyclical, triennial basis. The audit review of the NNDR system 
incorporated an evaluation of management controls to provide assurance on the arrangements for governance, risk management and internal 
control.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Julie 
Betteridge (Executive Director of Operations) and the agreed scope of the audit was to provide assurance over management’s arrangements for 
governance, risk management and internal control in the following areas:

 Valuation – New & Amended Properties, Notifications to the Valuation Office, Valuation Office Listings, Reconciliations & Checks;

 Billing – Issuing of Demands, Calculations & Payments, Revisions & Suppressions, and Reconciliations;

 Recovery & Enforcement – Recovery Action, Bailiff Action, Suppressions, Write Offs; 
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 Procedures - Procedures are documented and management ensure these are up to date, reflect any statutory requirements and are 
communicated effectively to staff;

 Liability – Determination of Liability, Amendments to Liability, Reliefs & Exemptions, Reconciliations & Checks;

 Collections & Refunds – Income Collection, Credits & Refunds, Checks & Reconciliations;

 Performance monitoring; 

 Previous Audit recommendations.

2.2.2. There were no instances where the audit work was impaired by the availability of information.

2.2.3. Overdue audit recommendation AR-C&CS_035 “Formal agreements are put in place to clarify the provision of ‘Systems and Support for Localised 
Revenues and Benefits Services’ and the ‘I.T. Shared Service’ with Carlisle City Council” (Revenues and Benefits Service 2016/17 audit, which had 
an agreed implementation date of 31/03/17) shows on Pentana Risk as 95% implemented. The latest note was added on 25/03/19 “Reviewed 20 
March 2019. No change. Still awaiting final checking from Carlisle City Council.”  Overdue audit recommendations are monitored quarterly by the 
Audit Committee.

2.2.4. NNDR refunds are recorded on the Total Finance financial management system using cost centre 09511 ‘NNDR Refunds’ and expenditure detail 
code 1150 ‘Hsg Benefit Payments’. The narrative description for this detail code is misleading, as it does not have any link to Housing Benefit.  
The detail code has been in use since 2007 and is used for several other cost centres (Council Tax Refund, Cumbria County Council, NNDR Pool 
Contribution and NNDR Cumbria County).  If the narrative was amended to a more generic description, there are possible impacts on its historical 
use and whether the narrative would then make sense historically.  Setting up new detail codes would help to resolve the issue but this would 
have a direct impact on the current interface between Academy and Total Finance.  Careful consideration is required regarding the impacts prior 
to making any changes.  Internal Audit have previously raised a medium priority recommendation during the Main Accounting System 2018/19 
audit - AR-F&MIS_368 “The Total Finance cost centre and detail code structure should be subject to periodic review.” This has an implementation 
target date of 31/03/20. Internal Audit suggest that the use and narrative description of the 1150 ‘Hsg Benefit Payments’ detail code is included 
in that review.
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3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within NNDR provide Reasonable 
assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There is 1 audit recommendation arising from this audit review and this can be summarised as follows:

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved - - -

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.1) - 1 -

3. Information - reliability and integrity of financial and operational information - - -
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Regular monitoring and reporting of collection rates;

 The NNDR Office Procedure Manual is regularly reviewed to ensure it reflects current practices;

 The Discretionary Rate Relief policy has been reviewed and approved by the Executive and Full Council;

 Agreed Revenues and Benefits Service Plan includes appropriate risks and performance targets. Performance against targets are regularly 
monitored by Management;

 Annual billing process ensures the issue of Demand Notices to all applicable accounts;

 A Debt Recovery Policy and a Recovery Timetable are in place. Sample testing has confirmed that reminders are issued for outstanding debts 
and appropriate recovery action is taken whenever it is economic to do so;

 NNDR Suspense Account is reviewed and cleared regularly;

 Sample testing has confirmed that mandatory and discretionary reliefs are correctly awarded;

 The Valuation Office Agency schedule of changes is checked and regularly updated;

 Reconciliations are regularly undertaken of NNDR income and refunds to the Council’s main financial system; and

 Sample testing has confirmed that refunds have been appropriately authorised.

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 No issues identified.

4. Security - safeguarding of assets - - -

5. Value - effectiveness and efficiency of operations and programmes - - -

Total Number of Recommendations - 1 -
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4.4.2. Medium priority issues:
 Sample testing of write offs found that the Proposal to Write Off a Debt forms had not been signed by the Revenues Team Leader as having 

been individually reviewed and approved in 10/12 cases.

4.4.3. Advisory issues:
 No issues identified.

Comment from the Executive Director of Operations
The internal audit has identified the many strengths of our NNDR service with one medium priority issue which has been addressed quickly. 
The procedure for writing off debts is consistently used with the necessary reviews and separations of quality assurance is in place. Final 
checking is a key part of the process and is undertaken consistently. The audit highlighted linked audit actions on shared contract service with 
our partners of Allerdale and Carlisle Councils. We are reviewing our joint working to inform future arrangements and within this the contract 
and data sharing agreements have been operating effectively. 
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5. Matters Arising / Agreed Action Plan

5.1. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Authorisation of Write Offs
The Council’s Financial Regulations and Finance Procedure Rules state 4.21 (g):

 Appropriate debt write-off action is taken within defined timescales. The relevant Chief Officer 
agreement of all write offs is required before formal agreement of write offs is obtained in 
accordance with the following approval limits:

 To £50,000 and unlimited in respect of bankruptcies – Chief Finance Officer as Section 151 
Officer; 

 Over £50,000 – the Executive.

NNDR Revenue Officers complete a proposed write off form, with supporting evidence, for the 
review and approval of the Revenues Team Leader. Sample testing of 12 write offs found:

 Each had a Proposal to Write Off a Debt form;

 In each case evidence supported the reason of the write off;
However, 10/12 forms had not been signed by the Revenues Team Leader as having been 
individually reviewed and approved.

The Authorisation of Business Rates Write Offs form, summarising the overall number and total 
value of the proposed write offs, had been signed as authorised by the Revenues Team Leader and 

Agreed management action: 
The Revenues Team Leader considers the reasons 
for the write off, prior to obtaining authorisation. 
The Revenues Team leader also writes the debt off 
from the system. It is accepted that there were a 
small number of cases where the Proposal to Write 
Off a Debt form was not signed by the Revenues 
Team Leader, however each case had been 
individually reviewed and approved prior to write 
off. It is not possible not to do so, as the Revenues 
Team Leader removes the debt from the system. 
The signature on the form is missing from the cases 
as identified during the Audit. 

This will not be repeated for future write offs.
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the Chief Finance Officer.  However, there is no evidence that the individual write offs have been 
reviewed to ensure that the proposal was the most appropriate action or whether further recovery 
options remained.

Proposal to Write Off a Debt forms, totalling £4,903.59, were held on file awaiting review and 
authorisation.  However, there have not been any further write offs authorised in quarter four 
because of main billing and amendments to the relief scheme.  The debt recovery policy states 
that write offs should be considered quarterly and the Revenues Team Leader has stated that 
these will be reviewed during quarter one. 

It has been identified during the Sundry Debtors Follow Up audit that there remained an issue with 
write offs not being reported to the Executive, as required by the Financial Regulations (4.31 “To 
report all write-offs on a quarterly basis to the executive for information”) and this has been raised 
in the course of that audit.

Recommendation 1:
Proposed write offs should be individually reviewed and authorised as confirmation that the write 
off was the most appropriate action.

Risk exposure if not addressed:

 Individual debts are written off when further recovery action could have been possible;

 The write off of debts does not follow the approved Council policy.

Responsible manager for implementing: 
Revenues Team Leader
Date to be implemented:
Implemented with immediate effect
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Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.
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1. Background

1.1. This report summarises the findings from the audit of Corporate Governance. This was a planned audit assignment which was undertaken in 
accordance with the 2018/19 Audit Plan.

1.2. Corporate Governance is one of the key systems covered in the Audit Plan on a cyclical, triennial basis.  Governance processes are interwoven 
into the culture and activities of the Council and help identify and manage possible future corporate governance failures.  Governance does not 
exist as a set of distinct and separate processes and structures.  Rather, there are relationships among governance, risk management, and 
internal controls.  Effective governance activities consider risk when setting strategy.

1.3. The last Corporate Governance report was issued in March 2016, providing a reasonable assurance.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was the Head 
of Governance and Commercial (Monitoring Officer) and the agreed scope of the audit was to provide assurance over management’s 
arrangements for governance, risk management and internal control in the following areas:
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 Review the arrangements in place to ensure compliance with the requirements of the Copeland Local Code of Corporate Governance;

 Compliance with Financial Regulations;

 The arrangements for the co-ordination and completion of the Annual Governance Statement (AGS);

 Review the arrangements in place to monitor the implementation of the AGS Action Plan.

There were no instances whereby the audit work undertaken was impaired by the availability of information.

Assurance Opinion

3. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 
for each level is explained in Appendix A.

3.1. From the areas examined and tested as part of this audit review, we consider the current controls operating within Corporate Governance 
provide Reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are four audit recommendations are arising from this audit review and these can be summarised as follows:
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Managers are required to complete an Annual Governance System (AGS) survey that is based on the Chartered Institute of Public Finance and 

Accountancy (CIPFA) principles;

 Timetables are set for receipt of information required to enable timely completion of the AGS;

 Procedures ensure appropriate challenge and quality assurance of the AGS;

 The AGS was submitted to External Audit alongside the Statement of Accounts;
 There is evidence that Corporate Leadership Team and the Leadership Management Group review progress against the Action Plans;
 Management statements confirmed governance controls had operated during the year; and
 IT systems are backed-up to ensure availability of data.

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - 1 -

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) -
1

-

3. Information - reliability and integrity of financial and operational information (see section 5.3) - 1 -

4. Security - safeguarding of assets (see section 5.4) - 1 -

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) - - -

6. Other considerations from previous audits (see section 5.6)
- Implementation of previous recommendations/impact of outstanding recommendations.
- Other matter(s) for report delete if not required

- - -

Total Number of Recommendations 0 4 0
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4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 No issues identified.

4.4.2. Medium priority issues:

 The Council has a Local Code of Corporate Governance as required by the CIPFA and the Society of Local Authority Chief Executives (SOLACE).  
This has not been subject to an annual review as noted in the Code;

 The Council needs to identify an individual or team with responsibility for updating and communicating the Local Code;

 That appropriate action is taken to clear all Annual Governance Statement (AGS), Internal and External Audit recommendations;

 Objectives and performance indicators input to Pentana are updated to support the information provided for the AGS.

4.4.3. Advisory issues:
 No issues identified.

Comment from the Chief Executive
Audit welcomed in support of measures taken post cyberattack to strengthen the “Corporate Core”, recommendations welcomed.
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Matters Arising / Agreed Action Plan

4.5. Management - achievement of the organisation’s strategic objectives.
● Medium priority

Audit finding Management response

(a) The Code of corporate governance not aligned to best practice agreed with CIPFA.
In 2016 the Chartered Institute of Public Finance and Accountancy (CIPFA) and the Society of Local 
Authority Chief Executives (SOLACE) produced guidance on ‘Delivering Good Governance in Local 
Government.  Within this it identifies that each Council is responsible for producing and updating a 
Local Code of Corporate Governance (Local Code).  In response the Council produced a Local Code, 
which was formally agreed in November 2017.

There have been no changes to CIPFA requirements since the Local Code was produced.  Managers 
completed a questionnaire based on the principles identified in the original document for the 
2017/18 Annual Governance Statement (AGS).

The Local Code states it should be subject to an annual review as part of the process to produce 
the AGS.  Testing confirmed the document includes out of date information that needs amending 
and is not available on the Intranet.

Recommendation 1:
The Local Code of Corporate Governance is revised to take account of changes to roles, 
responsibilities and to ensure it is in-line with CIPFA reporting requirements.

Agreed management action: 
With the change in personnel, periods of maternity 
leave and long term sick within Governance teams 
and revisions to Corporate team structures, as a 
new policy the annual revision has been 
overlooked.
Having cognisance of the policy, the required 
review can be swiftly done and approved.

Risk exposure if not addressed:

 Inappropriate governance assurances as Local code of corporate governance is out of date;

Responsible manager for implementing: 
Head of Governance
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 Changes to CIPFA reporting requirements are missed;

 Inappropriate AGS response reported.

Date to be implemented:
Sept /2019
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4.6. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Communication policy agreed to ensure action taken related to any changes.

The Local Code confirms the fundamental principles of governance and that compliance should be 
publicly reported. To enable this the Council demonstrates that its governance structures comply 
with the core and sub-principles contained in the CIPFA Framework.

To ensure the Local Code remains relevant the Council should identify a manager to update local 
code in line with changes made by CIPFA.  Interviews confirmed there is no individual within the 
Council with this responsibility.  There is no evidence that the policy has been communicated as it 
is not available on the Intranet.  However, following presentation to the Audit and Governance 
Committee in November 2017 it is available on the Internet.

Recommendation 2:
Roles and responsibilities with regard to the Local Code, ensuring compliance with the CIPFA 
Framework and completion of the AGS are clearly defined and communicated.

Agreed management action: 
Responsibilities and roles will be revisited to 
ensure this action is assigned appropriately and 
there is clear ownership and understanding of 
required outcomes.

Risk exposure if not addressed:

 The AGS is not in line with current CIPFA requirements as changes are not communicated or 
made to the Local Code;

 Roles and responsibilities for managing individual governance risks are not clearly allocated;

 Local Code is out of date.

Responsible manager for implementing: 
Head of Gov/Performance and Risk Manager
Date to be implemented:
Sept/2019
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4.7. Security - safeguarding of assets. 
● Medium priority

Audit finding Management response

(a) Management review of internal and external audit recommendations.
Internal and External Audit reports include recommendations related to potential risk and control 
weaknesses.  There has been a history of slow response to the recommendations.  Testing 
confirmed that this is being managed by Corporate Leadership Team and the Leadership 
Management Group that update and follow up outstanding actions.

The AGS includes an Action Plan that incorporates recommendations and activities required to 
confirm implementation.  Our comparison between this and the previous year action plan 
identified four outstanding recommendations that are subject to scrutiny.

Internal Audit can confirm that reports related to recommendations are issued quarterly to the 
Audit Committee and monthly to CLT.

As at 3rd June 2019 there were 45 overdue high and Medium Priority recommendations.  Internal 
Audit reported that all of the recommendations have been subject to review in 2019, but for 
March and April 2019 only one overdue recommendation has been cleared.

Testing confirmed that 10 of the recommendations only became overdue in 2019.  However, the 
remaining outstanding recommendations went back as far as October 2016.

Recommendation 3:
That all Audit and AGS recommendations are followed up promptly, corrective action is taken and 
that the recommendation database is amended as appropriate.

Agreed management action: 
Audit recommendations are reviewed regularly by 
LMG and CLT and best endeavours are made 
monthly to report progress and report an outcome 
as being closed.  
Due to an exceptional set of circumstances 
following the cyber attack, many of the LMG have 
had additional pressures and responsibilities which 
all involve time and resource implications.  
In addition, some of the recs are unable to be 
progressed due to still being in recovery stage and 
IT not being the enabler that we would wish it to 
be.

There is agreement with the audit rec, and there is 
a CLT desire that momentum continues on all of 
the outstanding audit recs to move them to closed 
status as soon as is practicably possible.

It is intended to review in particular some of the 
older recs with service managers to consider their 
continued relevance to the organisation.
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Risk exposure if not addressed:

 That risk exposure identified becomes an issue;

 Reputational damage if risk materialises;

 Improved governance arrangements not identified and exploited;

 Audit Committee is unaware of outstanding actions relating to the AGS Action Plan.

Responsible manager for implementing: 
Head of Gov
Date to be implemented:
Nov /2019
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4.8. Value - effectiveness and efficiency of operations and programmes. 
● Medium priority

Audit finding Management response

(a) Inefficient and unreliable information used for the annual governance statement.
Managers are required to produce an Annual Service Plan, which include service objectives that 
link to Key Performance Indicators (KPI).  The plans are retained on Pentana, which issues regular 
reminders when follow up action is requited.

Service Plans are regular agenda items for discussion at both Corporate and Leadership 
Management Team meetings, where managers are reminded that they are responsible for keeping 
information up to date. 

Our review of the information on Pentana identified that managers were not regularly updating 
service objectives that feed in to KPI.  Of the 18 Service Plans recorded on the system, 16 were 
recorded as requiring action and were noted as being overdue.  However, there was evidence on 
seven (of the remaining 16) Service Plans that the relevant manager had reviewed progress in the 
previous quarter.

The information provided by managers is not fully supported by the information available on the 
Performance Management system.

Recommendation 4:
Checks are carried out to ensure all objectives and performance indicators are updated to support 
the information provided for the Annual Governance Statement.

Agreed management action: 
As the audit findings are a snapshot in time, there 
can be distortions in the presented findings due to 
when updates are made.

CLT and Head of Gov, assisted by Performance and 
Risk manager will ensure that service managers are 
reminded on a monthly basis that a review also 
requires an update comment is made to reflect 
this, mindful that a review can also mean no 
change – this also has to be notated.

Risk exposure if not addressed:

 CBC reports achievement of objectives without fully supportive information.

Responsible manager for implementing: 
Performance and Risk Manager
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Date to be implemented:
Aug /2019
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Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.

P
age 143



T
his page is intentionally left blank



Internal Audit – Information Governance

Appendix A-4

1. Background

1.1. This report summarises the findings from the audit of Information Governance.  This was a planned audit assignment undertaken in accordance 
with the 2019/20 Audit Plan. 

1.2. Information Governance is important to the organisation because effective arrangements protect information from a wide range of threats, in 
order to ensure business continuity and minimise business damage.  The preservation of the confidentiality, integrity and availability of 
information is, therefore, essential to the Council, as risks around breaches of information legislation include reputational damage and potential 
financial penalties.

1.3. The review assessed whether the Council has adequate and effective arrangements in place to manage information, safeguard personal data and 
store and retain information appropriately in line with legislation and business need.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations
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2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Sarah 
Pemberton (Head of Governance & Commercial (Monitoring Officer) and the agreed scope of the audit was to provide assurance over 
management’s arrangements for governance, risk management and internal control in the following areas:

 Council compliance with information legislation, standards and codes of practice;

 Council policies, procedures and guidance and availability to Council staff; and
 Security of records, data and supporting documentation (physical and digital records).

2.2.2.  There were no instances whereby the audit work undertaken was impaired by the availability of information

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied.  The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Information Governance 
provide Partial assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are 12 audit recommendations are arising from this audit review and these can be summarised as follows:
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Mandatory General Data Protection Regulations/ Data Protection training is given to all staff;

 The Council’s Privacy Statement is published on the Copeland Borough Council website;

 Digital records subject to regular back up;

 Employees’ Code of Conduct and Confidentiality Statement sets out what staff can and cannot do with the personal data to which they have 
access; and

 Subject Access Requests examined were tracked and monitored.

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) 0 2 0

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) 2 1 0

3. Information - reliability and integrity of financial and operational information (see section 5.3) 1 1 2

4. Security - safeguarding of assets (see section 5.4) 1 2 0

5. Value - effectiveness and efficiency of operations and programmes (see section 5.5) 0 0 0

6. Other considerations from previous audits (see section 5.6)
- Implementation of previous recommendations/impact of outstanding recommendations.
- Other matter(s) for report delete if not required

- - -

Total Number of Recommendations 4 6 2
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4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 Policies and procedures should be published on the intranet and the search mechanisms be improved so that they are easily accessible to all 

staff;

 A policy and guidance is required for staff dealing with information security breaches;

 A draft Records Management Procedure was produced in May 2016, however, it has not been approved; and

 A Central Register of Information Sharing Agreements between departments and/or external organisations is produced.

4.4.2. Medium priority issues:
 The Draft Records Retention and Disposal policy should be updated and approved before being implemented;

 A Records Management procedure covering the whole lifespan of records should be put in place;

 Policy owners should be  reminded of the status of policies and procedures for which they are responsible to ensure that they are updated 
when they are due for review;

 A register is created listing all systems and  their authorised users together with access/permission levels that have been granted;

 A training programme is provided for key employees responsible for processing subject access and third party requests for personal data; and

 The Document Retention Policy should be approved and authorised and reviewed annually by the Data Protection Officer to ensure Value for 
Money.

4.4.3. Advisory issues:
 Records should be maintained of documents that have been destroyed, sufficient details should be recorded to enable identification of which 

records have been destroyed; and

 Managers should be reminded of the requirement to reappraise the contents of archive boxes whenever appraisal/destruction dates are 
reached.
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Comment from the Chief Executive
This is really an important part of Council Governance and I am disappointed that in several instances Audit has failed to recognise the 
considerable work done in this regard.  That said I am pleased that we have been able to confidently address many issues as being addressed 
and know with the return of our officer in the coming months that progress will be made.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
 ● Medium priority  

Audit finding Management response

(a) Clear policies are in place for Corporate Information Security/Records Management
Although there is a Draft Records Retention and Disposal policy, dated August 2016, it has not 
been formally approved and communicated.  There is also working copy of a document retention 
schedule, which details retention periods for various documents by department.  However, there 
was no evidence that this had been ratified.

This issue was raised in the Information Security and Records Management report issued in July 
2015 - Recommendation – AR-C_093

Recommendation 1:
1. The Records Retention and Disposal policy should be reviewed and updated prior to approval;
2. Review the Document Retention Schedule prior to being made available to all staff responsible 

for document retention / disposal.

Agreed management action: 
These will be reviewed and updated by the new 
DPO on return with new manager roles and 
responsibilities.  
It will then go for approval and sent to Comms for 
publishing on intranet.

Risk exposure if not addressed:

 Documents could be retained for longer than required (potentially being in breach of Data 
Protection legislation);

 Staff are unaware of the policy  and do not comply with any stipulated requirements.

Responsible manager for implementing: 
Data Protection Officer (DPO)
Date to be implemented:
Dec/2019
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  ● Medium priority  

Audit finding Management response

(b) There are no clear lines of responsibility for records held in the CBC archive, review of data 
retention and disposal.

Individual departmental managers are responsible for any documents sent to the archive.  
Following testing, it was confirmed that once paper documents are archived, there is no review to 
confirm disposal action is taken.

Inform Consult were commissioned to review information governance and GDPR readiness.  They 
issued a report in April 2018, noting 203 of 402 (50%) information assets were (at least in part) 
paper based.

Information provided during the audit indicated archive boxes have no destruction date or are 
annotated ‘never destroy’.

Recommendation 2:
Records Management procedure should be put in place covering the complete lifecycle of records 
and include:

 Allocation of responsibilities;

 Retention and updating records of what is stored in the archive;

 Guidance for staff and be subject to regular reviewed.

Agreed management action: 
The Inform Consult extraction comment is out of 
date.  There are now 430 assets which are 
electronically held on Sharepoint.

There is an archive log which clearly states who 
owner is and where responsibility lies.
Majority of archived records do have destruction 
dates, a minority state “do not destroy”, which is 
different to saying have nothing stated on them.

On the archive log there is a facility to record 
destruction of records details.

Owners of information need to be asked to update 
records in archive.  Managers need to take 
responsibility.  Can cover this off with a blanket 
email to all managers asking to review their 
archiving.

Action: review and refresh off the archive log 
which will be done on a systematic basis with 
engagement from each department
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Risk exposure if not addressed:

 Filing systems are inefficient and are not regularly reviewed, resulting in information not being 
quickly and easily retrievable;

 Records are not correctly classified and so not managed correctly;

 It may not be possible to know what documents are kept in the archive if there are no records 
of what has been deposited;

 Documents may be retained unnecessarily.

Responsible manager for implementing: 
DPO 
Date to be implemented:
Dec/2019
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
  ● Medium priority  

Audit finding Management response

(a) Policies and procedures are not updated on a regular basis.
The aim of the Council is that only current policies and procedures should are published on the 
intranet.  The Policy Officer is reviewing all policies and procedures to ensure that they are up to 
date and to identify their ownership and status.

The Policy Officer confirmed there are multiple versions of policies and procedures where 
currently it is not possible to identify the owner.

Recommendation 3:
Policy owners should be made aware of the status of policies and procedures for which they are 
responsible to ensure they are updated on a regular basis

Agreed management action: 
Recruited a new Policy Officer in 2018 – this falls 
within her remit.

The officer is working with all managers to update 
master spreadsheet with all current policies and 
procedures with a noted date for periodic review.

Risk exposure if not addressed:

 Staff are unaware of the policies and so do not comply with any stipulated requirements;

 Publication and use of policies and procedures, which are out of date or no longer relevant;

 Policies no longer reflect current working practices.

Responsible manager for implementing: 
Policy Officer
Date to be implemented:
Mar/2020
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 ● High priority  

Audit finding Management response

(b) Policies procedures and guidance readily available to staff.
All current policies and procedures should be available on the intranet.  However, there are 
difficulties with the search mechanisms on the intranet despite there being an Information 
Management landing site it is not easy to search for and find information.

Recommendation 4:
The Information Management landing site on the intranet should be re-designed to make 
searching for and accessing policies and procedures easier.

Agreed management action: 
This is a Comms responsibility for publishing on the 
intranet.   However, search on information 
governance on intranet does not return required 
document, or, things cannot be found.  
This is an IT issue and audit rec will be passed to IT 
manager.

Disagree with priority setting and finding as part of 
this audit. 
This issues stated in (b) are already well 
documented as part of IT website project.  

Risk exposure if not addressed:

 Staff may not be aware of the existence of policies and procedures which affect them and their 
work.

Responsible manager for implementing: 
ICT Manager
Date to be implemented:
Dec/20109
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● High priority  

Audit finding Management response

(c) There is no policy or guidance on dealing with information security breaches.
Although a record of data breaches is maintained, no written procedure regarding the reporting of 
breaches has been published.  The Deputy Community Services Manager (previously Governance & 
Data Protection Officer) drafted a data breach process.  However, this has not been approved and 
communicated.

Recommendation 5:
Approve and publish the data breach process on the Intranet, to ensure staff are aware of its 
existence and know what they have to do in the event of a potential data breach.

Agreed management action: 
Contrary to audit finding, there is a Data Breach 
Process i.e. guidance for reporting which runs to 4 
pages.

This is not a form for publication on the intranet, 
the policy is to contact the DPO who will deal with 
the breach.

There is also an internal data breach register – this 
has limited access by DPO as it is a controlled 
document.

In terms of staff awareness, this is covered during  
GDPR training which all staff have undergone.

Action – a redacted version of the Data Breach 
Process already in existence will be passed to 
Comms for circulation to all staff.

Risk exposure if not addressed:

 Staff are unaware of the policy and so do not comply with any of the stipulated requirements.

 Incidents of possible security breaches are not dealt with effectively because of the absence of 

Responsible manager for implementing: 
DPO
Date to be implemented: 
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clear lines of responsibility.

 Employees are not clear of their individual responsibilities.

 Increased likelihood of penalties being imposed.

August/2019
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5.3. Information - reliability and integrity of financial and operational information.

 ● High priority  

Audit finding Management response

(a) Records Management Procedures
A draft Records Management Procedure was produced in May 2016, however, it has not been 
approved. 

The Records Management procedures do not presently cover records:

 Received / held;

 Moved;

 Information captured; and

 Records retrieved and retained (i.e. the complete records lifecycle).

It is not possible to identify the whereabouts of individual records due to the large volume of 
records retained.

 The records management procedures state that it is subject to annual review and an audit of 
compliance should be carried out every 2 years there was no evidence of either having been done.

Raised in:
The Information Security and Records Management report issued in July 2015 - Recommendation 
– AR-C_095; and
The Information Security and Records Management report issued in July 2015 - Recommendation 
– AR-C_094.

Agreed management action: 
Contrary to audit finding there is an Information 
Management Strategy 2016-18.

Action: strategy to be reviewed, approved and 
published on the intranet.
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Recommendation 6:
The draft Records Management Procedure should be reviewed and updated if necessary prior to 
being authorised and published.  Following approval and authorisation it should be subject to 
regular review by the Data Protection Officer.

Risk exposure if not addressed:

 Records are not correctly classified and so not are not managed correctly;

 Records Management arrangements are inefficient and do not demonstrate value for money;

 Day to day security responsibilities are not covered;

 Information, data and supporting documentation are not held securely or kept in an 
appropriate condition resulting in damage to individual records.

 Storage of excessive data with consequent costs of storage;

 If retention arrangements are not reviewed documents may be held for longer than necessary.

Responsible manager for implementing: 
DPO/Head of Gov
Date to be implemented:
Dec/2019

 ● Medium priority  

Audit finding Management response

(b) Corporate and departmental record retention schedules identify what records should be 
retained and for how long. 

As already noted there is a draft retention schedule, listing retention periods for documents and 
records by individual department.  However, it has not been possible to ascertain when it was 
produced or last reviewed.

Records should be reviewed and disposed of in accordance with the relevant retention schedules 

Agreed management action: 
There is a draft schedule already in existence.

Action: this needs to be reviewed, refreshed, 
approved and published.
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but staff may not be aware of the timescales for keeping documents and records.

Recommendation 7:
The draft retention schedule should be reviewed and updated prior to being approved and issued.

Risk exposure if not addressed:

 Staff are unaware of the document retention periods and so do not comply with any stipulated 
requirements.

 Records are not correctly classified and so not are not managed correctly (for example where 
incorrect retention periods are followed.

Responsible manager for implementing: 
DPO
Date to be implemented:
Dec/2019
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 ● Advisory issue

Audit finding Management response

(c) Archived documents could be destroyed without appropriate authority
No records maintained of documents that have been destroyed.  Although there is a form to 
record  details of documents sent for shredding, evidence provided indicate the last time this 
process was used was in July 2016.

Recommendation 8:
Records should be maintained of documents that have been destroyed.  Disposal records should 
demonstrate that disposals have been made in accordance with the document retention and 
disposal policy.  Sufficient details should be recorded to enable identification of which records 
have been destroyed.

Agreed management action: 
There is a “Disposal of Records log” plus a 
destruction record on the Archive log, and a 
flowchart indicating process flow on how to 
dispose of records.

July 2016 was the last time there was a large 
disposal of records.  There has not been one done 
since, but archives are building up boxes of records 
to be destroyed and which will be done during this 
year following the laid down procedure.

Action: Ensure archiving log is complete with 
destruction date when sent to be destroyed.

Risk exposure if not addressed:

 There would be no record of what had been destroyed and who had authorised the 
destruction.

Responsible manager for implementing: 
DPO
Date to be implemented:
Mar/2020
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  ● Advisory issue

Audit finding Management response

(d) Approval and appraisal of retention or disposal of documents
Departmental managers are responsible for deciding what documents are archived as well as 
setting the destruction dates on the archive boxes.

However, the majority of boxes are labelled that they should not be destroyed.  Managers are 
responsible for reviewing the contents of archive boxes whenever an appraisal or destruction date 
is reached.  However, this action is rarely carried out.  Once records have been archived there is no 
evidence of any further action to confirm appropriate disposal action is completed.

Recommendation 9:
Managers should be reminded of the requirement to review the contents of archive boxes 
whenever appraisal / destruction dates are reached to ensure appropriate disposal action is 
undertaken. 

Agreed management action: 
Departmental managers are owners of their own 
data and should keep their own departmental log 
of records sent to archive.

Action: Send email out to all Managers reminding 
to review archived records and indicate if any are 
due for disposal. The “Archive Checklist” will be 
appended so managers are clear on archiving and 
disposal criteria.

Risk exposure if not addressed:

 Storage of excessive data with consequent costs of storage;

 Filing systems are inefficient and are not regularly reviewed, resulting in information not being 
quickly and easily retrievable.

Responsible manager for implementing: 
Head of Gov
Date to be implemented:
Oct/2019
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5.4 Security - safeguarding of assets. 
● Medium priority  

Audit finding Management response

(a) Unauthorised access to or unlawful processing or personal data
The Information and Communications Technology (ICT) administrators should only give access to IT 
systems following receipt of a written authorisation.  Testing confirmed that access was based 
more on experience of the requirements of job roles, rather than documents provided by 
managers.

ICT do not grant specific access levels to IT systems.  Each IT system has a systems administrator 
and this person is responsible for ensuring individuals have appropriate access to view and process 
personal data.

There is no evidence that records are retained confirming the authorities and permissions that 
have been granted.

Recommendation 10:
A register is created listing all systems and authorised users together with access/permission levels 
that have been granted.

Agreed management action: 
Believe the owner of this is IT dept to pull together 
a register of who has access to what.

HR to inform IT of leavers, and IT to ensure people 
do not have access to systems when people leave – 
this should not happen after a person’s login is 
deleted i.e. if unable to access Copeland servers 
due to log in deletion would a leaver be unable to 
access any systems anyway?

Action: Head of Gov to discuss audit rec with IT 
Manager and agree action to compile a register 
listing all systems and authorised users. Access 
levels on each system should also be reviewed.

Risk exposure if not addressed:

 Unauthorised users have access to, or unlawful processing of personal data.

Responsible manager for implementing: 
ICT Manager
Date to be implemented:
Mar/2019
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 ● High priority  

Audit finding Management response

(b) Information Sharing Agreements between departments and external organisations
CBC does not have a Central Register that records Information Sharing Agreements between 
departments or external organisations.

Testing indicated only four Information Sharing Agreements that had been set up with external 
bodies.

This issue was raised in the Information Security and Records Management report issued in July 
2015 - Recommendation – AR-C_096.

Recommendation 11:
A Central Register of Information Sharing Agreements should be set up and maintained.

Agreed management action: 
This was an action as part of GDPR project to 
compile a register and allocated to legal dept. 

Asst. solicitor has been actively working on this for 
a number of months by contacting all managers. 

So far, 4 have been found and put on register.  The 
low level of agreements found could be due to the 
data being contained elsewhere ie contracts.

Action: Legal assistant to continue work and 
complete register and satisfied that all ISA’s are 
captured.

Risk exposure if not addressed:

 The Council is not fully aware of the types and classifications of data which are being shared;

 Data sharing subject to challenge by the Information Commissioners Office;

 There is no guidance or appropriate authorisation required for establishing an Information 
Sharing Agreement;

 Information Sharing Agreements are established with external organisations without adequate 
controls in place as to how the external organisation will use the data.

Responsible manager for implementing: 
Assistant solicitor
Date to be implemented:
Date: Sept/2019
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 ● Medium priority  

Audit finding Management response

(c) Training for employees who process subject access and third party requests for personal 
data.

There is no formal training provided for staff responsible for processing subject access requests.  
Only on-the-job training is provided.

Recommendation 12:
A mandatory monitored training programme is produced for key employees responsible for 
processing subject access and third party requests for personal data.  There should be updates to 
the training to ensure that employees are kept updated with any changes in legislation.

Agreed management action: 
Only person responsible for SARs is the DPO. 
Currently overseen by Cliff Walker (former DPO) 
who has been trained.

Training has been sourced for the new DPO when 
she returns – this is a certified DPO course.

To quantify, there have been no SAR requests in 
the last 6 months, ie during 2019.  All SAR’s since 
2018 have been logged and were available to see 
as part of this audit.

Action: training will take place on return to work of 
new DPO – date to be confirmed

Risk exposure if not addressed:

 Employees are not clear of their individual responsibilities;

 Incorrect information may be given if employees are not aware of changes in legislation.

Responsible manager for implementing: 
DPO
Date to be implemented:
Dec/2019
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.

P
age 166



Internal Audit – Social Inclusion Policy

Copeland Borough Council Internal Audit Report Page 1
1

Appendix A-5

1. Background

1.1. This report summarises the findings from the audit of the Social Inclusion Policy. This was a planned audit assignment which was undertaken in 
accordance with the 2018/19 Audit Plan. 

1.2. The Social Inclusion Policy is important to the organisation because it supports the overall strategic direction and long term vision for the 
economic, social and environmental well-being of the local area in a way that contributes to sustainable development.  By preventing social 
exclusion, the council will further enhance the well-being of all Copeland residents.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Julie 
Betteridge (Executive Director Operations) and the agreed scope of the audit was to provide assurance over management’s arrangements for 
governance, risk management and internal control in the following areas:

 Monitoring, communication and review of the Social Inclusion Policy;

 Project monitoring of grant spending, impact and outcomes;

 Support and guidance given to managers and project staff on how to deliver socially inclusive services.
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2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information.

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Social Inclusion Policy provide 
Reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are 6 audit recommendations are arising from this audit review and these can be summarised as follows:

No. of recommendations

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1) - 3 1

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2) - 1 -

3. Information - reliability and integrity of financial and operational information (see section 5.3) - - 1
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 The Council has a clearly defined Social Inclusion Policy in place, whose objectives are clearly outlined;

 The Social Inclusion Policy and Programme have been reviewed by the Overview and Scrutiny Committee and the Executive. Following the 
Council elections in May 2019 the revised policy has been approved by the new membership of Full Council on 25/06/19;

 The Social Inclusion Policy is embedded within the Corporate Strategy priorities and its implementation is a key performance indicator, which 
is monitored quarterly;

 Processes are in place to ensure that legislative amendments are identified and implemented;

 Social Inclusion Board is in place with clear terms of reference.  The Board monitors the implementation of projects within the Social Inclusion 
Programme and uses the RAG rating system (red, amber and green colours used in a traffic light rating system);

 Governance arrangements are in place which require and allow officers to declare conflicts of interest;

 The Council works in partnership with wide range of stakeholders to implement the policy, assisting with grant awards to allow organisations 
to achieve their match funding requirements for external funding applications (for example from the Copeland Community Fund);

 The policy is supported by funding provided by external sources, including the Sellafield Social Investment Programme.

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:
 No issues identified.

4.4.2. Medium priority issues:

4. Security - safeguarding of assets - - -

5. Value - effectiveness and efficiency of operations and programmes - - -

Total Number of Recommendations - 4 2
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 Social Inclusion checklist has not been used in practice and a revised version is currently in development, awaiting the approval of Social 
Inclusion Policy by the new Council membership;

 The Social Inclusion Programme does not clearly state the Council Officer responsible for each project;

 Terms of Reference / Service Level Agreements for the Social Inclusion Programme projects are not held centrally to allow for their 
monitoring by the Social Inclusion Board;

 Social Inclusion Policy references the use of the Council’s Project Management Framework as the main governance process, but it does not 
reflect the alternate governance arrangements which are also in place.

4.4.3. Advisory issues:
 A number of project positively impact a wide range of diversity issues however, the Social Inclusion Policy does not include a clear link to the 

Council’s Equality and Diversity Scheme to reflect the disadvantageous factors caused by race, ethnic origin, religion, creed, substance abuse 
or dependency;

 The Communications Strategy has not been reviewed since August 2015.

Comment from the Executive Director Operations
The Council has a strong commitment to Social Inclusion and the attention to keeping the policy updated and relevant through the work of the 
Social Inclusion Board and Programme is recognised through this audit and the reasonable assurance.   The recommendation regarding the pro-
active use of the checklist is timely and links with our annual service planning review and development starting in the autumn.  Other 
recommendations are helpful and able to ensure our governance is strong.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
● Medium priority

Audit finding Management response

(a) Social Inclusion Checklist
The covering report of the Social Inclusion Policy and Programme (Full Council 05/04/16) states:
2.2 “…..A checklist based on the policy ….will be the tool by which an assessment of social inclusion 
is undertaken.  Our implementation tool is supported by a social inclusion checklist which 
complements our corporate framework of equality impact assessment of our policy, strategies and 
delivery” and the policy states: “In relation to the priority actions …. the council will ensure 
that:…..All strategies and policies developed after the adoption of the Social Inclusion Policy 
include consideration of the likely impact on social inclusion.  A checklist will be used to assist this 
process.”

The current Social Inclusion Policy (Executive 16/04/19) also makes the reference to the same use 
of the checklist.

However, the checklist has not been used in practice and a revised version is currently in 
development, awaiting the approval of Social Inclusion Policy by the new Council membership.  It is 
intended to use the Checklist for general Management training and guidance and to assist in 
incorporating Social Inclusion into their service areas.

Agreed management action: 
Full Council has now approved the SI Policy. The 
checklist will be revisited and presented to the 
Social Inclusion Board for sign off. 

A review will be undertaken to incorporate the 
checklist into departmental service plans for 2020. 

Training will be provided to LMG and appropriate 
staff in an interactive workshop. The Year 1 pilot 
will be reviewed and amended for 2021. 

Key projects, that sit outside the service planning 
process will be identified and separately 
addressed.
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Recommendation 1:
The design of the Social Inclusion checklist is finalised and its use with Management implemented 
now that the Policy has been approved by Full Council (on 25/06/19).

Risk exposure if not addressed:

 The checklist to support assessment of social inclusion is included in the Social Inclusion Policy 
has not been used in practice;

 Managers are unaware of their service areas role and/or responsibilities for Social Inclusion;

 The Social Inclusion Policy is not followed in practice.

Responsible manager for implementing: 
Executive Director Operations
Date to be implemented:
31/03/2020

● Medium priority

Audit finding Management response

(b) Social Inclusion Programme
The Social Inclusion Board monitors the implementation of the policy and reviews the status of the 
Social Inclusion Programme projects.  The programme is used to implement the Social Inclusion 
Policy and it details projects across various themes (including Financial and Digital Inclusion, Skills 
and Work, Homelessness Prevention).  Although the programme states the sources of funding (a 
combination of internal and external financing) and which organisation leads on the projects, it 
does not clearly assign responsibility for each project to a specific Council Officer.

Assigning responsible Officers will also allow for an assessment to be made whether that Officer 
holds the necessary experience and training as per the complexity of the project.

Recommendation 2:
The Social Inclusion Programme should clearly state the Council Officer responsible for each 

Agreed management action: 
To ensure each programme stream has an 
additional column inserted to capture a named 
lead at the appropriate level of seniority, 
knowledge and ability.
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project so that clear lines of responsibility are established.

Risk exposure if not addressed:

 Clear lines of responsibility for the Social Inclusion Programme projects are not in place;

 Projects are not adequately monitored by Officers to ensure the Council’s duty for Social 
Inclusion is undertaken appropriately;

 Officers have been delegated duties for which they are inexperienced and inadequately 
trained.

Responsible manager for implementing: 
Policy Officer
Date to be implemented:
30/09/19

● Medium priority

Audit finding Management response

(c) Social Inclusion Programme Projects Terms of Reference / Service Level Agreements
The Terms of Reference of the Social Inclusion Board includes the aim:

 To oversee and ensure the implementation of the Social Inclusion Policy;

 To ensure the Social Inclusion Programme is delivered and there is an understanding of its 
impact.

Objectives: 

 To ensure all Council projects and programmes are in line with the Social Inclusion Policy and 
Social Inclusion Checklist;

 To oversee and monitor the impact of the Social Inclusion Programme;

 To oversee the implications of the Social Inclusion programme.

Purpose

 To ensure robust evaluation of social inclusion projects and programmes.

Agreed management action: 
A repository is established on a shared drive or via 
Pentana Risk to capture these key documents. That 
an annual check is carried out against the 
programme to ensure it is complete and up-to-date 
for each project/programme.
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However, the terms of reference / service level agreement for the Social Inclusion Programme 
projects are not held centrally for reference of the Board. 

Recommendation 3:
Terms of Reference / Service Level Agreements for all the Social Inclusion Programme projects 
should be held centrally for reference by the Social Inclusion Board, in line with the Councils 
Partnership Working arrangements.

Risk exposure if not addressed:

 Projects are entered into without clear terms of reference, governance arrangements or 
accountability being put in place;

 Monitoring arrangements are not in place to allow the Social Inclusion Board to adequately 
assess the effectiveness of the projects.

Responsible manager for implementing: 
Policy Officer
Date to be implemented:
31/12/19

● Advisory issue

Audit finding Management response

(d) Disadvantageous Factors Referenced Within The Social Inclusion Policy 
The Social Inclusion Policy highlights factors which can cause social exclusion for specific sectors of 
society, e.g. low-income households, lack of educational opportunities, transport problems or poor 
health.  A revision of the policy in April 2019 included “Equality and diversity, particularly with 
regard to LGBT issues, will underpin all these priorities.”

However, although the policy references the impacts of economic deprivation, it does not mention 

Agreed management action: 
Amend SI Policy to ensure EIA Policy is referenced 
and reflect the change in a Portfolio Report to Full 
Council in September 2019.
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exclusion on race, ethnic origin, religion, creed, substance abuse or dependency (including alcohol 
and drugs).  It also does not reference that the policy is supported by the Equality and Diversity 
Scheme.  Social Inclusion is mentioned as a referenced policy within the scheme and it is included 
in the Equality Impact Assessment template.

Recommendation 4:
Consideration should be given to establishing a clear link within the Social Inclusion Policy to the 
Equality and Diversity Scheme to reflect the disadvantageous factors caused by race, ethnic origin, 
religion, creed, substance abuse or dependency.

Risk exposure if not addressed:

 The Social Inclusion Policy is limited in its assessment of disadvantageous factors;

 Equality and Diversity Scheme is not identified as a supporting policy to the Social Inclusion 
Policy.

Responsible manager for implementing: 
Executive Director Operations
Date to be implemented:
30/09/19
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Project Management Framework
The covering report of the Social Inclusion Policy and Programme (Full Council 05/04/16) states:
5.1 “The Social Investment Programme will be managed within and using the Council’s project and 
programme management framework and toolkit. Individual projects may have leads from within or 
external to the Council and will be subject to formal quarterly reporting within our performance 
framework and systems.”

Social Inclusion Policy Update (Executive 16/04/19)
6.1 “The Council will continue to use the project management framework of the Council for the 
delivery, monitoring and ongoing development of the inclusion priorities and programme.”

Project Management Framework (PMF) outlines the requirements for identifying, planning, 
authorising and reporting projects.  All projects were required to follow this guidance. The PMF 
was updated in October 2014 (Change Management Audit 2014/15) and further revised in 2018 as 
part of Performance Management Framework (Executive 24/07/18).

Internal Audit testing of a sample of Social Inclusion Programme projects found that the 
governance of the project had not always followed the PMF. Internal Audit were informed that 
externally funded projects would not be incorporated into the PMF as they would have had to go 
through an external business case process to access the funding (e.g. Copeland Community Fund).

However, the Social Inclusion Policy only makes reference to the use of the PMF and does not 

Agreed management action: 
The Board to review the wording within the SI 
Policy to ensure that clear governance 
arrangements for projects are identified. 

Establish parameters for where a project would 
follow the PMF and where it’s not appropriate.

Revisit the plan in light of agreed framework.

Capture governance information in the repository 
(see agreed management action for 
Recommendation 3).

Any amends to the SI Policy to be reported to Full 
Council in September 2019.
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reflect the alternate governance arrangements which are in use.

Recommendation 5:
The Social Inclusion Policy is reviewed to establish clear parameters for a project to use the Project 
Management Framework as the most appropriate governance arrangement, or whether alternate 
governance arrangements are more suitable.

Risk exposure if not addressed:

 Council policies for commissioning and funding of projects are not followed;

 The Social Inclusion Programme objectives cannot be adequately assessed as there are 
insufficient performance monitoring/risk management arrangements in place;

 Officers enter into projects without knowing the financial implications, assessing the risks or 
gaining the necessary authority.

Responsible manager for implementing: 
Strategic Housing and Inclusion Manager
Date to be implemented:
30/12/19
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5.3. Information - reliability and integrity of financial and operational information.
● Advisory issue

Audit finding Management response

(a) Communications Strategy
Publicity around individual Social Inclusion projects are incorporated into general press releases 
and published on the Council’s website.  Details of how the local community has been assisted is 
incorporated into the annual budget consultation exercise.  However, there is no specific 
communications strategy in place for Social Inclusion.  The general communications strategy would 
pick up the themes from the Corporate Strategy and Social Inclusion Programme, however, this 
strategy has not been reviewed since August 2015.

Recommendation 6:
The Communications Strategy is reviewed to ensure it reflects the current Council policies and 
adapts to technological advances and current communication trends.

Agreed management action: 
Corporate Communications Strategy is reviewed to 
reflect the Corporate Plan changes related to Social 
Inclusion. 

The revised strategy will be signed off by the 
Elected Mayor and Chief Executive.

Risk exposure if not addressed:

 Benefits of Social Inclusion Policy are not realised because staff / general public are unaware;

 Socially excluded members of the public are not aware that the Council are a source of advice 
and assistance;

 Lack of communication of Social Inclusion Policy to relevant stake holders and potential 
recipients.

Responsible manager for implementing: 
Communications Manager
Date to be implemented:
31/03/2020
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Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.

P
age 179



Appendix B

Copeland Borough Council Internal Audit Report Page 3
3

Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.
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Appendix A-6

1. Background

1.1. Internal Audit issued a report on Community Asset Transfer (CAT) on 15/12/16.  The scope of the audit was to provide assurance over 
management’s arrangements for governance, risk management and internal control for:
 Compliance with the Council’s CAT Policy and relevant legislation;

 Compliance with the Council’s  Strategic Asset Management Strategy; and

 Monitoring and reporting arrangements.

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided Partial assurance.

1.3. Improvements were sought in the following areas:
 CAT Procedures; 
 Assessment criteria; 
 CAT Policy;
 CAT Policy – risks;
 CAT records;
 Reporting;
 Publication of available assets; and
 Accountancy treatment of CATs.

1.4. Internal Audit has recently undertaken a follow up review to provide an update on assurance to senior management and the Audit Committee on 
the implementation of previously agreed actions to address each recommendation. The review checked whether controls are working effectively 
to mitigate the risks previously identified.

2. Audit Approach
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2.1. Follow up Methodology

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 
confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.

2.3 As audit testing is restricted to a sample basis audit assurance is not absolute.  It is the responsibility of management to continue to monitor the 
effectiveness of internal controls to ensure they continue to operate effectively.

3. Assurance Opinion

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. Appendix A 
explains and defines each assurance level for this report.

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 
Internal Audit assurance opinion may be revised from that provided by the original audit.

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within CAT provides Reasonable 
assurance.  The revised audit opinion assumes that the controls assessed as operating effectively in the original report have not changed and 
these have not been revisited as part of the follow up.

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations and Audit Findings 

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B. 
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4.2. Internal Audit followed up eight audit recommendations from the previous review.  From the testing undertaken, there is evidence of sufficient 
development, which allows audit to provide an improved assurance rating.  Section 5 of this report summarises matters, including those areas 
which still require further action.

In summary:
 Six recommendations have been fully implemented; and
 Two recommendation are partially completed and require further action to fully address the risk exposure.

4.3. Recommendations which have been fully implemented:

 Written operational procedures have been developed to translate the CAT Policy into working procedures which provide guidance to 
Officers; 

 The CAT Policy has been reviewed and updated and a lead officer nominated;
 The key risks to achieving the objectives of the CAT Policy have been identified and controls and staff responsibilities allocated;
 A process has been established to allow for the recording of applications received, the retention of documentation and the monitoring of the 

application status; 
 Reporting requirements have been put in place in line with the current Contract Procedure Rules; and
 Formal written guidance has been put in place to clarify the accountancy treatment of assets transferred under the CAT process.

4.4. Recommendations which have been partially implemented: 
 Standardised assessment criteria have been documented which cover the main risks as identified by Managing Risks in Asset Transfer: A Guide 

(DCLG, 2008).  However, the procedure, checklist or assessment criteria do not include the consideration of additional statutory requirements;
 The list of available assets for community transfer is currently under review.  However, the details held on the Council’s website are those as 

audited in 2016. 

Comment from the Executive Director Operations
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It is very positive to see the focused and inter disciplinary working within the council has ensured that the Community Asset Transfer Policy and 
procedures have been effectively reviewed and relevant documents and processes updated.  We are assured that these changes work and have 
been tested through the case studies used as part of the review work.  The two outstanding actions which are at 75% are both actions which 
can be completed through the continued working of the internal CAT project group.   The updating of the asset register and hence the list of 
available assets for community transfer have been looked at and drafted and we now need to finalise the authorisations under the review of 
the asset management strategy and ensure the latest agreed version is held on the Council’s website.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.

Audit Finding

(a) Community Asset Transfer Procedures
There were no documented procedures in place to ensure that the Community Asset Transfer (CAT) Policy had been translated into working procedures 
which would provide guidance to Officers and to explain who was responsible for the completion of relevant aspects/overall ownership of the process.
  ●  High priority
AR-C&CS_027 Management should establish a written operational procedure to translate the Community Asset Transfer Policy into working procedures 
which provide guidance to Officers.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
An operational procedure has been completed and implemented.

At the time of this review testing confirmed the following:
An operational procedure and flowchart have been developed and these are being trailed as part of the assessment of two current CAT applications.

Recommendation:
No further action needed.

Audit Finding
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(b) Assessment Criteria
There were no formal guidelines or standardised assessment criteria in place to provide guidance to Officers. National guidance on CATs (Department of 
Communities and Local Government ‘Managing Risks in Asset Transfer: A Guide’) was not used even though it was readily available.
  ●  High priority
AR-C&CS_028 Standardised assessment criteria should be documented, covering the main risks as identified by Managing Risks in Asset Transfer: A 
Guide (DCLG, 2008) and relevant statutory requirements.  The assessment record should be signed off by a relevant Officer.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
The risk assessment document has been completed but needs to be put through a final check by the Policy Officer and the Property and Estates 
Manager.  This will then be tested on the next CAT proposal and then finalised.

At the time of this review testing confirmed the following:
Standard assessment criteria includes thirteen risks based on the DCLG ‘Managing Risks in Asset Transfer: A Guide.’ The assessment criteria are being 
tested as part of the assessment of two current CAT applications.  

The CAT Policy references the need to give consideration to:
a) If the asset comprises of public open space statutory notice will be given in a local newspaper for two consecutive weeks in accordance with 

section 123 of the Local Government Act 1972;
b) If the applicant is required to obtain any planning permission for the asset the applicant will be required to do so now; and
c) If the applicant’s proposal is dependent on the receipt of grant, the applicant will be required to submit such an application now and obtain a 

grant approval.  This is to allow the Council to ensure that no claw back conditions will be attached to it if a leasehold disposal is intended and to 
offer an ‘in principle’ decision. A letter of support may be required by a funder if they do not already have a lease.

However, these areas have not been included in the procedure, checklist or assessment criteria to ensure that due consideration is given for each 
application. 

Recommendation:
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Recommendation AR-C&CS_028 “Standardised assessment criteria should be documented, covering the main risks as identified by Managing Risks in 
Asset Transfer: A Guide (DCLG, 2008) and relevant statutory requirements.  The assessment record should be signed off by a relevant Officer” shows on 
Pentana Risk as fully implemented on 03/06/19.  However, this review has found that this is not the case, as consideration of relevant statutory 
requirements have not been incorporated. The recommendation will be adjusted to show as 75% implemented with a note to explain that this is the 
result of this review.

Audit Finding

(c) Community Asset Transfer Policy
The CAT Policy had been approved by Full Council on 22/01/13 and subsequently reviewed by the Overview and Scrutiny Committee on 09/04/14. 
However, the policy had not been reviewed or updated since that date and the audit found it did not reflect the current organisational structure for 
assigned responsibilities.
●  Medium priority
AR-C&CS_029 The Community Asset Transfer Policy is reviewed and updated and a new lead officer nominated.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
An internal task and finish group engaged relevant teams and expertise to fully review the policy and using good practice examples a full rewrite of the 
Policy has been undertaken, tested with OSC and taken for decision to both Executive and Full Council.  The new policy was agreed and is being 
implemented.

At the time of this review testing confirmed the following:
The CAT policy has been reviewed by Overview and Scrutiny and approved by the Executive (on the 12/03/19) and Full Council (on the 09/04/19).

Recommendation:
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No further action needed.

Audit Finding

(d) Community Asset Transfer Policy - Risks
The CAT Policy included a template for the identification of key risks to achieving the CAT objectives. However, the template had not been completed 
and no risks had been recorded; as such key controls and staff responsibilities to mitigate any risks had not been identified or allocated.
●  Medium priority
AR-C&CS_030 The key risks to achieving the objectives of the Community Asset Transfer Policy are identified and controls and staff responsibilities are 
allocated.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
The CAT task and finish group considered key risks and issues of the policy and noted these through the process with agreement of controls in policy and 
procedures and process papers with clarity on which staff roles and responsibilities are needed.  These are documented in the revised and new 
paperwork of the policy, procedures, and process.

At the time of this review testing confirmed the following:
CAT Policy - Issue and Risk Log is in place which incorporates Likelihood and Impact scoring, mitigating controls and ownership.

Recommendation:
No further action needed.

Audit Finding
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(e) Community Asset Transfer Records
The audit review identified that:

 There was no central register of applications which have been received;
 There was no direct monitoring of the application process;
 There was no central register of approved transfers;
 Copies of applications/enquiries or the signed authorisation for the transfer did not appear to have been retained for the three CAT samples 

tested.

●  Medium priority
AR-C&CS_031 A process should be established to allow for the recording of applications received, the retention of documentation and the monitoring of 
the application status.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
An application register has been implemented and is reviewed and updated quarterly, or more frequently for the CAT’s in process.

At the time of this review testing confirmed the following:
A central CAT register is in place which details the Asset, Town, Asset Name, CAT Tenure [L-H/F-H], Party, CAT Ref, Date of Application, CAT Stage, CAT 
Date, CAT Period, Review Date and Notes.

Recommendation:
No further action needed.

Audit Finding

(f) Reporting
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There was no formal CAT reporting undertaken, as per the Strategic Asset Management Strategy 2011-2015 - Performance Monitoring Framework, 
unless it specifically related to the requirement of the Contract Procedure Rule 32, i.e. dependent upon level of delegated authority required as per the 
value of the asset.

●  Medium priority
AR-C&CS_032 Management should put in place arrangements to ensure that the reporting requirements to the Executive set out in the Strategic Asset 
Management Strategy 2011-2015 - Performance Monitoring Framework in relation to Community Asset Transfers are followed.
Fully Implemented 

Outcome from follow up:
The Management response and update statement states that:
The adopted policy reflects the criteria, in line with Contract Procedure Rules, for reporting and authorities.

At the time of this review testing confirmed the following:
As a result of the Land and Property Disposals 2016/17 audit a further recommendation has been made - AR-C&CR_005 “The Strategic Asset 
Management Strategy needs review to ensure it supports the Corporate Strategy and Medium Term Financial Strategy.”  This recommendation shows 
on Pentana Risk as 95% implemented [as at 24/06/19] with a note added 16/04/19 “Chief Executive reviewed [draft strategy], Property and Estates 
Manager to feed in new vision being formulated with a view to finalising in June 19.”  The latest note on 03/06/19 states there has been no further 
change in the implementation of the recommendation.

Currently CATs will be reported to committee in relation to the requirements of the Contract Procedure Rules (Rule 32 Land Transactions), unless it is 
assessed that a lower value asset has an additional political interest.  However, as a result of the Procurement Framework Audit 2015/16 an audit 
recommendation was raised - AR-F&MIS_348 “Management should put in place arrangements to ensure that the Contract Procedure Rules are regularly 
reviewed and updated to accurately reflect current legislation/regulations.”  This recommendation shows on Pentana Risk as 60% implemented with the 
latest note added 22/03/19 “It is intended that draft contract procedure rules will be submitted to the Executive on the 16th April. The framework 
setting out the tendering bands at which different procurement rules will apply was recently approved by CLT.  Once completed the amended rules will 
feed into the ongoing review of the entire constitution and be presented to Council in the new term.” 
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Internal Audit accept that recommendation AR-C&CS_032 no longer applies as the Strategic Asset Management Strategy 2011-2015, upon which it was 
based, has subsequently been recommended for review, as stated above. 

Recommendation:
Outstanding Audit recommendations are reported quarterly to Audit Committee for monitoring.
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5.2 Information - reliability and integrity of financial and operational information.

Audit Finding

(a) Publication of Available Assets
Property Services were responsible for the publication and maintenance of the list of available assets. An electronic copy of the list provided to Internal 
Audit was dated 05/05/15 and this list was matched to the details held on the website. The list was found to contain an asset which may have been 
required for Council plans for a possible car park development.
●  Medium priority
AR-C&CS_033 The list of available assets for community transfer should be reviewed periodically by Property Services in conjunction with the Legal 
Services Manager and the Director of Customer and Community Services to ensure that the assets are still appropriate.
Partially Implemented

Outcome from follow up:
The Management response and update statement states that:
The CAT task and finish group undertook a full review of the asset list of the Council in terms of which is available for community transfer.  The Council’s 
Property and Asset Manager has responsibility for updating the Asset Management Policy of the Council and will as part of this activity maintain an 
annual review of available CAT assets through pulling together the CAT task and finish group for this purpose.  This review has enabled a look across all 
categories and ensured a specific CAT availability tab on the full asset list to provide the specific list separately or as part of the full asset list to maintain 
a strategic overview.

At the time of this review testing confirmed the following:
The CAT Working Group reviewed an initial list of assets at the meeting 14/11/18.  However, this list is currently under review and the version held on 
the Council’s website is the same as the list reviewed during the 2016/17 audit.

Recommendation:
Recommendation AR-C&CS_033 “The list of available assets for community transfer should be reviewed periodically by Property Services in conjunction 
with the Legal Services Manager and the Director of Customer and Community Services to ensure that the assets are still appropriate” shows on Pentana 
Risk as fully implemented, with a note on 17/01/19 “The list of available assets for Community transfer have been thoroughly reviewed and amended as 
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part of the CAT working group review work. In line with the policy refresh this will be undertaken at least annually.”  However, this review has found that 
this is not the case, as the list is still currently under review and so has not been published.  The recommendation will be adjusted to show as 75% 
implemented with a note to explain that this is the result of this review.

Audit Finding

(b) Accountancy Treatment of Community Asset Transfers
The Financial Services team did not have written guidance on the accountancy treatment of transferred assets. The Interim Finance Team Leader had 
stated that advice and guidance would have been sought from the departmental Accountant as how best to deal with CATs. However, there was a risk 
that inconsistent advice may have been given due to the turn-over of external consultancy staff fulfilling the Accountant role since the departure of the 
permanent in-house Accountant at the end of March 2015.

●  Medium priority
AR-C&CS_034 Formal written guidance should be put in place to clarify the correct accountancy treatment of assets transferred under the Community 
Asset Transfer process.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
Written guidance on the accountancy treatment of transferred assets has been prepared in line with the CIPFA [Chartered Institute of Public Finance and 
Accountancy] Code of Practice (Code) and the Council’s Accounting Policies.  The guidance is an Appendix to the approved CAT Operational Procedure, 
which has been developed in conjunction with a revised CAT Policy, Operational Procedure including checklist and flowchart, through a CAT project team 
of which a member of the Financial Services Team was represented.  The developed documents were taken to OSC on the 8th February 2019 and the 
revised policy approved at Full Council on 9th April 2019.

At the time of this review testing confirmed the following:
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Formal guidance has been compiled using extracts from the CIPFA Code of Practice and the Council’s accounting policies in respect of the treatment of 
any fixed asset which is being leased out or disposed of through a freehold transfer.  The guidance is readily available to the Strategic Finance 
Accountants.

Recommendation:
No further action needed.
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 
of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control
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Appendix A-7

1. Background

1.1. Internal Audit issued a report of Absence Management on 19/10/18.  The scope of the audit was to provide assurance over management’s 
arrangements for governance, risk management and internal control for:
 Attendance Management Policy and Procedure (AMPP);

 Training, support and guidance provided to Managers and Supervisors; and

 Compliance with short-term and long-term sickness procedures including Return to Work Interviews, Self-Certification records, Occupational 
Health referrals, monitoring and reporting.

1.2. Based on the evidence provided at that time, the audit concluded that the controls in operation provided Limited assurance.

1.3. Improvements were sought in the following areas:
 Training and guidance; 
 Monitoring of the Attendance Management Policy and Procedure (AMPP); and
 Business continuity risk to capacity caused by sickness absence.

1.4. Internal Audit has recently undertaken a follow up review to provide an update on assurance to senior management and the Audit Committee on 
the full implementation of previously agreed actions to address each recommendation.  The review checked whether controls are working 
effectively to mitigate the risks previously identified.

2. Audit Approach

2.1. Follow up Methodology

2.2 The Internal Audit follow up process involved obtaining an update statement from management and then undertaking testing as necessary to 
confirm the implementation of agreed actions and that controls are working as intended to mitigate the stated risk.
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2.3 As audit testing is restricted to a sample basis and audit assurance is not absolute, it is the responsibility of management to continue to monitor 
the effectiveness of internal controls to ensure they continue to operate effectively.

3. Assurance Opinion

3.1. Each audit review provides an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. Appendix A 
explains and defines each assurance level for this report.

3.2. Where the outcomes of the follow up confirm the successful implementation of agreed actions and that controls are working effectively, the 
Internal Audit assurance opinion may be revised from that provided by the original audit.

3.3. From the areas examined and tested as part of this follow up review we consider the current controls operating within Absence Management 
provides Substantial assurance.  The revised audit opinion assumes that the controls assessed as operating effectively in the original report have 
not changed and these have not been revisited as part of the follow up.

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations and Audit Findings 

4.1. There are three levels of audit recommendation.  The definition for each level is explained in Appendix B. 

4.2. Internal Audit followed up three audit recommendations from the previous review.  From the testing undertaken, there is evidence of sufficient 
development, which allows audit to provide an improved assurance rating. Section 5 of this report summarises matters.

In summary:
 Three recommendations have been fully implemented.
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4.3. Recommendations which have been fully implemented:
 A training programme on the Attendance Management Policy and Procedure has been implemented and guidance has been given on the 

types of record keeping required; 
 Working practices have been reviewed and monitoring processes put in place to help guarantee that all employees are treated in a fair and 

consistent manner; and 
 The Service Plan template has been amended to include consideration as to whether sickness absence should be identified departmentally as 

an operational risk.

Comment from the Executive Director Operations

The focus on reviewing our HR policies and procedures is a substantial activity and, as highlighted by this follow up audit, we are effectively 
delivering the improvement and review recommendations and actions in a timely and effective manner.   The completion of these 
recommendations ensures we have a fit for purpose process, capability and capacity around attendance management, an important resource 
management role and responsibility.
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.

Audit Finding

(a) Training and Guidance
Internal Audit identified that the last management training in the Attendance Management Policy and Procedure (AMPP) had been in November 2014 
and the inclusion of AMPP in new Managers/Supervisors inductions had only been re-introduced from August 2018. Managers/Supervisors were not 
aware of a proforma, which was referenced in the AMPP to be used to provide information to HR, and so it had not been used. 

Managers/Supervisors had not been provided with any guidance as to the type of records they should maintain since the loss of the Zeus time 
management system in the cyberattack of August 2017. Some Managers/Supervisors were using manual records, daily rotas, wall charts and bespoke 
spreadsheets. The implementation of the General Data Protection Regulations in May 2018 required a review of working practices and the retention of 
copies of Self Certificates, Fit Notes and Return to Work Interviews by some Managers. 

Managers/Supervisors were also unaware of availability of template letters, which should have been used during the disciplinary process of trigger 
points for repeated occurrences of sickness absence.
  ●  High priority
AR-C&CR_073 Training should be provided on the Attendance Management Policy and Procedure and guidance given on the types of record keeping 
required, linking with the requirements of the General Data Protection Regulation.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
The majority of the agreed Management actions have been addressed; however the production of a guidance document for Managers on the manual 
processes to be adopted for time recording purposes has been placed on hold awaiting the introduction of the new HRIS system.
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At the time of this review testing confirmed the following:
Implementation of the recommendation had been broken into six milestones by Management:
1. AMPP to be reviewed to remove reference to the pro-forma that has not been used, nor indeed, was not included in the policy document on 

original release;
2. HR to produce a guidance document for Managers on the manual processes to be adopted for time recording purposes.  Submission of records to 

be centralised to HR for monitoring purposes;
3. HR to re-inforce to Line Managers the requirement for self-certifications/fit notes to be held by HR on the employee’s personnel file only;
4. Line Managers to ensure that all Return to Work interview forms are sent to HR promptly on completion.  HR to produce guidance notes;
5. Template letters to be included in AMPP as appendices to the policy;
6. HR to include AMPP training in the core curriculum.

Internal Audit testing has verified that the majority of the milestones have been implemented.  AMPP has been reviewed to remove reference to the 
pro-forma but it also requires further review to update the job titles referenced in the policy (Corporate Director – Resources & Transformation was re-
designated in the organisational structure in 2015).  The template letters have been incorporated into the amended policy as appendices and the policy 
has recently been approved by the Corporate Leadership Team and the Single Table Trade Union Group.  Steps are being taken to make the policy 
available on the intranet (as at 23/07/19).  Milestone two remains outstanding as stated in the Management response (on hold awaiting the 
introduction of the new HRIS system). However, the HR Officer has stated that Managers would follow the Flexitime Procedure as an interim time 
recording process. Internal Audit have assessed that this milestone does not directly impact the implementation of the recommendation.

Attendance Management training has been incorporated into the core curriculum (provided on 29/03/19) and the HR Officer has provided one-to-one 
training to departmental managers.  HR Officer is aware of those Managers who still require training and invites have been previously issued to arrange 
a suitable date. Guidance has been given to Managers to ensure that self-certificates, fit notes and Return to Work Interviews are passed to HR and not 
retained within the individual departments.

Recommendation:
No further action required.
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Audit Finding

(b) Monitoring of the Attendance Management Policy and Procedure (AMPP)
HR staff did not carry out any monitoring of the implementation of the AMPP by Managers/Supervisors and so there were no processes in place to 
ensure [AMPP para 2.1] “…that all employees are treated in a fair and consistent manner.”  The AMPP stated at paragraphs 2.10, that the Council 
required “managers or supervisors personally to monitor the attendance of employees they supervise and personally be responsible for the 
management of absence in their own teams.” There was also no process in place to monitor the receipt by HR of Return to Work Interview forms.

Internal Audit testing included an examination of a sample of 23 files and identified:
 Two Managers/Supervisors did not notify HR straight away of a period of short term absence within their team but waited for the return of 

the employee and the completion of the Self Certificate and Return to Work Interview form;
 17/21 Return to Work Interviews for periods of absence were not held on the employee’s HR file;
 12/16 Self Certificates for short term absences were not held on the employee’s HR file;
 2/7 Fit Notes for long term absences were not held on the employee’s HR file;
 7 of the sampled absence periods did not have corresponding evidence held on the HR file although the periods had been recorded on the HR 

Monitoring spreadsheet; and
 6 of the sampled periods of absence were not recorded on the HR Monitoring spreadsheet.

With the issues identified Internal Audit were unable to provide assurance that the AMPP was being applied in a fair and consistent manner across the 
organisation.
  ●  High priority
AR-C&CR_074 Current working practices are reviewed to ensure that controls are put in place to guarantee that all employees are treated in a fair and 
consistent manner across the organisation.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
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Pentana Risk shows that the recommendation is 75% implemented, with a note added 28/03/19 “HR Officer has carried out Absence Management 
procedure training, both in a group session and on 1-2-1 basis with Managers.  Prompt cards and procedural notes provided and available as a resource 
to all staff and managers.”

At the time of this review testing confirmed the following:
Pentana Risk has been updated to show that the recommendation has been fully implemented from 22/07/19 with the note “Working practises have 
been reviewed and the HR Officer role is to ensure that the process of absence management is treated fairly and consistently throughout the Council.” 

Internal Audit testing has verified that training and guidance have been provided to departmental managers and working practices have been reviewed.  
Sample testing of 4 recent sickness absences found that HR had been notified in each case, HR had recorded the details on their monitoring spreadsheet, 
3/4 self-certificates were held and 4/4 Return to Work Interviews had been conducted. 

Monitoring reports of the level of attendance are also made monthly to the Corporate Leadership Team.

Recommendation:
No further action required.

Audit Finding

(c) Business Continuity Risk to Capacity Caused by Sickness Absence
The Strategic Risk Register, which is reported to Audit Committee quarterly, included the general risk “Lack of Capacity, Resources and Capability to 
Deliver the Corporate Strategy and Core Services”, and this includes the Trigger(s)/Event(s):

 Increased sickness absence; and

 Potential Impact / Consequences - Increase in Staff absenteeism due to sickness.
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A review of 5 Departmental Service Plans found they did not include the operational risk to capacity caused by sickness absence. However, general 
capacity issues were identified in 2 Service Plans as Possible Service challenges in the next year ahead 2018/19.
●  Medium priority
AR-C&CR_075 Managers should identify sickness absence as an operational risk to their department and have adequate contingency arrangements in 
place.
Fully Implemented

Outcome from follow up:
The Management response and update statement states that:
Consideration of sickness absence and operational risks within each team has been included in each Service Plan as a template item.

At the time of this review testing confirmed the following:
Service Plan template has been updated for 2019-20 to include:
“5a. Operational Risks - Note – If sickness absence creates an operational risk to service provision which impacts on the delivery of the Corporate 
Strategy and Core Services, Managers should identify sickness absence as an operational risk and list the internal controls in place to manage that risk.” 

Management attended a training session on operational risks on 17/01/19 to ensure they understood the expectation, procedures and process of this 
inclusion and assessment within each service plan.  It will now be dependent upon the service manager to assess whether sickness absence should be 
specifically identified as an operational risk and this would link to their wider business continuity arrangements. 

A sample of four departmental service plans were reviewed and only one had identified sickness absence as an operational risk.  Internal Audit are 
currently undertaking an audit of Operational Risk Management.

Recommendation:
The Service Plan template has been amended to incorporate consideration of sickness absence as an operational risk.  It will now be dependent upon 
the service manager to assess whether sickness absence should be specifically identified as an operational risk and this would link to their wider business 
continuity arrangements.
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No further action required.
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Audit Assurance Opinions
There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations
Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels 
of audit recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control
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Appendix A-8

1. Background

1.1. This report summarises the findings from the audit of HR Recruitment and Retention.  This was a planned audit assignment which was 
undertaken in accordance with the 2019/20 Audit Plan.
 

1.2. Recruitment is important to an organisation because its success relies on having the right number of employees with the right skills and abilities 
at the right cost.  Recruitment of employees is part of every manager’s job and is a combination of adopting good practices, following 
organisational policies and procedures and adhering to specific legal requirements.

1.3. The Council aims to maintain a competent, flexible, quality-conscious and cost-effective workforce.  It will select the best available person for 
each vacancy, regardless of sex, race, colour, religion, ethnic origin, age, disability, sexual orientation or membership or non-membership of a 
trade union.  The Council’s recruitment and selection procedures will provide a fair, systematic and reliable basis for selecting the most suitable 
candidate for any given vacancy.

2. Audit Approach

2.1. Audit Objectives and Methodology

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks 
relating to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the 
five key audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this 
report.

2.2. Audit Scope and Limitations

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review.  The Client Sponsor for this review was Julie 
Betteridge and the agreed scope of the audit was to provide assurance over management’s arrangements for governance, risk management and 
internal control in the following areas:
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 Recruitment procedures and management of change.
 Compliance with legislative requirements covering disability and the right to work (Equality Act 2010, Asylum and Immigration Acts 1997 and 

2016) and the provisions of the Employment Rights Act 1996.
 Induction course and Staff retention

2.2.2. There were no instances whereby the audit work undertaken was impaired by the availability of information.

3. Assurance Opinion

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 
control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 
for each level is explained in Appendix A.

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within HR Recruitment and 
Retention provide Reasonable assurance.   

Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and complete 
assurance cannot be given to an audit area.

4. Summary of Recommendations, Audit Findings and Report Distribution

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B. 

4.2. There are eight audit recommendations are arising from this audit review and these can be summarised as follows:

No. of recommendations
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4.3. Strengths: The following areas of good practice were identified during the course of the audit:
 Recruitment only commences after approval has been obtained from CLT;
 All employees are issued with written statements of employment particulars before commencing employment;
 All new staff are subject to a probationary period;
 Criteria have been agreed and implemented relating to those posts requiring Disclosure and Barring Service (DBS) checks;
 Employment checks include obtaining references and completion of a health questionnaire;
 Personal information is retained securely in the HR department;
 Vacancy levels are regularly reported to the Corporate Leadership Team;
 HR issue exit surveys are completed and staff are offered a confidential exit interview.

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements:

4.4.1. High priority issues:

Control Objective High Medium Advisory

1. Management - achievement of the organisation’s strategic objectives achieved (see section 5.1.) - 2 -

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.2.) - 2 1

3. Information - reliability and integrity of financial and operational information (see section 5.3) - 2 -

4. Security - safeguarding of assets - - -

5. Value - effectiveness and efficiency of operations and programmes (see section 5.4) - 1 -

Total Number of Recommendations - 7 1
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 No issues identified.

4.4.2. Medium priority issues:
 The Recruitment and Selection Handbook has not been updated since 2010 and does not incorporate subsequent legislative changes;
 Not all managers involved in the recruitment of staff have not received appropriate training;
 Right to Work checks as specified in the Home Office Guide – An Employer’s Guide to Right to Work Checks are not carried out correctly
 Copies of documentary evidence are not dated and endorsed correctly;
 Formats of job application forms used by the Council are inconsistent;
 Signatures confirming accuracy of information required for all applicants; and
 Recruitment agencies are used without appropriate authorisation or monitoring.

4.4.3. Advisory issues:
 The Disability Scheme Branding used is incorrect.

Comment from the Executive Director Operations 
It is positive to receive reasonable assurance on our internal audit of the process and activity of recruitment and retention.  Employees are a 
key resource to the Council delivering its vision and commitments.  The recommendations fit with our ongoing work of updating our policies 
and procedures and will ensure swift delivery of the actions and updating in our recruitment and retention systems continuing to provide a fair, 
systematic and reliable basis to effective and fair recruitment in any of our roles. 
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5. Matters Arising / Agreed Action Plan

5.1. Management - achievement of the organisation’s strategic objectives.
 ● Medium priority 

Audit finding Management response

(a) Recruitment and Selection Handbook not kept up to date.
The Recruitment and Selection Handbook has not been revised since January 2010.  The Handbook 
does not incorporate the legislative changes that were brought about by the Equality Act 2010, the 
Asylum & Immigration Act 2016 and Data Protection Regulations.

Recommendation 1:
The Recruitment and Selection Handbook should be reviewed, amended, updated and incorporate 
all changes in legislation.

Agreed management action: 
To review and obtain formal agreement, through 
CLT and the Head of Paid Services, the Recruitment 
and Selection Handbook to incorporate audit 
recommendations.

Risk exposure if not addressed:
 Recruitment practices do not reflect best practice and do not clearly assign the responsibilities 

between HR personnel and departmental managers at all stages of the recruitment cycle;
 Recruitment practices do not follow current corporate policies or practices;
 Recruitment procedures do not comply with statutory legislation.

Responsible manager for implementing: 
HR Manager
Date to be implemented:
31 January 2020
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● Medium priority  

Audit finding Management response

(b) Managers involved in the recruitment of staff have not received appropriate training.
Management Workshops, including Recruitment and Promoting Staff are offered in the Corporate 
Training Diary.  A recruitment workshop was held in March 2019 for managers expecting to be 
involved in recruitment, however it was attended by only 2 managers.  Further testing identified 
that it was not possible to ascertain if all managers who are involved in recruitment had received 
training or re-training when legislative requirements have changed.

No evidence was available to confirm whether there had previously been any similar training 
sessions provided.

Recommendation 2:
Prior to commencing any recruitment managers should confirm they have received appropriate 
training and to support managers that further workshops are offered following the update of the 
Recruitment and Selection Handbook.

Agreed management action: 
The Vacancy Recruitment Process will be agreed as 
part of the Council’s core curriculum and to 
support training the Recruitment PowerPoint 
Training Plan can be used as e-learning and issued 
to each recruiting Manager plus the flow diagram 
from the Recruitment Handbook as information for 
them to follow when commencing the recruitment 
process.

Risk exposure if not addressed:
 Recruitment practices do not reflect best practice and do not clearly assign the responsibilities 

between HR personnel and departmental managers at all stages of the recruitment cycle;
 Recruitment practices do not follow the corporate policy and legislative requirements.

 

Responsible manager for implementing: 
HR Manager
Date to be implemented:
30 September 2019
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5.2. Regulatory - compliance with laws, regulations, policies, procedures and contracts.
● Medium priority

Audit finding Management response

(a) Compliance with statutory obligations in relation to completing, approving and recording 
“right to work” and “Identity” checks.

The Home Office Guide – An Employer’s Guide to Right to Work Checks states that right to work 
checks should be carried out on all new employees.  The guidance provides a list of acceptable 
documentation which an employer is required to examine, copy and endorse to confirm 
appropriate checks have been undertaken.  Failure to comply could result in an employer being 
fined if subsequently found to have employed a person who did not have the right to work.

An examination of eight employee records revealed three cases where identification did not fully 
comply with Home Office requirements and none were endorsed with the date the right to work 
check was made.  

Recommendation 3:
HR staff checking documents should ensure that only documents which are listed as acceptable to 
establish a statutory right to work are asked for.
Recommendation 4:
As per Home Office requirements HR staff should write and date ‘the date on which this right to 
work check was made: [insert date]’ on all copies of documents retained on personnel files.

Agreed management action: 
‘Right-to-work’ procedures will be reviewed and 
the HR Administrator to adhere to the updated 
processes and train any Managers that also 
complete this task.

Risk exposure if not addressed:
 The Council does not meet statutory its obligations as Baseline Standard checks are not carried 

out, i.e. Right to work in UK, ID checks
 The Council could be committing a criminal offence if it is found to have employed someone 

who does not have the legal right to work in the UK.

Responsible manager for implementing: 
HR Manager
Date to be implemented:
30 September 2019
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● Advisory issue

Audit finding Management response

(b) Disability Scheme Branding
Both the Copeland Borough Council and Sector One application forms include reference to and logos of the 
Two Ticks Positive about Disabled People scheme. This scheme was replaced by the Disability Confident 
Scheme in November 2016. The Council has joined the Disability Confident scheme via the Jobcentre. 
Therefore reference to the previous scheme is incorrect.

Recommendation 5:
The application forms should be re-designed to incorporate the Disability Confident Scheme logo.

Agreed management action: 
To work in partnership with the Communications 
department and update the CBC documentation 
with the up to date disability logo.

Risk exposure if not addressed:
 The authority’s commitment to disability rights and opportunities could be misinterpreted.  
 The Council could be seen as being unprofessional by using incorrect branding

Responsible manager for implement:
HR Manager
Date to be implemented:
31 October 2019
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5.3. Information - reliability and integrity of financial and operational information.
● Medium priority  

Audit finding Management response

(a) Inconsistent Application Forms
There are two versions of the Councils’ job application form.  One form is available on the Council’s 
website and the second is generated when applications are made via the Sector1.net website.  All 
external vacancies are advertised on this website.
Testing found the following inconsistencies were found between the forms:

 The Council’s form includes the following statements:

o Data protection;

o That information provided is correct and that giving false or misleading statements may result 
in rejection or dismissal; and

o The use of public funds and fraud prevention.

 The Sector1.net online application form did not include these statements and includes the 
following:

o A paragraph requiring a signature stating - ‘If selected for interview you will be expected to sign 
this form to confirm that everything entered is, to the best of your knowledge, true.’

o No application form that was examined as part of the audit had been signed as required.

Recommendation 6:
The Sector1.net application form should be reviewed and amended to include Data Protection and 
Confirmatory Statements in line with the Council’s Application form.

Agreed management action: 
To ensure the Council uses one version of the job 
application forms.  To ensure consistency with 
Sector 1 by updating the application form details.  

In addition, ensuring that the Sector 1 form is 
signed to confirm accuracy of the information 
provided.
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Recommendation 7:
Candidates should be asked to physically sign their application forms at interview if they had made 
their application via the Sector1.net website.
 

Risk exposure if not addressed:
 Not having such a signed statement by could result in applicants being unaware of their 

responsibilities   

Responsible manager for implementing: 
HR Manager
Date to be implemented:
31/10/2019
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5.4. Value - effectiveness and efficiency of operations and programmes. 
 ● Medium priority  

Audit finding Management response

(a) Recruitment agencies are used without appropriate authorisation or monitoring
There is no monitoring of the cost and effective use of recruitment agencies by managers. There is 
no approved list of agencies that can be used.

Recommendation 8:
Consideration be given to having an approved list of agencies which managers should use when 
necessary.

Agreed management action: 
To work with the Procurement and Contracts 
Management Officer to ensure we have an 
approved list of agencies.

To review the policy and procedures to inform 
Managers of the process when recruiting via an 
agency.

Risk exposure if not addressed:
 Costs of using agencies are not monitored or controlled

Responsible manager for implementing: 
HR Manager
Date to be implemented:
31/10/2019
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Audit Assurance Opinions

There are four levels of assurance used; these are defined as follows:

Definition: Rating Reason

Substantial There is a sound system of internal control designed to achieve the 
system objectives and this minimises risk.

The controls tested are being consistently applied and no weaknesses 
were identified.

Recommendations, if any, are of an advisory nature in context of the 
systems and operating controls & management of risks.

Reasonable There is a reasonable system of internal control in place which should 
ensure that system objectives are generally achieved, but some issues 
have been raised which may result in a degree of risk exposure 
beyond that which is considered acceptable.

Generally good systems of internal control are found to be in place but 
there are some areas where controls are not effectively applied and/or 
not sufficiently developed. 

Recommendations are no greater than medium priority.

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there are 
an unacceptable number of weaknesses which have been identified 
and the level of non-compliance and / or weaknesses in the system of 
internal control puts the system objectives at risk.

There is an unsatisfactory level of internal control in place as controls 
are not being operated effectively and consistently; this is likely to be 
evidenced by a significant level of error being identified. 

Recommendations may include high and medium priority matters for 
address.

Limited / None Fundamental weaknesses have been identified in the system of 
internal control resulting in the control environment being 
unacceptably weak and this exposes the system objectives to an 
unacceptable level of risk.

Significant non-compliance with basic controls which leaves the system 
open to error and/or abuse.

Control is generally weak/does not exist. Recommendations will include 
high priority matters for address. Some medium priority matters may 
also be present.
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Grading of Audit Recommendations

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of audit 
recommendations used; high, medium and advisory, the definitions of which are explained below.

Definition:

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control

Medium ● Some risk exposure identified from a weakness in the system of internal control 

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control

Recommendation Follow Up Arrangements:

 High priority recommendations will be formally followed up by Internal Audit and reported within the defined follow up timescales. This follow up 
work may include additional audit verification and testing to ensure the agreed actions have been effectively implemented.

 Medium priority recommendations will be followed with the responsible officer within the defined timescales.

 Advisory issues are for management consideration.
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AUDIT & GOVERNANCE COMMITTEE – 8th August 2019
INTERNAL AUDIT PERFORMANCE MEASURES (Q4 2018/19)

KPI Measure of Assessment Target Actual performance data

Output Measures

Planned audits completed.

To enable an annual opinion to be 
provided on the overall systems of risk 
management, governance and internal 
control.

% of planned audit reviews (or approved 
amendments to the plan) completed in 
respect of the financial year.

95% (target reflects need for audit plans 
to be dynamic and respond to emerging 
risks).

Quarterly reports ensure delivery 
against the plan is on track.

A&GC agreed 20 reviews for inclusion in 
the 2018/19 plan.  The total includes 
one carried forward from 2017/18 and 
eight follow up reviews.

To date 17 audits have been completed 
and reported, two audits were 
postponed to 2019/20 and one further 
audit that has been cancelled.

Internal Audit issued final reports for all 
17 reviews.
 

Audit scopes agreed % of audit scopes agreed with 
management and issued before 
commencement of the audit fieldwork.

100%
Reported quarterly

Actual – 100%

Draft reports issued by agreed deadline % of draft internal audit reports issued 
by the agreed deadline or formally 
approved revised deadline agreed by 
Audit Manager and client.

80% (target is a reflection that this is a 
new way of working and deadlines may 
be impacted by several factors including 
client availability).
Reported quarterly

All reports issued within agreed 
deadlines – possible delays discussed 
with clients and revised dates agreed. 

Timeliness of final reports % of final internal audit reports issued 
for senior manager comments within 5 
working days of management response 
or closeout.

90% (target recognises that there may 
on occasion be delays in finalising 
reports, eg. - where further work is 
required to resolve matters identified at 
closeout meeting)
Reported quarterly.

To date, all final reports issued for 
senior management comment within 5 
working days of the close out meeting. 
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KPI Measure of Assessment Target Actual performance data

Recommendations agreed % of recommendations accepted by 
management

95% quarterly (target reflects that it is 
management’s responsibility to assess 
their risks and take final decision on 
whether risk may be accepted)

To date, management has accepted 
every recommendation included in the 
final reports. 

Follow up % of high priority audit 
recommendations implemented by 
target date

100% Quarterly Overdue actions are now included in a 
separate report from the Head of 
Corporate Resource.

Assignment completion % individual reviews completed to 
required standard within target days or 
prior approved extension by Audit 
Manager

75% (target reflects that this is a new 
way of working for the audit service and 
systems for monitoring time spent on 
assignments may need to be further 
developed)

All 20 audits agreed in the original audit 
plan have been subject to review. 

Quality Assurance

Quality Assurance checks completed % QA checks completed 100%.

Reported quarterly

Actual – 100%.

Customer Measures

Post audit customer satisfaction survey 
feedback.

% of customer satisfaction surveys 
scoring the service as ‘good’

80% (target reflects the need for 
internal audit to strive to deliver a 
customer focused service, but that due 
to the nature of internal audit roles and 
responsibilities, may not always elicit 
positive feedback).

Two surveys received.

 One noted as satisfactory; and
 One Good.

People Measures

Efficiency. % chargeable time. 80% (target takes account of non-
chargeable activities such as staff 
holidays, service development projects 
and team meetings).

Actual to end of Q4 (2018/19) – 80%

P
age 224



KPI Measure of Assessment Target Actual performance data

Reported quarterly.
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Internal Audit Plan 2018/19 – progress against plan at 31st July 2019

Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

Risk Based Audits

1 Performance Management 
Framework:

Executive Director - Operations
Head of Corporate Resources

Agreed scope:
 The operation of the Performance 

Management Framework; and
 Data quality, integrity, reliability of 

information used in performance 
monitoring.

Carried forward from 
2017/18

Draft Report reissued – 14/08/2018.

Final Report issued 20/08/2018.

2 Quality Assurance of Statutory 
Accounts:

Chief Executive
Chief Finance Officer

Agreed scope:
 Implementation of Grant 

Thornton’s Action Plan 
recommendations with particular 
reference to the closedown 
process, quality assurance and 
timeliness of fixed asset valuations 
and reporting;

 Year-end procedures are clearly 
defined with timescales specified 
and responsible officers assigned to 
all tasks;

 Sample testing to verify that 
transactions when FMS was offline 
reflect entries on the General 
Ledger.

Timing – Quarter 1 Delay due to amendment of scope for 
the audit.

Draft report issued 30/10/2018.

Final Report issued 18/01/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

3 Licensing:

Chief Executive
Public Protection Manager

Agreed scope:
 Accountability – committees role in 

the licensing process;
 Procedures and guidance – 

arrangements to ensure they reflect 
current requirements; enable data 
to be collected and fees charged in 
line with legislation; communication 
and availability to staff and service 
users; and associated training 
requirements;

 Register – maintenance of the 
register; approach for the 
prioritisation of information to 
enable restoration of the licensing 
system; record retention; 

 System – security arrangements and 
disaster recovery procedures.

Timing – Quarter 2 Draft report issued 19/02/2019.

Final Report issued 14/03/2019.

4 Absence Management:

Executive Director
Head of Corporate Resources

Agreed scope:
 Attendance Management Policy and 

Procedure (AMPP);
 Training, support and guidance 

provided to Managers and 
Supervisors;

 Compliance with short-term and 
long-term sickness procedures 
including Return to Work 
Interviews, Self-Certification 
records, Occupational Health 
referrals, monitoring and reporting.

Timing – Quarter 2 Draft Report reissued – 15/10/2018.

Final Report issued 19/10/2018.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

5 Accountable Body / Copeland 
Community Fund:

Executive Director - Operations
Copeland Community Fund 
Manager

Timing – Quarter 2 Scoping meeting: - 05/06/2018.

Following scoping review – Executive 
Director / Audit Manager agreed that 
Accountable Body (CCC) work embraces 
risk.
Agreed at A&GC – 08/08/2018
Removed from current plan – 5 days 
used to scope and initial evaluation.
 

6 Strategic Housing DFG:

Executive Director – Operations
Strategic Housing and Inclusion 
Manager

Agreed scope:
 Compliance with Financial 

Regulations and Contract Procedure 
Rules;

 Policies and Procedures;
 Budget and Performance 

Monitoring;
 Value for Money. 

Timing – Quarter 3 Draft Report issued – 21/12/2018.

Final Report issued – 16/01/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

7 Social Inclusion Policy:

Executive Director – Operations
Strategic Housing and Inclusion 
Manager

Agreed scope:
 Monitoring, communication and 

review of the Social Inclusion Policy;
 Project monitoring of grant 

spending, impact and outcomes;
 Support and guidance given to 

managers and project staff on how 
to deliver socially inclusive services.

To include: 
 Legal compliance;
 Communication and promotion;
 Targets and performance;
 Accountability for commissioning 

and funding;
 Funding activity;
 Partnership approach.

Timing – Quarter 4 Draft report issued – 26/06/2019

Final Report  Issued– 26/07/2019

8 Information Governance:

Chief Executive
Head of Governance & 
Commercial (M.O)

Agreed scope:
 Council compliance with 

information legislation, standards 
and codes of practice;

 Council policies, procedures and 
guidance and availability to Council 
staff; and

 Security of records, data and 
supporting documentation (physical 
and digital records).

Timing – Quarter 4 Draft Report issued – 14/06/2019

Final Report Issued – 25/07/2019
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

Risk Based - Follow Up Audits

9 Welfare Reform:

Executive Director – Operations
Strategic Housing and Inclusion 
Manager

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 1 Management Update – 10/05/2018

Draft Report issued – 10/10/2018.

Final Report issued 26/10/2018.

10 Contract Management of 
Building Maintenance:

Chief Executive
Property and Estates Manager

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 2 Management Update – 07/08/2018.
Testing delayed awaiting the 
engagement of a Property Services 
Manager.

Draft Report issued – 31/10/2018.

Final Report Issued – 07/11/2018.

11 Community Asset Transfer:

Executive Director – Operations

Timing – Quarter 3 A&GC agreed to postpone this audit 
review, postponed to 2019/20 – to allow 
completion of audit recommendations.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

12 ICT Strategy implementation:

Executive Director – Operations

Head of Corporate Resources

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 4 The IT Manager requested the audit be 
deferred to 2019/2020.  Currently in the 
process of rewriting the ICT Strategy.

Referred to CLT to decide if this should 
be a full audit of the ICT Strategy or a 
follow up.

Cyclical audits of main financial systems

13 Corporate Governance:

Chief Executive
Head of Governance & 
Commercial (M.O)

Agreed scope:
 Review the arrangements in place 

to ensure compliance with the 
requirements of the Copeland Local 
Code of Corporate Governance;

 Review the arrangements in place 
to ensure compliance with Financial 
Regulations;

 Review the arrangements for the 
co-ordination and completion of the 
Annual Governance Statement 
(AGS);

 Review the arrangements in place 
to monitor the implementation of 
the AGS Action Plan.

Timing – Quarter 3 Draft Report issued – 26/06/2019

Final Report Issued – 25/07/2019
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

14 Creditors:

Chief Executive
Chief Finance Officer

Agreed scope:
 Security of access to the creditors 

system;
 Supplier maintenance (including 

controls over addition of new 
suppliers and amendments to 
supplier details);

 Process for raising of purchase 
orders, authorisation (including 
scheme of delegation), goods 
received and subsequent invoice 
matching (to include treatment of 
retrospective purchase orders);

 Invoices are properly processed, 
certified and authorised for 
payment in line with agreed credit 
terms and conditions;

 BACS payments – preparation, 
payment and reconciliation;

 Timeliness of payments and 
monitoring of performance;

 Implementation of previously 
agreed Audit recommendations.

Timing – Quarter 2 Scoping meeting - 05/11/2018.
Delayed due to completion of Out-turn 
reports and Final Accounting action.

Draft Report issued – 31/01/2019.

Final Report issued – 25/03/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

15 Main Accounting:

Chief Executive
Chief Finance Officer

Agreed scope:
 The completeness and accuracy of 

financial data;
 Policies and procedures;
 Budgetary control;
 The effectiveness and efficiency of 

the coding structure;
 Feeder systems;
 Journals and internal transactions;
 Suspense and holding accounts;
 Bank reconciliations;
 System access, security and 

maintenance.

Timing – Quarter 3 Draft Report issued – 04/03/2019.

Final Report issued – 02/04/2019
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

16 National Non-Domestic Rates 
(NNDR):

Chief Executive

Agreed scope:
 Valuation – New & Amended 

Properties, Notifications to the 
Valuation Office, Valuation Office 
Listings, Reconciliations & Checks;

 Billing – Issuing of Demands, 
Calculations & Payments, Revisions 
& Suppressions, and 
Reconciliations;

 Recovery & Enforcement – 
Recovery Action, Bailiff Action, 
Suppressions, Write Offs; 

 Procedures - Procedures are 
documented and management 
ensure these are up to date, reflect 
any statutory requirements and are 
communicated effectively to staff;

 Liability – Determination of Liability, 
Amendments to Liability, Reliefs & 
Exemptions, Reconciliations & 
Checks;

 Collections & Refunds – Income 
Collection, Credits & Refunds, 
Checks & Reconciliations;

 Performance monitoring; 

Timing – Quarter 4 Agreed start date for the Audit 8th April 
2019.  Delayed due to work related to 
the issue of Council Tax Bills.

Draft Report issued – 30/05/2019

Final Report issued – 14/06/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

 Previous Audit recommendations.

Cyclical / Main Financial Systems - Follow Up Audits

17 Operational Risk Management:

Executive Director – Operations
Head of Corporate Resources

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 2 Draft Report reissued – 19/07/2018.

Final Report issued 31/07/2018.

18 Cash Receipting:

Chief Executive
Chief Finance Officer

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 2 Draft Report issued – 11/12/2018.

Final Report issued – 18/01/2019.

19 Sundry Debtors, Debt Recover 
and Write off:

Chief Executive
Chief Finance Officer

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 3 Draft Report issued – 26/02/2019.

Final Report issued – 29/03/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

20 Payroll:

Executive Director – Operations
Head of Corporate Resources

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 3 Management Update – 18/01/2019.

Draft Report issued – 20/05/2019

Final Report issued – 30/05/2019.
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AUDIT & GOVERNANCE COMMITTEE – 8th August 2019
INTERNAL AUDIT PERFORMANCE MEASURES (Q1 2019/20)

KPI Measure of Assessment Target Actual performance data

Output Measures

Planned audits completed.

To enable an annual opinion to be 
provided on the overall systems of risk 
management, governance and internal 
control.

% of planned audit reviews (or approved 
amendments to the plan) completed in 
respect of the financial year.

95% (target reflects need for audit plans 
to be dynamic and respond to emerging 
risks).

Quarterly reports ensure delivery 
against the plan is on track.

A&GC agreed 16 reviews for inclusion in 
the 2019/20 audit plan.  The total 
includes two follow up reviews.

Following completion of the 2018/19 
work plan a further follow up audit has 
been added to the plan.

To date 3 audits have been completed 
and reported.

Audit scopes agreed % of audit scopes agreed with 
management and issued before 
commencement of the audit fieldwork.

100%
Reported quarterly

Actual – 100%

Draft reports issued by agreed deadline % of draft internal audit reports issued 
by the agreed deadline or formally 
approved revised deadline agreed by 
Audit Manager and client.

80% (target is a reflection that this is a 
new way of working and deadlines may 
be impacted by several factors including 
client availability).
Reported quarterly

All reports issued within agreed 
deadlines – possible delays discussed 
with clients and revised dates agreed. 

Timeliness of final reports % of final internal audit reports issued 
for senior manager comments within 5 
working days of management response 
or closeout.

90% (target recognises that there may 
on occasion be delays in finalising 
reports, eg. - where further work is 
required to resolve matters identified at 
closeout meeting)
Reported quarterly.

To date, all final reports issued for 
senior management comment within 5 
working days of the close out meeting. 
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KPI Measure of Assessment Target Actual performance data

Recommendations agreed % of recommendations accepted by 
management

95% quarterly (target reflects that it is 
management’s responsibility to assess 
their risks and take final decision on 
whether risk may be accepted)

To date, management has accepted 
every recommendation included in the 
final report. 

Follow up % of high priority audit 
recommendations implemented by 
target date

100% Quarterly Overdue actions are now included in a 
separate report from the Head of 
Corporate Resource.

Assignment completion % individual reviews completed to 
required standard within target days or 
prior approved extension by Audit 
Manager

75% (target reflects that this is a new 
way of working for the audit service and 
systems for monitoring time spent on 
assignments may need to be further 
developed)

All three audits completed to date in 
Quarter 1, have been subject to review. 

Quality Assurance

Quality Assurance checks completed % QA checks completed 100%.

Reported quarterly

Actual – 100%.

Customer Measures

Post audit customer satisfaction survey 
feedback.

% of customer satisfaction surveys 
scoring the service as ‘good’

80% (target reflects the need for 
internal audit to strive to deliver a 
customer focused service, but that due 
to the nature of internal audit roles and 
responsibilities, may not always elicit 
positive feedback).

No surveys received to date.

People Measures

Efficiency. % chargeable time. 80% (target takes account of non-
chargeable activities such as staff 
holidays, service development projects 
and team meetings).

Actual to end of Q1 (2019/20) – 82%
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KPI Measure of Assessment Target Actual performance data

Reported quarterly.
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Internal Audit Plan 2019/20 – progress against plan at 31st July 2019

Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

Risk Based Audits

1 Finance – Petty Cash

Chief Finance Officer 

Agreed scope:
 Procedural guidance, including 

whether procedures are robust and 
have been circulated to appropriate 
staff;

 Petty cash is used for appropriate 
reimbursement in accordance with 
procedures;

 Reimbursements are supported by 
relevant vouchers and receipts;

 Cash advances are appropriately 
authorised;

 Security arrangements including 
access to safes and handover 
procedures;

 Petty Cash reconciliation; and
 Transactions are posted to the 

finance system (TOTAL) in a timely 
manner.

Quarter 1 Scoping meeting - 16/04/2018;

Draft Report Issued – 26/07/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

2 Corporate Health and Safety

Audit sponsor – Executive 
Director / Head of Corporate 
Resources / HR Manager

Possible risks / reasons for inclusion

 Fleet management arrangements 
and insurance requirements;

 New fleet management contract;
 Revised operational systems;
 Management and reporting of 

vehicle related accidents;
 Adherence to risk assessment 

policy;
 Training needs assessments and 

achievement records;
 New and revised safety processes;

o Examination of a sample of 
sites to confirm compliance

 Identification of training 
requirements and risks related to 
street cleaning;

 Lone and Isolated Worker policy, 
practices and management of risk.

Quarter 2 Not yet due
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

3 ICT Purchasing and 
Maintenance
Following discussion with 
Management – title amended 
to:

ICT Purchasing, Associated 
Contracts and Support

Head of Governance and 
Commercial (M.O.)
ICT Manager

Agreed scope:
 Procurement authorisation and 

budgeting;
 Economies of scale within the 

procurement process;
 Procurement of external consultant 

services;
 Supplier relationships and contract 

management.

Quarter 2 Scoping Meeting – 16/07/2019

Draft Report Due – 30/09/2019

4 HR – Recruitment and 
Retention

Executive Director
Head of Corporate Resources

Agreed scope:
 Recruitment procedures and 

management of change.
 Compliance with legislative 

requirements covering disability 
and the right to work (Equality Act 
2010, Asylum and Immigration Acts 
1997 and 2016) and the provisions 
of the Employment Rights Act 1996.

 Induction course and Staff 
retention.

Quarter 2 Scoping meeting - 18/06/2019

Draft Report Issued – 22/07/2019

Final Report Issued– 25/07/2019
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

5 Equalities and Scrutiny
Following discussion with 
Management, title amended to:

Overview and Scrutiny:

Chief Executive
Head of Governance and 
Commercial (M.O.)

Agreed scope:
 Governance arrangements for 

Scrutiny;
 Overview and Scrutiny Committee 

Forward Plan;
 Effectiveness of Overview and 

Scrutiny Committee.

Quarter 2 Scoping meeting – 15/07/2019

Draft Report Due 30/09/2019.

6 Procurement letting and 
monitoring

Chief Executive
Head of Governance and 
Commercial (MO)

Possible risks / reasons for inclusion

 Application of procurement rules;
 Non-compliance leading to loss due 

to improper procurement 
procedures for low level spend;

 Procurement outside current 
contracts;

 New and renewed contract 
procurements in excess of £25,000;

 Use of Procurement KPI to manage 
spend;

 Requirements related to contract 
management processes including 
meeting suppliers during the year.

Quarter 3 Not yet dueP
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

7 Finance – Debtors

Audit sponsor – Chief Executive 
/ Chief Finance Officer

Possible risks / reasons for inclusion

 Application of debt recovery 
procedures;

 Ledger and credit control 
procedure;

 Use of suspense accounts;
 VAT; and 
 Write off procedures.

 Sundry Debts:

 Follow Up of recommendations;
 Raising, recording and clearance of 

invoices;
 Recovery or debt write-off 

procedures;
 Training on current procedures;
 Reporting debt write-off.

Quarter 3 Not yet due
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

8 ICT Strategy Implementation

Audit sponsor

Possible risks / reasons for inclusion

Originally a follow up audit (reported in 
November 2016).

Full review is underway to revise the 
strategy.
Audit to review implementation of the 
latest strategy through a full risk based 
audit.
Specific reference to the outstanding 
recommendations.

Recommendations from the original 
audit were graded as follows:
 High - 4;
 Medium - 2.

Quarter 3 Not yet due
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

9 Quality Assurance of Statutory 
Accounts – 2019/20

Chief Executive
Chief Finance Officer

Possible risks / reasons for inclusion:

 Implementation of GT Action Plan 
recommendations with particular 
reference to the closedown 
process, quality assurance and 
timeliness of fixed asset valuations 
and reporting;

 Financial Statements preparations;
 Preparations reflect findings from 

the 17/18 and 18/19 audit findings 
reports;

 Year-end procedures are clearly 
defined with timescales specified 
and responsible officers assigned to 
all tasks;

 Sample testing to verify that 
transactions when FMS was offline 
reflect entries on the General 
Ledger.

Quarter 4 Not yet due
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

10 Data Protection Act / General 
Data Protection Regulations.  

Chief Executive
Head of Governance and 
Commercial (M.O.)

Possible risks / reasons for inclusion:

 Non-compliance with the GDPR 
could result in adverse publicity and 
reputational damage;

 Possible financial penalties for non-
compliance, by the ICO;

 Implementation of the requirement 
for data protection impact 
assessments;

 Roles, responsibilities, 
accountability and governance for 
applying the regulations;

 Lack of understanding and 
awareness of the data held;

 Communication and compliance of 
an up-to-date data retention policy.

Quarter 4 Not yet due

Risk Based - Follow Up Audits

11 Absence Management:

Executive Director – Operations
HR Manager

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 1 Management Update – 04/06/2019

Draft Report Due - 30/08/2019.

Final Report Issued – 24/07/2019.
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

12 Community Asset Transfer:

Executive Director – Operations

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 1 Management Update – 17/06/2019

Draft Report Issued – 08/07/2019

Final Report Issued – 19/07/2019.

Cyclical Governance and Main Financial Systems Audits

13 Operational Risk Management

Chief Executive
Head of Governance and 
Commercial (M.O.)

Agreed scope:
 Policies and Procedures;
 Systems in place for the recording 

and monitoring of operational risks;
 Training provision for operational 

risk.

Timing – Quarter 1 Scoping meeting - 08/04/2019

Draft Report Issued– 26/07/2019
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

14 Council Tax:

Executive Director
Billing and Recovery Teams

Possible risks / reasons for inclusion:

 System administration;
 Completion notices – including 

collating and updating the Academy 
System with information for new 
properties and major alterations;

 Payments and refunds;
 Performance –monitoring / 

reporting.

Timing – Quarter 3 Not yet due

15 Cash Receipting:

Chief Executive
Chief Finance Officer

Possible risks / reasons for inclusion:

 Income receipting and banking 
responsibilities, policies and 
procedures;

 Income receipting, recording on the 
financial management system and 
reconciliations;

 Security of cash / income and 
banking.

Timing – Quarter 4 Not yet due
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Directorate Audit Scope (Priority 1, 2, N/A) Timing Status

16 Treasury Management:

Chief Executive
Chief Finance Officer

Possible risks / reasons for inclusion:

 Treasury Management Policy & 
Procedures;

 Investment transactions;
 Cash flow management;
 Risk management;
 Monitoring and reporting of 

performance.

Timing – Quarter 4 Not yet due

Additional Follow Up Audits – added following audit plan agreement

17 Information Governance:
Added to plan following review 
in 2018/19 – Partial Assurance.

Chief Executive
Head of Governance and 
Commercial (M.O.)

Follow up Methodology
Obtain an update statement;

 Undertake to confirm the 
implementation of 
recommendations;

 Controls are working as intended to 
mitigate the stated risk.

Timing – Quarter 4 Not yet due – depending on response to 
audit recommendations.
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2018/19 Statement of Accounts Update to the Audit Committee

PORTFOLIO HOLDER
LEAD OFFICER:

Mike Starkie
Steven Brown, Chief Finance Officer 

REPORT AUTHOR: Steven Brown, Chief Finance Officer

WHAT BENEFITS WILL THESE PROPOSALS BRING TO COPELAND RESIDENTS?
These proposals ensure the proper administration of the Council’s financial affairs to 
enable the continued delivery of services to Copeland residents. 

WHY HAS THIS REPORT COME TO THE AUDIT COMMITTEE?
The Audit Committee is responsible for approving the Council’s Statement of Accounts; 
this report provides the Committee with update on progress for 2018/19. 

RECOMMENDATIONS:
The Audit Committee is recommended to note progress with the publication of the 
unaudited 2018/19 Statement of Accounts.

1.1. In line with the Accounts and Audit Regulations 2015 the unaudited Statement of 
Accounts (SoA) is required to be published by the Council on 31st May 2018. The 
Audit Committee is then required to approve and publish the audited SoA by no 
later than the 31st July 2018. 

1.2. The Audit Committee has been previously advised that due to delays in 
publishing the 2017/18 SoA it was unlikely that the 2018/19 SoA would be 
submitted by the 31st May statutory deadline. 

1.3. As background to the new Audit Committee Members, the unaudited 2017/18 
SoA was published on 1st February 2018, a delay of 8 months. The delay was 
primarily due to the cyber-attack in August 2017 that impacted on the financial 
systems, but also staffing shortages within the Finance Team. 

1.4. The 2018/19 SoA was published on 31st July 2019, a delay of 2 months. Whilst it 
is disappointing to have missed this statutory deadline it is nevertheless a 
significant improvement from previous years. The Audit Committee will receive a 
verbal update on progress generally of the finance team, but also with the audit 
of the 2017/18 and 2018/19 accounts from the Chief Finance Officer. 

2. CONCLUSIONS

2.1. The report provides the Audit Committee with an update on progress with the 
2018/19 SoA.
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3. STATUTORY OFFICER COMMENTS 

3.1. Legal comments are: No legal issues arise from the report.

3.2. The Monitoring Officer’s comments are: Although it is noted the 31st May 
deadline has been missed for publication of  SoA, there has been a watching brief 
kept on progress and CFO has kept CLT fully informed. Given the set of 
circumstances surrounding historic delays in publication and legacy issues, it is 
encouraging that the delay in publication of this SoA is considerably shorter than 
the previous financial year. 

3.3. The Section 151 Officer’s comments are: Contained within the report

4. RESOURCE REQUIREMENTS

4.1. As set out in the report.

5. HOW WILL THE PROPOSALS BE PROJECT MANAGED AND HOW ARE THE RISKS 
GOING TO BE  MANAGED?

5.1. As set out in the report. 
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